    BULLETIN 2022-47                      	  February 9, 2022
	U.S. Department of Labor
Employment and Training Administration, Office of 
Apprenticeship (OA) 
Washington, D.C.  20210
	Distribution:
A-541 Hdqtrs
A-544 All Field Tech
A-547 SD+RD+SAA+; Lab.Com
	Subject:  New Apprenticeable Occupation:  Cyber Defense Incident Responder

Code: 200.1     

	Symbols:  DRAP/RCG
	
	Action:  Immediate

	
PURPOSE:  To inform the staff of OA, State Apprenticeship Agencies (SAA), Registered Apprenticeship program sponsors, and other Registered Apprenticeship partners of the following new apprenticeable occupation:
    
                                         Cyber Defense Incident Responder
                                         O*NET-SOC Code:  15-1299.05  
                                         RAPIDS Code:  3032
                                         Type of Training:  Time-Based
                                         Training Term:  3,200 Hours     

BACKGROUND:  The occupation Cyber Defense Incident Responder was submitted by Mr. Thomas P. Phillips, Director, United Services Military Apprenticeship Program (USMAP) for an apprenticeability determination. The OA Administrator approved this occupation on January 31, 2022.

Cyber Defense Incident Responders perform the following duties: 
· Assess the quality of security controls using performance indicators.
· Conduct investigations of information security breaches to identify vulnerabilities and evaluate the damage.
· Coordinate monitoring of networks or systems for security breaches or intrusions.
· Coordinate vulnerability assessments or analysis of information security systems.
The Cyber Defense Incident Responder occupation will be added to the List of Occupations Recognized as Apprenticeable by OA when the list is reissued.  A suggested Work Process Schedule and Related Instruction Outline are attached.

ACTION:  OA staff should familiarize themselves with this bulletin and the attached Work Process Schedule and Related Instruction Outline, as a source for developing apprenticeship standards and/or providing technical assistance. 

[bookmark: _Hlk95291005]If you have any questions, please, contact Ricky C. Godbolt, Program Analyst at (202) 693-3815 or Godbolt.Ricky.C@dol.gov.

NOTE:  This bulletin is being sent via electronic mail.
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WPSandRIO
WORK PROCESS SCHEDULE

 CYBER DEFENSE INCIDENT RESPONDER

O*NET-SOC CODE: 15-1299.05 	RAPIDS CODE:  3032

		Implement defensive security measures for computer or information systems

		Approximate Hours



		· Monitor external data sources (e.g., cyber defense vendor sites, computer emergency response teams, security focus) to maintain currency of cyber defense threat conditions and determine which security issues may have an impact on the enterprise.

· Perform analysis of log files from a variety of sources (e.g., individual host logs, network traffic logs, firewall logs, and intrusion detection system [IDS] logs) to identify possible threats to network security.

· Perform cyber defense incident triage, including determining scope, urgency, and potential impact; identifying the specific vulnerability, and making recommendations that enable expeditious remediation.

· Perform initial, forensically sound collection of images and inspect to discern possible mitigation/remediation on enterprise systems.

· Perform real-time cyber defense incident handling (e.g., forensic collections, intrusion correlation and tracking, threat analysis, and direct system remediation) tasks to support deployable incident response teams.

· Receive and analyze network alerts from various sources within the enterprise and determine possible causes of such alerts.

· Track and document cyber defense incidents from initial detection through final resolution. 

· Perform cyber defense trend analysis and reporting.

· Build a new incident handling procedure, conduct training presentations.

· Assess the quality of security controls using performance indicators.

		



		Hours

		1500







		Coordinate security activities with other personnel

		Approximate Hours



		· Coordinate and provide expert technical support to enterprise-wide cyber defense technicians to resolve cyber defense incidents. 

· Coordinate incident response functions.

· Coordinate with intelligence analysts to correlate threat assessment data.

· Conduct investigations of information security breaches to identify vulnerabilities and evaluate the damage.

· Coordinate vulnerability assessments or analysis of information security systems.

· Coordinate monitoring of networks or systems for security breaches or intrusions.

		



		Hours

		700







		Incident Tracking and Analysis

		Approximate Hours



		· Correlate incident data to identify specific vulnerabilities and make recommendations that enable expeditious remediation.

· Write and publish cyber defense techniques, guidance, and reports on incident findings to appropriate constituencies.

· Employ approved defense-in-depth principles and practices. (e.g., defense-in-multiple places, layered defenses, security robustness).

· Collect intrusion artifacts (e.g., source code, malware, Trojans) and use discovered data to enable mitigation of potential cyber defense incidents within the enterprise.

· Serve as technical expert and liaison to law enforcement personnel and explain incident details as required. 

· Write and publish after-action reviews.

· Analyze reports, dashboards, and alerts to provide operational oversight of the security posture of the enterprise environment.

· Provide constructive feedback to fellow analysts on events and review and update incident handling documentation.

		



		Hours

		1000





   Total Hours: 3200






RELATED INSTRUCTION OUTLINE

 CYBER DEFENSE INCIDENT RESPONDER

O*NET-SOC CODE: 15-1299.05 	RAPIDS CODE:  3032

		Related Instruction Outline



		Related Instruction Subjects

		Hours



		Year 1

		



		Data Privacy Fundamentals

		9



		System Administration & IT Infrastructures Services

		28



		Introduction to Cybersecurity Tools and Cyber Attacks

		20



		Cybersecurity Roles, Processes, and Operating System Security

		15



		Cybersecurity Foundations for Risk Management

		8



		Cybersecurity Compliance Framework and System Administration

		16



		Access Controls

		15



		Security Operations and Administration

		16



		Identifying, Monitoring, and Analyzing Risk and Incident Response and Recovery

		23



		Total Year 1, Level One Curriculum

		150



		Year 2

		



		Cryptography

		14



		Networks and Communications Security

		20



		Systems and Application Security

		17



		Enterprise System Management and Security

		12



		Network Security and Database Vulnerabilities

		14



		Usable Security 

		12



		Total Year 2, Level Two Curriculum

		89





Total Hours: 239




