    BULLETIN 2021-80                      	  August 17, 2021
	U.S. Department of Labor
Employment and Training Administration, Office of 
Apprenticeship (OA) 
Washington, D.C.  20210
	Distribution:
A-541 Hdqtrs
A-544 All Field Tech
A-547 SD+RD+SAA+; Lab.Com
	Subject:  New Apprenticeable Occupations:  Cloud Support Specialist, Hardware Hacker, and IT Systems Administrator

Code:  200.1     

	Symbols:  DRAP/KAJ
	
	Action:  Immediate

	
PURPOSE:  To inform the staff of OA, State Apprenticeship Agencies (SAA), Registered Apprenticeship program sponsors, and other Registered Apprenticeship partners of the following new apprenticeable occupations:
    
Cloud Support Specialist 
O*NET-SOC CODE:  15-1231.00
RAPIDS Code:  3020CB
Type of Training:  Competency-based

Hardware Hacker
O*NET-SOC CODE:  15-1299.04
RAPIDS Code:  3021CB
Type of Training:  Competency-based

IT Systems Administrator
O*Net-SOC CODE:  15-1244.00
RAPIDS Code:  3022CB
Type of Training:  Competency-based
                                               

BACKGROUND:  The occupations Cloud Support Specialist, Hardware Hacker, and IT Systems Administrator were submitted by Ms. Brandy Bowe, Program Manager on behalf of International Business Machines (IBM), for an apprenticeability determination.  The OA Administrator approved these occupations on August 5, 2021.

Cloud Support Specialists perform the following duties: 
· Manage customer account access and authenticate identity;
· Write basic scripts to facilitate configuration and updates to cloud accounts; and
· Create and configure hosting, storage, and computing accounts in cloud services.

Hardware Hackers perform the following duties: 
· Develop scripts, tools, hardware to perform security testing for internal and external networking penetration testing; and
· Perform hardware basics - identify chips and components; sensors; signal processing.

IT Systems Administrators perform the following duties: 
· Installing the operating system, building software components from source repositories; and
· Plan and configure mailbox and client access servers.



Cloud Support Specialist, Hardware Hacker, and IT Systems Administrator will be added to the List of Occupations Recognized as Apprenticeable by OA when the list is reissued.  A suggested Work Process Schedule and Related Instruction Outline are attached.

ACTION:  OA staff should familiarize themselves with this bulletin and the attached Work Process Schedule and Related Instruction Outline, as a source for developing apprenticeship standards and/or providing technical assistance. 

[bookmark: _GoBack]If you have any questions please contact Kirk Jefferson, Apprenticeship & Training Representative at 202-693-3399.

NOTE:  This bulletin is being sent via electronic mail.

Attachments




[bookmark: _MON_1690175162][bookmark: _MON_1690175185]
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Cloud Support WPS
[bookmark: _Toc480881300][bookmark: _Toc480888704][bookmark: _Toc480967800][bookmark: _Toc480967926][bookmark: _Toc481409155][bookmark: _Toc481422100][bookmark: _Toc481422164][bookmark: _Toc482356454][bookmark: _Toc488849770]WORK PROCESS SCHEDULE

CLOUD SUPPORT SPECIALIST

O*NET-SOC CODE:	15-1231.00		RAPIDS CODE:  3020CB





Description:  Work in an Agile, collaborative environment to understand requirements, design, code and test innovative applications, and support those applications for customers. Create products that a great user experience along with performance, security, quality, stability. Own customer experience by solving complex business problems. 



[bookmark: _Toc411685321]Work Processes



		On the Job Training:

		Validated by Manager / Mentor

		Date



		Principles and Practices



		1. Apply agile principles and practices

		

		



		2. Leverage Design Thinking practices

		

		



		3. Apply business and professional acumen skills

		

		



		Cloud Fundamentals



		4. Identify cloud software and AI offerings and functionality

		

		



		5. Understand and identify additional Cloud infrastructure offerings

		

		



		6. Configure, maintain, and administer cloud servers 

		

		



		7. Configure, maintain, administer cloud storage and network offerings

		

		



		8. Conduct diagnostics, troubleshooting and testing

		

		



		Cloud Support Fundamentals



		9. Apply user support processes and practices

		

		



		10. Use tools and technology for general user set up, configuration and monitoring

		

		



		11. Configure, maintain and administer cloud applications and platforms as a service

		

		



		12. Guide clients through provisioning and configuring cloud software 

		

		



		13. Apply troubleshooting practices to user issues

		

		









[bookmark: _Toc411685322]




Competencies and Performance Criteria

Foundational Competencies



		#

		Knowledge / Skill / Behavior

		Description



		Principles and Practices



		1.0

		K / S / B

		Understand, articulate, and demonstrate agile principles and practices



		2.0

		K / S / B

		Understand, articulate, and demonstrate Design Thinking



		3.0

		B

		Demonstrate key teamwork and collaboration behaviors



		4.0

		B

		Demonstrate strong communication skills



		5.0

		K / B

		Understand and model good feedback behaviors



		Cloud Fundamentals



		6.0 

		K/S

		Demonstrate knowledge of and ability to support Cloud Platform offerings



		7.0

		K/S

		Demonstrate knowledge of and ability to support Cloud Software offerings



		8.0

		K / S

		Demonstrate knowledge of and ability to support Cloud Infrastructure offerings



		9.0

		K 

		Demonstrate knowledge ability to configure IT systems, monitor performance and coordinate user access



		Cloud Support Fundamentals



		10.0

		K/S

		Understand and apply user support best practices



		11.0

		K/S

		Demonstrate knowledge and ability to use ticket and customer tracking tools



		12.0

		K/S

		Demonstrate ability to use diagnostic tools



		13.0

		K/S

		Demonstrate ability to use CLI













[bookmark: _Toc488849773][bookmark: _Toc411685323]





















Evidence Types

		Evidence Code

		Description



		O

		Observation



		Q&A

		Questions and answers



		P

		Learner products



		RA

		Reflective accounts / personal statements



		S

		Simulation



		PD

		Professional discussion



		A

		Assignments, projects, case studies



		MT

		Mentor testimony



		EW

		Expert witness evidence



		RPL

		Recognition of prior learning








































[bookmark: _Toc411685324]Foundational Performance Criteria







		Job Role

		Cloud Support Specialist



		O*NET Code

		15-1231.00



		Apprenticeship Level

		Foundation



		Guided Learning Hours

		205







		Competency Outcome

		Assessment Criteria

		Evidence Types

		Sign Off and Date



		1.0 Understand, articulate, and demonstrate agile principles and practices

		1.1 Demonstrate knowledge of agile principles such as “small batch” practices, iterative development and course correction

1.2 Participate in agile planning activities such as writing stories, assigning story points, planning poker, Kanban boards, and prioritizing work

1.3 Participate in retrospectives to drive continuous improvement

		[bookmark: Check1]|_|O

[bookmark: Check2]|_|Q&A

[bookmark: Check3]|_|P

[bookmark: Check4]|_|RA

[bookmark: Check5]|_|S

[bookmark: Check6]|_|PD

[bookmark: Check7]|_|A

[bookmark: Check8]|_|MT

[bookmark: Check9]|_|EW

[bookmark: Check10]|_|RPL

		



		2.0 Understand, articulate, demonstrate Design Thinking

		2.1 Demonstrate knowledge of Design Thinking and how  implements it in a development environment

2.2 Demonstrate knowledge of Design Thinking practices such executing discovery phase to identify customer requirements, engaging stakeholders in design, creating empathy maps, identifying and leveraging sponsor users, developing hills that communicate project intent

2.3 Demonstrate behaviors for focusing on outcomes

2.4 Conduct successful playbacks with stakeholders to exchange feedback and measure progress

2.5 Demonstrate behaviors and work plans aligned with fail fast / MVP principles 

		|_|O

|_|Q&A

|_|P

|_|RA

|_|S

|_|PD

|_|A

|_|MT

|_|EW

|_|RPL

		



		3.0 Demonstrate teamwork and collaborative behaviors

		3.1 Demonstrate ability to work co-operative with others

3.2 Demonstrate ability to work as part of a team

3.3 Demonstrate successful use of playbacks and reviews

3.4 Demonstrate goal-setting, being solution-focused, managing and strengthening relationships, and working with diverse perspectives. 

		|_|O

|_|Q&A

|_|P

|_|RA

|_|S

|_|PD

|_|A

|_|MT

|_|EW

|_|RPL

		



		4.0 Demonstrate strong communication skills

		4.1 Demonstrate strong communication skills through the selection of the appropriate communication method for each message

4.2 Demonstrate strong presentation skills through quality materials and clear presentation

4.3 Demonstrate strong communications skills such as effective storytelling, negotiation, and ability to influence

 

		|_|O

|_|Q&A

|_|P

|_|RA

|_|S

|_|PD

|_|A

|_|MT

|_|EW

|_|RPL

		



		5.0 Understand and model good feedback behaviors

		5.1 Understand the importance of feedback in all we do

5.2 Deliver quality feedback to others such as sharing perspective, coaching and giving recognition

5.3 Demonstrate ability to receive and act on feedback received from others by asking for feedback regularly, receiving feedback gracefully and converting into action for improvement 

5.4 Model goal setting behaviors

		|_|O

|_|Q&A

|_|P

|_|RA

|_|S

|_|PD

|_|A

|_|MT

|_|EW

|_|RPL

		



		6.0 Demonstrate knowledge and ability to support Cloud Platform offerings

		6.1 Demonstrate knowledge of Cloud Platform offerings

6.2 Demonstrate knowledge of configuration, maintenance and troubleshooting of database offerings

6.3 Demonstrate knowledge of configuration, maintenance and troubleshooting of application offerings

6.4 Demonstrate knowledge of configuration, maintenance and troubleshooting of Kubernetes and related offerings

6.5 Demonstrate ability to guide clients in configuration, maintenance, and troubleshooting of the above offerings

		|X|  O

|X|  Q&A

|X|  P

|_|  RA

|X|  S

|_|  PD

|X|  A

|X|  MT

|X|  EW

|_|  RPL



		



		7.0 Demonstrate knowledge and ability to support Cloud Software offerings

		7.1 Demonstrate knowledge of Cloud Software offerings

7.2 Demonstrate knowledge of configuration, maintenance and troubleshooting of Knowledge Studio (Watson Studio)

7.3 Demonstrate knowledge of configuration, maintenance and troubleshooting of AI tools and offering

7.4 Demonstrate ability to guide clients in configuration, maintenance, and troubleshooting of the above offerings

		|X|  O

|X|  Q&A

|X|  P

|_|  RA

|X|  S

|_|  PD

|X|  A

|X|  MT

|X|  EW

|_|  RPL



		



		8.0 Demonstrate knowledge and ability to support Cloud Infrastructure offerings

		8.1 Demonstrate knowledge of Cloud Infrastructure offerings

8.2 Demonstrate ability to configure, maintain, and troubleshoot servers (bare metal and virtual)

8.3 Demonstrate ability to configure, maintain, and troubleshoot storage offerings (Block, File, Object)

8.4 Demonstrate ability to configure, maintain, and troubleshoot network appliances (firewalls, load balancers, gateway appliance)

8.5 Demonstrate understanding of virtualization as a concept and practical applications of said concept

		|X|  O

|X|  Q&A

|_|  P

|_|  RA

|X|  S

|_|  PD

|X|  A

|X|  MT

|X|  EW

|_|  RPL

		



		9.0 Demonstrate knowledge ability to configure IT systems, monitor performance and coordinate user access

		9.1 Demonstrate ability to provision and reclaim offerings

9.2 Demonstrate ability to implement an AI application

9.3 Demonstrate knowledge of starter kits as a method to generate an application within cloud platform

Demonstrate ability to configure services and host content on infrastructure servers

		|X|  O

|_|  Q&A

|X|  P

|_|  RA

|X|  S

|_|  PD

|X|  A

|X|  MT

|_|  EW

|_|  RPL

		



		10.0 Understand and apply computer user support best practices

		10.1 Understand company user support best practices like communications (both with clients and internally), response times, troubleshooting practices and other procedures as outlined by the business

10.2 Demonstrate ability to resolve user inquiries regarding computer software or hardware issues

		|X|  O

|X|  Q&A

|_|  P

|_|  RA

|X|  S

|X|  PD

|X|  A

|X|  MT

|X|  EW

|_|  RPL



		



		11.0 Demonstrate knowledge and ability to use ticket and customer tracking tools

		11.1 Demonstrate knowledge and ability to use ticket tracking tools

11.2 Demonstrate ability to document problems and remedial actions taken or installation activities

11.3 Demonstrate knowledge and ability to use customer and offering informational tools

		|X|  O

|_|  Q&A

|_|  P

|_|  RA

|X|  S

|X|  PD

|X|  A

|X|  MT

|_|  EW

|_|  RPL



		



		12.0 Demonstrate ability to use diagnostic tools

		12.1 Demonstrate ability to use internal or offering specific diagnostic tools (ex: generating tech-support bundles, configuring application core dumps)

12.2 Demonstrate ability to analyze system logs, confer with users or conduct computer diagnostics to resolve problems or provide technical support

		|X|  O

|_|  Q&A

|_|  P

|_|  RA

|X|  S

|_|  PD

|X|  A

|X|  MT

|X|  EW

|_|  RPL



		



		13.0 Demonstrate ability to use CLI

		13.1 Demonstrate ability to use CLI to enter commands and observe system functioning to verify correct functioning and detect errors

13.2 Demonstrate ability to use CLI (Linux, Windows, and CloudFoundry)

		|X|  O

|_|  Q&A

|_|  P

|_|  RA

|X|  S

|_|  PD

|X|  A

|X|  MT

|_|  EW

|X|  RPL



		

















[bookmark: _Toc411685325]RELATED INSTRUCTION OUTLINE

CLOUD SUPPORT SPECIALIST

O*NET-SOC CODE:	15-1231.00		RAPIDS CODE:  3020CB





[bookmark: _Toc480881303][bookmark: _Toc480888707][bookmark: _Toc480967803][bookmark: _Toc480967929][bookmark: _Toc481409158][bookmark: _Toc481422103][bookmark: _Toc481422167][bookmark: _Toc411685326][bookmark: _Toc480881302][bookmark: _Toc480888706][bookmark: _Toc480967802][bookmark: _Toc480967928][bookmark: _Toc481409157][bookmark: _Toc481422102][bookmark: _Toc481422166]Professional Foundational Instruction

		

Professional Foundational Instruction

		Formal Training

Hours



		Employee Onboarding and Integration

Success Skills

		65







[bookmark: _Toc411685327]Technical Foundational Instruction 

		

Technical Foundational Instruction 

		Formal Training

Hours



		Cloud Fundamentals

Cloud Computing Fundamentals

Journey to Cloud





		

45

15



		Support Fundamentals

Cloud Support Academy



		

80







TOTAL RI HOURS:  205
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Hardware Hacker WPS
[bookmark: _Toc411685321]WORK PROCESS SCHEDULE

HARDWARE HACKER

O*NET-SOC CODE: 15-1299.04   RAPIDS CODE:  3021CB





Description:  Responsible for technical testing against clients’ application and network assets, from operational planning, initiation, and remediation to reporting and exit briefings; Communicate findings, attack paths, and recommendations; Develop scripts, tools, hardware, techniques, and methodologies.

Work Processes

		On the Job Training:

		Validated by Manager / Mentor

		Date



		Principles and Practices



		1. Apply agile principles and practices

		

		



		2. Leverage Design Thinking practices

		

		



		3. Apply business and professional acumen skills

		

		



		Security Principles and Practices



		4. Demonstrate fundamentals of security within an organization

		

		



		5. Apply security controls, design and architecture

		

		



		6. Apply business continuity and disaster recovery practices

		

		



		Network Penetration Testing



		7. Perform external network penetration testing

		

		



		8. Perform internal network penetration testing

		

		



		9. Perform Physical/OSINT/Social Engineering

		

		



		Hardware Basics



		10. Perform soldering and wiring

		

		



		11. Apply firmware basics

		

		



		Application Penetration Testing



		12. Perform basic web application testing

		

		



		13. Perform basic mobile application testing

		

		



		Wireless Protocols



		14. Apply wireless security fundamentals and protocols

		

		









[bookmark: _Toc411685322]


Competencies and Performance Criteria

Foundational Competencies

		#

		Knowledge / Skill / Behavior

		Description



		Principles and Practices



		1.0

		K / S / B

		Understand, articulate, and demonstrate agile principles and practices



		2.0

		K / S / B

		Understand, articulate, and demonstrate Design Thinking



		3.0

		B

		Demonstrate key teamwork and collaboration behaviors



		4.0

		B

		Demonstrate strong communication skills



		5.0

		K / B

		Understand and model good feedback behaviors



		Security Principles and Practices



		6.0 

		K

		Demonstrate knowledge of security fundamentals



		Network Penetration Testing Principles and Practices



		7.0

		K / S

		Demonstrate knowledge and ability to perform network penetration testing fundamentals



		8.0

		K / S

		Demonstrate knowledge and ability to perform physical, OSINT and social engineering



		Hardware Principles and Practices



		9.0

		K / S

		Demonstrate application of hardware principles and practices



		Application Penetration Testing



		10.0

		K / S

		Demonstrate knowledge and ability to perform firmware basics



		11.0

		K /S

		Demonstrate understanding and ability to perform web application testing



		12.0

		K / S

		Demonstrate knowledge ability to perform embedded Linux fundamentals



		Wireless Protocols



		13.0

		K / S

		Demonstrate knowledge and ability to apply wireless security fundamentals and protocols





[bookmark: _Toc488849773][bookmark: _Toc411685323]

Evidence Types

		Evidence Code

		Description



		O

		Observation



		Q&A

		Questions and answers



		P

		Learner products



		RA

		Reflective accounts / personal statements



		S

		Simulation



		PD

		Professional discussion



		A

		Assignments, projects, case studies



		MT

		Mentor testimony



		EW

		Expert witness evidence



		RPL

		Recognition of prior learning










[bookmark: _Toc411685324]Foundational Performance Criteria







		Job Role

		Hardware Hacker



		O*NET Code

		15-1299.04



		Apprenticeship Level

		Foundation



		Guided Learning Hours

		504







		Competency Outcome

		Assessment Criteria

		Evidence Types

		Sign Off and Date



		1.0 Understand, articulate, and demonstrate agile principles and practices

		1.1 Demonstrate knowledge of agile principles such as “small batch” practices, iterative development and course correction

1.2 Participate in agile planning activities such as writing stories, assigning story points, planning poker, Kanban boards, and prioritizing work

1.3 Participate in retrospectives to drive continuous improvement

		[bookmark: Check1]|_|O

[bookmark: Check2]|_|Q&A

[bookmark: Check3]|_|P

[bookmark: Check4]|_|RA

[bookmark: Check5]|_|S

[bookmark: Check6]|_|PD

[bookmark: Check7]|_|A

[bookmark: Check8]|_|MT

[bookmark: Check9]|_|EW

[bookmark: Check10]|_|RPL

		



		2.0 Understand, articulate, demonstrate IBM Design Thinking

		2.1 Demonstrate knowledge of IBM Design Thinking and how IBM implements it in a development environment

2.2 Demonstrate knowledge of IBM Design Thinking practices such executing discovery phase to identify customer requirements, engaging stakeholders in design, creating empathy maps, identifying and leveraging sponsor users, developing hills that communicate project intent

2.3 Demonstrate behaviors for focusing on outcomes

2.4 Conduct successful playbacks with stakeholders to exchange feedback and measure progress

2.5 Demonstrate behaviors and work plans aligned with fail fast / MVP principles 

		|_|O

|_|Q&A

|_|P

|_|RA

|_|S

|_|PD

|_|A

|_|MT

|_|EW

|_|RPL

		



		3.0 Demonstrate teamwork and collaborative behaviors

		3.1 Demonstrate ability to work co-operative with others

3.2 Demonstrate ability to work as part of a team

3.3 Demonstrate successful use of playbacks and reviews

3.4 Demonstrate goal-setting, being solution-focused, managing and strengthening relationships, and working with diverse perspectives. 

		|_|O

|_|Q&A

|_|P

|_|RA

|_|S

|_|PD

|_|A

|_|MT

|_|EW

|_|RPL

		



		4.0 Demonstrate strong communication skills

		4.1 Demonstrate strong communication skills through the selection of the appropriate communication method for each message

4.2 Demonstrate strong presentation skills through quality materials and clear presentation

4.3 Demonstrate strong communications skills such as effective storytelling, negotiation, and ability to influence

 

		|_|O

|_|Q&A

|_|P

|_|RA

|_|S

|_|PD

|_|A

|_|MT

|_|EW

|_|RPL

		



		5.0 Understand and model good feedback behaviors

		5.1 Understand the importance of feedback in all we do

5.2 Deliver quality feedback to others such as sharing perspective, coaching and giving recognition

5.3 Demonstrate ability to receive and act on feedback received from others by asking for feedback regularly, receiving feedback gracefully and converting into action for improvement 

5.4 Model goal setting behaviors

		|_|O

|_|Q&A

|_|P

|_|RA

|_|S

|_|PD

|_|A

|_|MT

|_|EW

|_|RPL

		



		6.0 Demonstrate knowledge of security fundamentals

		6.1 Understand the role of security in the SDLC and what developers can do to provide adequate protections 

6.2 Demonstrate understanding of CIA, compliance legal and risk-based management of security within an organization

6.3 Demonstrate an understanding of network components, communication channels and design principles

6.4 Demonstrate an understanding of security controls around physical assets.

6.5 Demonstrate a basic understanding of security controls, design and architecture

		|X|  O

|X|  Q&A

|X|  P

|_|  RA

|X|  S

|_|  PD

|X|  A

|X|  MT

|X|  EW

|X|  RPL



		



		7.0 Demonstrate knowledge and ability to perform network penetration testing

		7.1 Demonstrate knowledge of and ability to perform internal and external networking penetration testing

7.1.1 Apply network penetration training to actual client project through shadowing on an Internal Network Penetration Testing

7.1.2 Apply network penetration training to an actual client project through shadowing on an External Network Penetration Test.

7.2 Demonstrate ability to create reports with appropriate details and quality levels

		|X|  O

|X|  Q&A

|X|  P

|_|  RA

|X|  S

|X|  PD

|X|  A

|X|  MT

|X|  EW

|X|  RPL



		



		8.0 Demonstrate knowledge and ability to perform physical, OSINT and social engineering

		8.1 Demonstrate knowledge of social engineering fundamentals

8.2 Provide OSINT for 2 network penetration tests

8.3 Demonstrate a basic understanding of physical security bypasses, such as lock picking and rfid cloning

		|X|  O

|X|  Q&A

|X|  P

|_|  RA

|X|  S

|X|  PD

|X|  A

|X|  MT

|X|  EW

|X|  RPL

		



		9.0 Demonstrate application of hardware principles and practices

		9.1 Demonstrate and apply basic hardware principles and practices

9.1.1 Demonstrate the ability to do basic soldering and wiring.

9.1.2 Demonstrate the ability to identify and wire serial terminals and jtag

9.1.3 Demonstrate the skills necessary to identify computer chips and components.

		|X|  O

|X|  Q&A

|X|  P

|_|  RA

|_|  S

|_|  PD

|_|  A

|X|  MT

|X|  EW

|X|  RPL

		



		10.0 Demonstrate knowledge and ability to perform firmware basics

		10.1 Demonstrate a basic understanding of firmware design, architecture, use and common vulnerabilities.

10.2 Demonstrate the ability to extract firmware from at least one chip

10.3 Demonstrate the ability to extract, modify and upload firmware.

		|X|  O

|X|  Q&A

|X|  P

|_|  RA

|_|  S

|_|  PD

|X|  A

|X|  MT

|_|  EW

|X|  RPL



		



		11.0 Demonstrate understanding and ability to perform web application testing

		11.1 Demonstrate knowledge and ability to apply web application testing fundamentals

11.1.1 Apply web application training to an actual client project through shadowing on 3 web application tests

11.1.2 Demonstrate the ability to perform basic web application testing

11.2 Demonstrate knowledge and ability to apply mobile application testing fundamentals

11.3 Apply mobile testing training to a client project through shadowing or to a research project

		|X|  O

|X|  Q&A

|X|  P

|_|  RA

|X|  S

|_|  PD

|_|  A

|X|  MT

|_|  EW

|X|  RPL



		



		12.0 Demonstrate understanding and ability to perform embedded Linux fundamentals

		12.1 Demonstrate an intermediate understanding of embedded Linux systems and their weaknesses.

12.2 Demonstrate ability to navigate and test a basic unix system by obtaining Pentesterlab.com Unix Badge

12.3 Demonstrate the ability to cross-compile binaries for different architectures.

		|_|O

|_|Q&A

|_|P

|_|RA

|X|S

|_|PD

|_|A

|_|MT

|_|EW

|_|RPL

		



		13.0 Demonstrate knowledge and ability to apply wireless security fundamentals and protocols

		13.1 Demonstrate knowledge of wireless security fundamentals

13.2 Demonstrate a deep understanding of wireless protocols including nfc, bluetooth, 802.11 and RFID.

13.3 Demonstrate an intermediate understanding of software defined radio including uses and drawbacks. Demonstrate the ability to use sdr in at least one project.

		|X|  O

|X|  Q&A

|X|  P

|_|  RA

|_|  S

|X|  PD

|X|  A

|X|  MT

|X| EW

|X|  RPL



		















RELATED INSTRUCTION OUTLINE

HARDWARE HACKER

O*NET-SOC CODE: 15-1299.04   RAPIDS CODE:  3021CB





[bookmark: _Toc480881303][bookmark: _Toc480888707][bookmark: _Toc480967803][bookmark: _Toc480967929][bookmark: _Toc481409158][bookmark: _Toc481422103][bookmark: _Toc481422167][bookmark: _Toc411685326][bookmark: _Toc480881302][bookmark: _Toc480888706][bookmark: _Toc480967802][bookmark: _Toc480967928][bookmark: _Toc481409157][bookmark: _Toc481422102][bookmark: _Toc481422166]Professional Foundational Instruction

		

Professional Foundational Instruction

		Formal Training

Hours



		Employee Onboarding and Integration

Success Skills

		65







[bookmark: _Toc411685327]Technical Foundational Instruction 

		

Technical Foundational Instruction 

		Formal Training

Hours



		Security Fundamentals



		193





		Hardware Basics

		38





		Application Penetration Testing



		145



		Wireless Fundamentals



		128







TOTAL RI HOURS:  504
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IT Systems Administrator WPS


WORK PROCESS SCHEDULE

IT SYSTEMS ADMINISTRATOR

O*NET-SOC CODE:  15-1244.00	RAPIDS CODE:  3022CB



Description: Responsible for database management, software products. Responsible for the installation, configuration, upkeep, and reliable operation of one or more mainframe environments. Provide production support including incident management, performing problem root cause analysis, troubleshooting, and database tuning  





Systems Administrator– Competency Checklist



Training – Mentor/Journeyworker has provided training and demonstration of task to the apprentice.

Demonstrates Fundamentals – Apprentice can perform the task with some coaching.

Proficient in Task – Apprentice performs task properly and consistently.

Completion Date – Date apprentice completes final demonstration of competency.



		

		

		Place a check mark or date in each box when complete.

		



		1.

		Server Administration

		Training

		Demonstrates Fundamentals

		Proficient in Task

		Completion Date/ Initials



		a.

		Deploy and manage Linux distributions/ Windows Server

		

		

		

		



		b.

		Update and monitor system components

		

		

		

		



		c.

		Storage solution management

		

		

		

		



		d.

		Manage file and print services

		

		

		

		



		e.

		Security encryption and audit configuration

		

		

		

		



		f.

		Monitor and configure network services

		

		

		

		



		g.

		Create availability and disaster recovery plan(s)

		

		

		

		



		h.

		Troubleshoot server issues and package compatibility

		

		

		

		



		2.

		Software and Network Management

		Training

		Demonstrates Fundamentals

		Proficient in Task

		Completion Date



		a.

		Implement and manage network solutions

		

		

		

		



		b.

		Installing/uninstalling using package managers

		

		

		

		



		c.

		Building software components from source repositories

		

		

		

		



		d.

		Clustering and virtualization options for Linux systems

		

		

		

		



		e.

		Configuring virtual machines using e.g., VirtualBox, VMWare, Xen

		

		

		

		



		f.

		Balance network load

		

		

		

		



		3.

		User and Group Management

		Training

		Demonstrates Fundamentals

		Proficient in Task

		Completion Date



		a.

		Configure domain controller(s)

		

		

		

		



		b.

		Implement and manage group policy

		

		

		

		



		c.

		Maintain active directory domain services

		

		

		

		



		d.

		Supervise and monitor active directory certificate and rights management

		

		

		

		



		e.

		Research past resolutions and clean up notes/records on architecture and data flow diagrams or related documents

		

		

		

		



		4.

		Knowledge:  An understanding of structured programming design and its relationship to data structures

		Training

		Demonstrates Fundamentals

		Proficient in Task

		Completion Date



		

		Demonstrate an understanding of pseudocode.

		

		

		

		



		

		Demonstrate an understanding of variables, operators, constants and data types.

		

		

		

		



		

		Demonstrate an understanding of functions, parameters and recursion.

		

		

		

		



		

		Demonstrate an understanding of arrays

		

		

		

		



		6.

		Knowledge:  Understand file transfer tools, concepts and configurations

		Training

		Demonstrates Fundamentals

		Proficient in Task

		Completion Date



		

		Connect to a remote host to get/put files

		

		

		

		



		

		Describe Managed File Transfer including auditability, security, recoverability and platform connectivity

		

		

		

		



		

		Compare internal and external file transfers.

		

		

		

		



		7.

		Perform other duties as assigned

		Training

		Demonstrates Fundamentals

		Proficient in Task

		Completion Date



		

		Work within existing task assignment and record-keeping systems

		

		

		

		



		

		Open, respond, manage, and close tickets 

		

		

		

		



		

		Document resolution information

		

		

		

		



		

		Update documentation on configuration and status of servers

		

		

		

		



		

		Research past resolutions and clean up notes/records on architecture and data flow diagrams or related documents

		

		

		

		



		

		Deploy and manage operating systems

		

		

		

		



		

		Deploy and maintain other system software or products running on the mainframe

		

		

		

		



		

		Implement monitoring, configuration management and reporting functions 

		

		

		

		



		

		Define and document best practices and support procedures;  complete required documentation

		

		

		

		



		

		Execute change management procedures including risk identification, test plans and back-out procedures

		

		

		

		



		

		Implement system security procedures

		

		

		

		



		

		Assist with capacity management and workload balancing

		

		

		

		



		

		Code JCL

		

		

		

		



		

		Write Simple REXX programs

		

		

		

		



		

		Assist with disaster recovery plans

		

		

		

		



		

		Assist with problem solving

		

		

		

		












RELATED INSTRUCTION OUTLINE

IT SYSTEMS ADMINISTRATOR

O*NET-SOC CODE:  15-1144.00	RAPIDS CODE:  3022CB



· Server Administration			                                                              Planned hours:  140

· Server machine roles

· Considerations in managing servers vs. desktop/laptop workstations

· Clustering, distributed roles, and virtualization concepts

· Managing storage solutions and network-attached storage

· Understanding essential services

· Monitoring and troubleshooting server applications and services

· Configuring file and print services

· Introduction to network services and applications

· Configuring encryption and auditing

· Deploying and maintaining server images

· Implementing software updates and security patches

· Monitoring server logs and error reports



· Network Management                                                                                                 Planned hours:  120

· Network Theory (network standards and OSI model, network types, configurations, and data transmission methods)

· Implementing networking solutions (Internet Protocol versions 4 and 6, Dynamic Host Configuration Protocol, Domain Name System, ICMP, TCP/IP, UTP)

· Bounded network media (copper vs. fiber, installation requirements, noise control)

· Unbounded network media (wireless networking)

· Network implementations (topologies of physical/logical networks, Ethernet, network devices, VLANs)

· WAN Infrastructure (WAN basics, connectivity, transmission, unified communication technologies, cloud and virtualization technologies)

· Network security basics (vulnerabilities, threats/attacks, authentication, encryption)

· Preventing and responding to security breaches 

· Physical security, network access controls, firewalls, intrusion detection and prevention, user education, incident management and response, basic forensics

· Remote networking (architectures, VPNs)

· Network management and troubleshooting

  

· User and Group Management	                                                                               Planned hours:  80

· Introduction to user access levels, group policies, and tree hierarchies

· Overview of Active Directory, LDAP, and other group tools

· Configuring user account permissions and enforcing password and security requirements

· Managing domain controllers and forests

· Implementing a group policy infrastructure

· Managing user desktops with group policy

· Automating domain directory service administration






· Configuring Advanced Server Services                                                                    Planned hours:  60

· Implementing advanced network services (special roles, unusual routing protocols)

· Implementing advanced file services and configuration options (including cloud-connected storage)

· Implementing Dynamic Access Control

· Implementing distributed LDAP/Kerberos/Active Directory domain services deployments, sites, replication, certificate services, rights management

· Implementing network load balancing

· Implementing failover clustering



· IT Workflow and Project Management                                                                    Planned hours:  40

· Working with a ticket management system

· Documentation methods, policy resources, and implementing standard operating procedures

· Opening, closing, resolving requests

· Inventory management and asset control

· Implementing business continuity and disaster recovery plans

· Risk management basics

· Software license management tools and general requirements

· Client relationship management



Total Hours									                                    440
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