BULLETIN 2020-86
June 17, 2020
	U.S. Department of Labor

Employment and Training
  Administration

Office of Apprenticeship (OA)
Washington, D.C.  20210
	Distribution:

A-541 Headquarters
A-544 All Field Tech

A-547 SD+RD+SAA+; Lab.Com
	Subject:  New National Standards of Apprenticeship CareerWise Colorado
Code:  400.1

	Symbols:  DRAP/KAJ
	
	Action:  Immediate

	PURPOSE:  To inform the staff of OA and the State Apprenticeship Agencies (SAA), Registered Apprenticeship program sponsors and other Registered Apprenticeship partners of the approval of new National Standards of Apprenticeship for CareerWise Colorado.
BACKGROUND:  The OA Administrator approved these new National Standards of Apprenticeship submitted by Mr. Ryan Gensler, Director of National Partnerships, on behalf of CareerWise Colorado, on June 4, 2020.  Region IV Regional Office of Apprenticeship will service these National Standards of Apprenticeship for the following occupations:
IT Support Technician
(Existing Title:  IT Generalist)
O*NET-SOC CODE:  15-1151.00


RAPIDS CODE:  1059CB

ACTION:  This bulletin is being provided to OA staff for informational purposes only.  Region IV, Regional Office will be responsible for maintenance and technical assistance regarding this program.
If you have any questions, please contact David Risser, Apprenticeship and Training Representative, Region IV, Regional Office of Apprenticeship, at (303) 844-4826. 
NOTE:  This bulletin is being sent via electronic mail.
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WORK PROCESS SCHEDULE
IT SUPPORT TECHNICIAN

(Existing Title:  IT Generalist)

O*NET-SOC CODE:  15-1151.00   RAPIDS CODE:  1059CB



Description:  Provide technical assistance to computer users, answering questions or resolving computer problems for clients in person, over the phone or digitally.  This job is involved in the IT infrastructure and systems and may also aid with servers and networks.

On-The-Job Learning:  Apprentices will receive training in the various work experiences listed below.  The order in which this training is given will be determined by the flow of work on the job and will not necessarily be in the order listed.  

Ratings are:

(4) Exceeds All Expectations (Advanced)

(3) Meets & Exceeds Some Expectations (Proficient)

(2) Meets Expectations Consistently (Emerging)

(1) Meets Some Expectations (Novice)

(N/A) Not applicable



4. Exceeds All Expectations (Advanced):  Consistently exceeds performance standard established for the time in position.  Achieves results above and beyond what is required.  Extends themselves in their roles to exceed personally and as a team to achieve exceptional results. 



3. Meets & Exceeds Some Expectations (Proficient):  Apprentice not only meets all expectations in a fully satisfactory way, but exceeds some of the objectives. 



2. Meets Expectations Consistently (Emerging):  Meets the performance standards established for time in position.  Handles routine tasks & some unexpected situation with the usual amount of supervision.  Can continue to develop with coaching, advanced training or more experience 



1. Meets Some Expectations (Novice):  Occasionally meets some of the objectives related to this goal, but does not meet others in a fully satisfactory way.  This performance level generally indicates the need for additional coaching, training or other plan for performance improvements. 



Apprentices need to at least receive an average ranking of “2” across all competency categories when evaluated at each of their reviews during the apprenticeship in order to be considered for any wage increases.  Apprentices need to receive a “2” or better in each competency in order to complete the apprenticeship.














WORK PROCESS SCHEDULE

IT SUPPORT TECHNICIAN

(Existing Title:  IT Generalist)

O*NET-SOC CODE:  15-1151.00   RAPIDS CODE:  1059CB



Apprentice Competency Evaluation

		CORE COMPETENCIES

		Year 1

		Year 2

		Year 3 



		Date

		Supervisor Initials



		Tech Support: Infrastructure

Uses components of commonly used computer hardware, software, applications, etc.; diagnoses customer problems; and provides troubleshooting and issue resolution support.

· Describes basic infrastructure (e.g., servers, workstations, applications, networks, data centers, facilities, telecommunications, and related equipment used to develop, test, operate, monitor, manage, and/or support IT services).

· Troubleshoots basic issues and identifies resolution tasks.

· Troubleshoots and effectively resolves basic to moderate infrastructure issues with confirmation from the customer that the issue has been resolved.

		

		

		

		

		



		IT/Hardware 

Assembles, configures, installs, maintains, and repairs computer and device hardware and IT systems. 

· Describes how to properly install and connect hardware. 

· Installs, connects, and tests hardware. 

· Troubleshoots and repairs failed hardware for end-user computers/devices. 



		

		

		

		

		



		

Core Operating Systems 

Demonstrates familiarity with the use of multiple operating systems (e.g., Apple, Microsoft, Android, Linux) for computer and mobile devices and installs, configures, and maintains at least one of those operating systems. 

· Navigates and uses operating systems (e.g., Apple, Microsoft Windows, Android, Linux, iOS). 

· Installs and configures operating systems. 

· Addresses individual user issues and assists with issues of larger scope. 

· Configures, optimizes, and maintains (e.g., patching or security updates), and troubleshoots operating systems for a larger scope of IT systems (e.g., a section or department of computers in a company). 

		

		

		

		

		



		Software applications 

Installs, configures, and maintains a wide variety of software applications

· Demonstrates ability to use basic application menus and functions. 

· Installs, performs initial configuration, and tests a wide variety of software applications 

· Performs advanced configuration and maintains and enhances a wide variety of software applications.

		

		

		

		

		



		General Information Security 

Installs, configures, troubleshoots, tests, and maintains in a secure manner the portion of the IT environment under their responsibility (networks, communication, hardware, software, and other devices) to ensure confidentiality, integrity, and availability. 

· Describes how to protect and secure end-user workstations including computers and devices. 

· Documents security measures and adheres to risk, compliance, and company policy. 

· Implements and documents security measures. 

· Aids in recovery when problems arise (e.g. eradicates a virus, solves for a hard drive crash). 

· Analyzes security scans and implements remediation action steps (e.g., security patching). 

		

		

		

		

		







In addition to completing all core competencies, an apprentice based on the employer’s assigned role will complete the following additional competencies. 



		ADDITIONAL COMPETENCIES

		Year 1

		Year 2

		Year 3 



		Date

		Supervisor Initials



		General networking tools and concepts 

Provides network support with commonly used tools/devices, including routers, switches, wireless, Ethernet cabling, and firewalls; manages IP addresses and runs cabling. 

· Provides basic network support using common diagnostic devices (e.g., WireShark, Cisco switches). Describes OSI layers, WAN, and LAN. 

· Repairs and replaces cabling and most networking hardware (e.g., routers, switches, wireless, and firewalls). 

· Configures network devices. 

· Reserves and tracks IP addresses. 

· Installs, facilitates, and maintains a basic to moderately complex environment (e.g., a small to medium office). 

		

		

		

		

		







The above on-the-job-learning (OJL) work process competencies are intended as a guide.  It need not be followed in any particular sequence, and it is understood that some adjustments may be necessary in the amount of time spent for different work experience.  In all cases, the apprentice is to receive sufficient experience to make them fully competent and use good workmanship in all work processes, which are a part of the occupation.  In addition, the apprentice shall be fully instructed in safety requirements of the position.



Apprenticeship Competencies – Career Readiness



In addition to mastering all the essential technical competencies outlined in the work processes, an apprentice must consistently demonstrate growth and proficiency in the following career readiness competencies to complete the apprenticeship.  



Apprentices will be evaluated in these competencies semi-annually, and the supervisor will initial and date the accomplishment of the career ready competency at each review. 



Ratings are:

(4) Exceeds All Expectations (Advanced)

(3) Meets & Exceeds Some Expectations (Proficient)

(2) Meets Expectations Consistently (Emerging)

(1) Meets Some Expectations (Novice)

(N/A) Not applicable



4. Exceeds All Expectations (Advanced):  Consistently exceeds performance standard established for the time in position.  Achieves results above and beyond what is required.  Extends themselves in their roles to exceed personally and as a team to achieve exceptional results. 



3. Meets & Exceeds Some Expectations (Proficient):  Apprentice not only meets all expectations in a fully satisfactory way, but exceeds some of the objectives. 



2. Meets Expectations Consistently (Emerging):  Meets the performance standards established for time in position.  Handles routine tasks & some unexpected situation with the usual amount of supervision.  Can continue to develop with coaching, advanced training or more experience 



1. Meets Some Expectations (Novice):  Occasionally meets some of the objectives related to this goal, but does not meet others in a fully satisfactory way.  This performance level generally indicates the need for additional coaching, training or other plan for performance improvements. 



Apprentices need to at least receive an average ranking of “2” across all competency categories when evaluated at each of their reviews during the apprenticeship in order to be considered for any wage increases.  Apprentices need to receive a “2” or better in each competency in order to complete the apprenticeship.






		ENTREPRENEURIAL SKILLS

		Year 1

		Year 2

		Year 3 



		Date

		Supervisor Initials



		Critical Thinking/Problem Solving

· Recognize that problems can be identified, and possible solutions can be generated.

· Define the problem using a variety of strategies.

· Make connections between information gathered and personal experiences to apply and/or test solutions.



		

		

		

		

		



		Creativity/Innovation

· Demonstrate curiosity, imagination and eagerness to learn more.

· Build on personal experience to specify a challenging problem to investigate.

· Engage in novel approaches, moves, directions, ideas and/or perspectives.

		

		

		

		

		



		Inquiry 

· Recognize and describe cause-and-effect relationships and patterns in everyday experiences.

· Investigate to form hypotheses, make observations and draw conclusions.

· Test hypotheses/prototype with planned process for getting feedback.

		

		

		

		

		



		Risk Taking

· Demonstrate a willingness to try new things.

· Demonstrate flexibility, imagination and inventiveness in taking on tasks and activities.

· Innovate from failure, connect learning across domains and recognize new opportunities.

		

		

		

		

		







		PERSONAL SKILLS

		Year 1

		Year 2

		Year 3 



		Date

		Supervisor Initials



		Self-Management/Self Awareness

· Accurately recognize one’s own emotions, thoughts and values and how they influence behavior.

· Appropriately express one’s own emotions, thoughts and values and identify how they influence behavior.

· Assess personal strengths and limitations, with a well-grounded sense of confidence, optimism and a ‘growth mindset’

		

		

		

		

		



		Self-Direction

· Recognize personal characteristics, preferences, thoughts and strengths.

· Pursue opportunities to engage and learn interests.

· Apply knowledge to set goals, make informed decisions and transfer to new contexts.

		

		

		

		

		



		Adaptability/Flexibility

· Recognize emotional response to ideas that differ from one’s own.

· Regulate reactions to differing perspectives.

· Look for and value in different perspectives expressed by others.

		

		

		

		

		



		Perseverance/Resilience

· Resist distractions, maintain attention, and continue the task at hand through frustration or challenges.

· Set goals and develop strategies to remain focused on learning goals.

· Focus on learning goals by employing motivation and familiar strategies for engagement and evaluate progress, making necessary changes to stay the course.

		

		

		

		

		



		CIVIC/INTERPERSONAL SKILLS

		Year 1

		Year 2

		Year 3 



		Date

		Supervisor Initials



		Collaboration/Teamwork

· Recognize how personal actions have had a positive or negative impact on others with feedback as needed.

· Recognize how members of a community rely on each other, considering personal contributions as applicable.

· Follow a process identified by others to help generate ideas, negotiate roles and responsibilities, and respects consensus in decision making.

		

		

		

		

		



		Communication

· Articulate personal strengths and challenges using different forms of communication to express oneself.

· Consider purpose, formality of context and audience, and distinct cultural norms when planning content, mode, delivery and expression.

· Establish goals for communication and plan out steps accordingly.

		

		

		

		

		



		Global/Cultural Awareness

· Compare attitudes and beliefs as an individual to others.

· Identify and explain multiple perspectives (cultural, global) when exploring events, ideas and issues.

· Plan and evaluate complex solutions to global challenges that are appropriate to their contexts using multiple disciplinary perspectives (such as cultural, historical and scientific).

		

		

		

		

		



		Ethics

· Takes great care with organizational data.

· Does not disclose any kind of personal or sensitive organizational information; understands that all data is confidential.

· Demonstrates honesty and integrity in all interactions. If an error is made, prioritizes minimal impact to the organization over their own reputation.

		

		

		

		

		



		PROFESSIONAL SKILLS

		Year 1

		Year 2

		Year 3 



		Date

		Supervisor Initials



		Task/Time Management

· Articulate task requirements and identify deadlines.

· Develop and utilize basic task and time-management strategies effectively.

· Demonstrate task-management attributes associated with producing high-quality products including the abilities to:  1) Work positively and ethically 2) Manage time and projects effectively 3) Multi-task 4) Clearly communicate with others.

		

		

		

		

		



		Self-Advocacy

· Appropriately express a range of emotions to communicate personal ideas/needs.

· Ask questions to develop further personal understanding.

· Demonstrate confidence in sharing ideas/feelings.

		

		

		

		

		



		Work Ethic

· Complete tasks with ongoing support.

· Seek clarity on tasks and needs occasional support.

· Demonstrate skill in assigned tasks and completes with little or no support.

		

		

		

		

		



		ACADEMIC SKILLS

		Year 1

		Year 2

		Year 3 



		Date

		Supervisor Initials



		Core Academic Foundation

· Begin to use math and literacy skills to inform work.

· Uses math and literacy skills to perform job tasks with frequent checks by supervisor.

· Independently and consistently use math and literacy skills to perform tasks (with occasional checks for quality.)

		

		

		

		

		







In addition to completing all core career readiness competencies, an employer may require an apprentice to complete the following additional career readiness competencies. 



		BEHAVIORAL COMPETENCIES

		Supervisor Initials

		Date



		1

		Maintains an acceptable attendance record.

		

		



		2

		Reports to work on time.

		

		



		3

		Uses appropriate language.

		

		



		4

		Cares appropriately for personal dress, grooming and hygiene.

		

		



		5

		Follows safety rules.

		

		



		6

		Takes care of equipment and workplace.

		

		



		7

		Keeps work area neat and clean.

		

		



		8

		Prevents interference of personal life with work.

		

		



		9

		Adheres to work policies/rules/regulations.

		

		








RELATED INSTRUCTION OUTLINE

IT SUPPORT TECHNICIAN

(Existing Title:  IT Generalist)

O*NET-SOC CODE:  15-1151.00   RAPIDS CODE:  1059CB



Related instruction - This instruction shall include, but not be limited to, at least 144 hours during the apprenticeship.  The curriculum is defined as a variety of classes, around which the exams and projects are based.  By defining the related instruction this way, all competencies required of the apprentices are met, through project work.



		RELATED INSTRUCTION

		Approximate Hours



		CareerWise Apprenticeship Boot camps

		16



		CareerWise Quarterly Professional Development Training

		8



		Google IT Support Professional Certificate

		120



		Total Hours

		144



		







COURSE DESCRIPTIONS



CareerWise Apprenticeship Boot camps (16 hours)

Introduction to career-readiness to prepare apprentices for working in a professional environment.  Topics may include:

· Soft skills development

· Workplace etiquette and expectations

· Professional communication

· Time management

· Goal setting

· Self-advocacy and emotional intelligence

· Money management

· Stress management

· Supervisor interaction preparation

· Growth mindset and training plans

· Building strong relationships

· Feedback and tough conversations

· Workplace conflict

· Higher education planning

· Linkedin and resume development

· Financial planning

· Workplace Safety and Ergonomics



CareerWise Quarterly Professional Development Training (8 hours)

Ongoing professional skills development courses.  Topics may include: 

· Managing strengths and weaknesses

· Professional communication

· Networking

· Time management



Google IT Support Professional Certificate (120 hours)

This 5-course, 12-credit certificate is designed to prepare apprentices for an entry-level role in IT support.

1. Technical Support Fundamentals

In this course, apprentices are introduced to the world of Information Technology, or IT.  By the end of this course, apprentices will be able to:  understand how the binary system works, assemble a computer from scratch, choose and install an operating system on a computer, understand what the Internet is, how it works, and the impact it has in the modern world, learn how applications are created and how they work under the hood of a computer, utilize common problem-solving methodologies and soft skills in an Information Technology setting.

2. The Bits and Bytes of Computer Networking

This course is designed to provide a full overview of computer networking.  It covers everything from the fundamentals of modern networking technologies and protocols to an overview of the cloud to practical applications and network troubleshooting.  By the end of this course, apprentices will be able to: describe computer networks in terms of a five-layer model, understand all of the standard protocols involved with TCP/IP communications, grasp powerful network troubleshooting tools and techniques, learn network services like DNS and DHCP that help make computer networks run, understand cloud computing, everything as a service, and cloud storage.

3. Operating Systems and You:  Becoming a Power User

In this course -- through a combination of video lectures, demonstrations, and hands-on practice -- apprentices learn about the main components of an operating system and how to perform critical tasks like managing software and users, in addition to configuring hardware.  By the end of this course apprentices will be able to:  1) navigate the Windows and Linux filesystems using a graphical user interface and command line interpreter; 2) set-up users, groups, and permissions for account access; 3) install, configure, and remove software on the Windows and Linux operating systems; 4) configure disk partitions and filesystems; 5) understand how system processes work and how to manage them; 6) work with system logs and remote connection tools; 7) utilize operating system knowledge to troubleshoot common issues in an IT Support Specialist role.



12




