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OFFICE OF APPRENTICESHIP
BULLETIN
	
NO.
2026-24

	
	
DATE
February 6, 2026




TO:		NATIONAL APPRENTICESHIP SYSTEM STAKEHOLDERS
		OFFICE OF APPRENTICESHIP STAFF
		STATE APPRENTICESHIP AGENCIES

FROM:	MEGAN BAIRD /s/
		Acting Administrator, Office of Apprenticeship

[bookmark: _Hlk221251856]SUBJECT:	Revision to Appendix A for National Guidelines Standards for Apprenticeship for Cisco Systems, Inc.

1. Purpose. To inform the staff of OA, State Apprenticeship Agencies (SAA), Registered Apprenticeship program sponsors and other Registered Apprenticeship partners of a revision to Appendix A to include the occupations listed below to Cisco Systems, Inc., National Guidelines Standards for Apprenticeship. 

2. Action Requested. The OA staff should familiarize themselves with this bulletin. A copy of the National Guidelines for Apprenticeship Standards and the Work Process Schedule and Related Instruction Outlines are attached.

3. Summary and Background. 
a. [bookmark: _Hlk198020801][bookmark: _Hlk125450896][bookmark: _Hlk125450765][bookmark: _Hlk198020853]Summary – This revision to Appendix A, to the National Guidelines Standards for Apprenticeship, were submitted by Mrs. Laura Quintana, Vice President & General Manager, on behalf of Cisco Systems, Inc., were processed by Kirk A. Jefferson and approved by the OA Acting Administrator on February 05, 2026.  

b. Background – 

NGS Background - National Guidelines for Apprenticeship Standards (NGS) are a template of high-quality apprenticeship program standards submitted by a labor union, trade or industry association, employer, workforce intermediary, education provider, or other organizations with national scope; these apprenticeship standards may be certified by OA in instances where they are (1) found suitable for adoption or adaptation by State or local affiliates of the submitting organization, and (2) fully satisfy the regulatory requirements set forth at 29 CFR Parts 29 and 30 and any sub-regulatory guidance issued thereunder. NGS that receive certification by OA may be registered subsequently on a local basis by the applicable Registration Agency (either by an OA State Office or by a State Apprenticeship Agency (SAA)) within a particular State or jurisdiction where a program adopting the NGS standards is situated. A local affiliate or sponsoring employer that adopts a set of NGS standards may elect to implement those program standards without modification in registering the program on the State or local level, or it may customize the NGS standards to meet State-specific criteria. 


4. Revision to Appendix A. This revision to Appendix A, to the National Guideline Standards for Apprenticeship for the Cisco Systems, Inc., are a model for developing local apprenticeship programs with OA or a SAA for the following occupation:

[bookmark: _Hlk169180989]IT Generalist
O*NET-SOC CODE: 15-1232.00	
RAPIDS CODE: 1059CB 
Training type: Competency-based

5. [bookmark: _Hlk221251833]Inquiries.  If you have any questions, please contact Kirk A. Jefferson, Apprenticeship & Training Representative, Office of Apprenticeship, at (202) 693-3399.


6. Attachments



EMPLOYMENT AND TRAINING ADMINISTRATION
U.S. DEPARTMENT OF LABOR
WASHINGTON, D.C. 20210
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Appendix A



WORK PROCESS SCHEDULE

IT Generalist

O*NET-SOC CODE:  15-1232.00	RAPIDS CODE:  1059CB



This schedule is attached to and a part of these Standards for the above identified occupation.



APPRENTICESHIP APPROACH

☐     Time-based	☒     Competency-based	☐     Hybrid

TERM OF APPRENTICESHIP

The term of the apprenticeship is a minimum of 1 year with an OJL attainment of all competencies listed supplemented by the minimum recommended 196 hours of related instruction from the courses herein.  (Note: The competency-based training approach does not require hours.)



RATIO OF APPRENTICES TO JOURNEYWORKERS

The apprentice to journeyworker ratio is:  3 Apprentices to 1 Journeyworker on the jobsite.



APPRENTICE WAGE SCHEDULE

[bookmark: _Hlk524343263]Apprentices shall be paid a progressively increasing schedule of wages based on either a percentage or a dollar amount of the current hourly journeyworker wage rate, which is: 
$24.00*. 



*Sample Wage Schedule: (Completion Wage and Wage schedule is for illustration only, wages will be determined by Sponsors based on Local Labor Market Area.)



First 50% competencies plus courses = 75%

Second 50% competencies plus courses = 85%



PROBATIONARY PERIOD

Every applicant selected for apprenticeship will serve a probationary period of 12 weeks.

SELECTION PROCEDURES

Please see page A-11.






WORK PROCESS SCHEDULE

IT Generalist

O*NET-SOC CODE:  15-1232.00	RAPIDS CODE:  1059CB



Description:  Provide technical assistance to computer users. Answer questions or resolve computer problems for clients in person, via telephone, or electronically. May provide assistance concerning the use of computer hardware and software, including printing, installation, word processing, electronic mail, and operating systems. 

The work process schedule is intended as a guide.  It is not to be followed in any particular sequence, and it is understood that some adjustments may be necessary in the apprentice’s assignments allotted for different work experience.  Overall, an apprentice shall receive sufficient experience to make him/her able to demonstrate a high level of expertise in the work processes which are part of this occupation.  In addition, the apprentice shall be fully instructed in safety and OSHA requirements as may be applicable to maintain a safe and healthy work environment.



The following is the rating system that will be used to determine competency:



		Rating System

		Description

		Points



		Exceeds All Expectations

		Consistently exceeds performance standard established for the time in position.  Achieves results above and beyond what is required.  Extends themselves in their roles to exceed personally and as a team to achieve exceptional results.

		5



		Meets & Exceeds Some Expectations

		Apprentice not only meets all expectations in a fully satisfactory way, but exceeds some of the objectives.

		4



		Meets Expectations

		Consistently meets the performance standards established for time in position.  Handles routine tasks & some unexpected situation with the usual amount of supervision.  Can continue to develop with coaching, advanced training or more experience

		3



		Meets Some Expectations

		Apprentice occasionally meets some of the objectives related to this goal, but does not meet others in a fully satisfactory way.  This performance level generally indicates the need for additional coaching, training or other plan for performance improvements.

		2



		Does Not Meet / Meets Some Expectations

		Does not consistently meet performance standards established for time in position.  Requires basic training, coaching or experience to improve performance and become consistent.  Additional follow-up will be necessary.

		1



		Does Not Meet Expectations

		Clearly and repeatedly does not meet the performance standards established for time in position.  Additional follow-up and specific suggestions for improvement mandatory.

		0


















Apprenticeship Competencies – Technical





		JOB FUNCTION 1: Sets up and removes employee or client workstations or devices, including setting up access controls



		Competencies

		Rating

		Validated by Initial and Date



		A. Sets up desktop, laptop and other devices for employees

		

		



		B. Installs software on network or individual users' computers, laptops or devices and sets appropriate access controls or authorities

		

		



		C. Sets up user identifications and passwords and implements policies regarding passwords and user/administrator permissions

		

		



		D. Establishes secure external connections to network or desktops using secure remote access technology

		

		



		E. Installs printers on networks or individual devices

		

		



		F. Sets up network map, employee folders and centralized data repositories

		

		



		G. Sets up email account for users and establishes storage limits and backup parameters

		

		



		H. Maintains and manages software licenses

		

		



		I. Removes users from network, archives data and files, removes workstations and disables devices for users exiting the organization or prohibited from using IT resources

		

		







		JOB FUNCTION 2:  Installs, provides user support for, or troubleshoots hardware and commercial software



		Competencies 

		Rating

		Validated by Initial and date



		A. Uses FAQ's or other job aids to troubleshoot hardware or software faults

		

		



		B. Uses logic to discover source of faults and recommends appropriate solutions

		

		



		C. Demonstrates ability to use basic software, including set-up of preferred default settings, instructs other users on the basic features of standard software packages, and identifies and remedies typical faults in relevant software packages

		

		



		D. Identifies situations in which the fault must be escalated to a higher-level technology support individual, including an outside vendor

		

		



		E. Contacts outside vendors or vendor-supported help desk to solve difficult problems or procure software patches

		

		



		F. Prioritizes "tickets" or requests for help based on business need, staff hierarchy or urgency of problems

		

		







		JOB FUNCTION 3: Supports internal or external clients in the use of audio/visual technology and conference technology



		Competencies

		Rating

		Validated by Initials and date



		A. Sets up and links audiovisual equipment, including projectors, screens, laptops, cameras and related device

		

		



		B. Installs, launches, operates and troubleshoots software designed to facilitate presentations, web-based conferencing and audioconferencing

		

		



		C. Test equipment and software prior to use to ensure sound and video quality is acceptable

		

		



		D. Sets up, schedules and manages web-based or video conferences

		

		



		E. Provides support to users during meetings, conferences or webinars

		

		



		F. Sets up user accounts on voice technologies or systems, including voicemail

		

		







		JOB FUNCTION 4: Installs, maintains and troubleshoots networks



		Competencies

		Rating

		Validated by Initials and date



		A. Installs and maintains wired and wireless networks

		

		



		B. Connects devices to networks physically and using remote access technologies

		

		



		C. Installs network security software and devices and monitors system for signs of hacking, intrusion or viruses

		

		



		D. Test resiliency of security devices or software and monitor bandwidth utilization

		

		



		E. Establishes and sets access levels and permissions based on employees' job roles and company policies

		

		



		F. Assists in setting up, configuring and managing servers including data storage

		

		



		G.  Sets up user identification parameters on servers 

		

		



		H.  Assists in monitoring server use, efficacy of data back-up and storage systems and integrity of redundant systems or technologies

		

		







		JOB FUNCTION 5: Makes minor software modifications to improve performance or customize to user needs



		Competencies

		Rating

		Validated by Initial and date



		A. Surveys user needs to understand what modifications are needed

		

		



		B. Modifies a program within a software package, including securing permission from vendors to do so

		

		



		C. Inserts or loads organizational templates or standards into software, such as presentation templates in PowerPoint or equivalent software

		

		



		D. Monitor computer performance and recommend/make upgrades or modifications as necessary to improve speed or other performance parameters

		

		



		E. Uses software to set up needed business functions, such as workflows, tracking, archiving or other functions

		

		







		JOB FUNCTION 6: Assists in maintaining or updating web content and manages user access profiles and authorities



		Competencies

		Rating

		Validated by Initial and date



		A. Sets user/author access permissions based on organization's policies

		

		



		B. Uploads new content to organization's website or removes old content as instructed

		

		



		C. Test functionality of links embedded in the website

		

		



		D. Notifies appropriate person if incorrect, outdated or otherwise problematic content is identified

		

		



		E. Notifies appropriate person if website is not functioning properly

		

		







		JOB FUNCTION 7:  Monitors and helps maintain network security by adhering to security policies



		Competencies

		Rating

		Validated by Initial and date



		A. Monitors adherence to password policies, including enforcement of password update intervals

		

		



		B. Sets user access levels and permissions based on organizational policies

		

		



		C. Monitors antiviral software to understand potential threats and updates as needed

		

		



		D. Reads, attends conferences or interacts with other IT professionals to know and understand current threat levels and mechanisms

		

		



		E. Ensures that encryption technology and access controls are utilized to protect sensitive data

		

		



		F. Ensures that off-site staff are using secure connections to access network

		

		



		G. Assists in or monitors use of back-up technologies and network redundancies to minimize risk

		

		












RELATED INSTRUCTION OUTLINE

IT Generalist 

O*NET-SOC CODE:  15-1232.00	RAPIDS CODE:  1059CB



Method of Delivery: Any combination of in-house training, classroom, and/or online.

Source of Instruction: any combination of community college, private industry training provider,  sponsoring employer, or computer-based training.

Note: These are National Guideline Standards. Course titles and classes may differ slightly     depending upon the RI provider.



Course																	Approximate Hours

		IT Support Essentials1

		56



		Learning Outcomes:

· Effectively troubleshoot IT issues by diagnosing and resolving common hardware, software, and network-related problems.

· Apply safety procedures when handling computer components and working in IT environments.

· Assist users in locating system information and understanding the functionality of ports, cables, and device configurations.

· Install, upgrade, and maintain hardware components to improve system performance and reliability.

· Help users connect to network resources and resolve common peripheral connectivity issues.

· Troubleshoot operating system problems for Windows, macOS, and mobile devices.

· Explain virtualization and cloud computing concepts and their role in modern IT environments.

· Support users in resolving application errors across productivity, collaboration, and enterprise software.

· Identify and respond to security threats while following company policies for data protection and confidentiality.

· Use remote access tools and troubleshooting utilities to research issues, resolve user problems, and document findings accurately.

		



		Cybersecurity Essentials2

		70



		Learning Outcomes:

· Describe the tactics, techniques and procedures used by cyber criminals.

· Describe the principles of confidentiality, integrity, and availability as they relate to data states and cybersecurity countermeasures.

· Describe technologies, products and procedures used to protect confidentiality, ensure integrity and provide high availability.

· Explain how cybersecurity professionals use technologies, processes and procedures to defend all components of the network.

· Explain the purpose of laws related to cybersecurity.

		



		Networking Essentials3

		70



		Learning Outcomes:

· Explain how end-user devices and local networks interact with the global Internet.

· Explain the requirements for network connectivity.

· Build a small network using an integrated network router.

· Explain the importance of IP addressing.

· Explain how the protocols of the TCP/IP suite enable network communication.

· Configure an integrated wireless router and wireless clients to connect securely to the Internet.

· Configure basic network security and build a simple computer network using Cisco devices.

· Troubleshoot common network issues found in home and small business networks.

		



		Total Hours

		196



		1Prepares learners for the entry-level Cisco Certified Support Technician (CCST) IT Support certification.

2Prepares learners for the entry-level Cisco Certified Support Technician (CCST) Cybersecurity certification.

3Prepares learners for the entry-level Cisco Certified Support Technician (CCST) Networking certification

		








		Locally Determined Optional Courses





		Introduction to Modern AI

		6



		Learning Outcomes

· Explain basic concepts in AI and Machine Learning.

· Use photo apps to classify objects, blur the background of a photo, and explain how object detection and image segmentation help to accomplish this.

· Use machine translation and explain the nuances and limitations of using AI for language translation.

· Explain fundamentals of how large language models work, and how to prompt LLMs to make use of these fundamental traits.

· Demonstrate several use cases of LLM enabled chatbots, including idea generation, summarization, rewording, and grading.

· Two-way dialogue with chatbots, such as practicing for mock interviews.

· Facilitating collaboration between two chatbots to achieve a goal.

· Using LLMs with tools (web search, web page scraping).

· Multimodal prompting with images and text.

		



		Linux Essentials

		70



		Learning Outcomes:

· Understand the Linux operating system.

· Have demonstrated the ability to navigate a Linux system.

· Can execute the power of the Linux command line.

· Possess knowledge of Linux security and file permission.

		



		Python Essentials 11

		30



		Learning Outcomes:

· Design, develop, debug, execute, and refactor simple computer programs written in Python 3.

· Think algorithmically to analyze problems and implement them as computer processes.

· Use the syntax, semantics, and the most important elements of the Python Standard Library to write Python scripts and resolve typical implementation challenges.

· Understand the role of a programmer in the software development process.

		



		Python Essentials 22

		40



		Learning Outcomes:

· Design, develop, debug, execute, and refactor multi-module computer programs written in Python 3.

· Analyze and model real-life problems in OOP categories.

· Use the potential of Python in everyday applications, including IoT and DIY activities.

· Understand the role of a programmer in the software development process.

		



		1Linux Essentials prepares learners for the entry-level  Linux Essentials certificate.

2Completing Python Essentials 2 prepares learners to attempt the qualification PCAP – Certified Associate in Python Programming from OpenEDG Python Institute.









SELECTION PROCEDURES



The sponsor has adopted the following selection procedures, consistent with the requirements set forth in 29 CFR § 30.10(b):  

The sponsor will recruit from (but not limited to) the following sources:

Candidates put forward by Cisco Academies

Incumbent workers

Colleges, Universities, Community Colleges, and Career and Technical Education Centers

One-Stop Centers, as established under the Workforce Investment Act, and reauthorized in the Workforce Innovation and Opportunities Act of 2014.



NOTE: Selection Procedures may be modified by individual Employers
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