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[bookmark: _Hlk153963291]SUBJECT:	New National Occupational Framework (NOF) Apprenticeable Occupation:  
                        Systems Administrator

1. Purpose.  To inform the staff of OA, State Apprenticeship Agencies (SAA), Registered Apprenticeship program sponsors, and other Registered Apprenticeship partners of the following new National Occupational Framework (NOF) to an apprenticeable occupation: Systems Administrator.

2. Action Requested.  OA staff should familiarize themselves with this bulletin and the attached Work Process Schedule and Related Instruction Outline, as a source for developing apprenticeship standards and/or providing technical assistance.

Systems Administrator will be added to the List of Occupations Recognized as Apprenticeable by OA located on www.apprenticeship.gov.  A suggested Work Process Schedule and Related Instruction Outline are attached.

3. Summary and Background. 
[bookmark: _Hlk197503752]Summary – The occupation Systems Administrator was submitted by Mr. Zachary Boren, Senior Policy Program Manager on behalf of Urban Institute, were processed by Joseph P. Taylor, Program Analyst, and approved by the OA Acting Administrator on May 20, 2025. 

The National Office has approved a new National Occupational Framework (NOF), developed in partnership with the Urban Institute. This NOF has met industry standards and approval; it covers job titles and occupational pathways, related functions, and performance criteria, as well as academic, workplace and personal competencies for job success.  While use of NOFs in developing standards utilizing the competency-based training approach is voluntary, no additional vetting of a Work Process Schedule (WPS) utilizing the NOF should be required where a program aligns to the occupational framework described in a NOF, beyond the basic requirements set forth in 29 CFR Part 29.  While on-the-job learning (OJL) is ordinarily outlined in the WPS, sponsors who utilize a NOF must develop the Related Instruction Outline, which should be included in the standards.  Within certain limits, the sponsors of NOF apprenticeship programs are permitted to customize the job functions or competencies contained in a NOF for the Systems Administrator occupation.

However, OA encourages the use of all core competencies to be included in the approved WPS.  

Background – 

New/Revised Occupation Background - Under 29 CFR section 29.4, an occupation for a RAP must meet the following criteria to be determined apprenticeable:

a) Involve skills that are customarily learned in a practical way through a structured, systematic program of on-the job supervised learning:
b) Be clearly identified and commonly recognized throughout an industry;
c) Involve the progressive attainment of manual, mechanical, or technical skills and knowledge which, in accordance with the industry standard for the occupation, would require the completion of at least 2,000 hours of on-the-job learning to attain; and
d) Require related instruction to supplement the on-the job learning. 

4. New NOF Apprenticeable Occupation. The occupation Systems Administrator was submitted for an apprenticeability determination.

[bookmark: _Hlk197503633]Systems Administrator
O*NET-SOC CODE:  15-1244.00.00
RAPIDS Code: 3022
Type of Training: Hybrid, Time-Based, Competency-Based
Term Length: Time-based 2,000 hours, Hybrid 2,000-3,000 hours; Competency-Based 1 year
[bookmark: _Hlk197503690]
Systems Administrator performs the following duties:
· Monitors network services to identify issues with the network system or the computer and server systems to diagnose or troubleshoot network connectivity issues, computer and server breakdowns, and assess the need for maintenance.
· Diagnoses or troubleshoots software issues, evaluating the need for updates to software based on the client’s business requirements.
· Performs routine maintenance on networks and computer and server systems related to network connectivity issues and computer and server breakdowns.
· Deploys new hardware and network installations as needed, according to needs assessment, performance testing, and other metrics evaluating performance and resource use.
· Deploys routine organization-wide software and patch updates using package management tools.

5. Inquiries. If you have any questions, please contact Joseph P. Taylor, Program Analyst, Division of Standards and Quality at (202) 693-3960 or Taylor.Joseph.P@dol.gov .

6. Attachments. 
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Work Process Schedule



Instructions for Use:

Competency-based programs: In the “performance level achieved” column of the work process schedule (see examples starting on the next page), assess apprentices’ performances on each competency with the scale below. No monitoring of hours is required for this approach. See “Guidelines for Competency-Based, Hybrid and Time-Based Apprenticeship Training Approaches,” US Department of Labor, Employment and Training Administration, Office of Apprenticeship, October 20, 2015, https://www.apprenticeship.gov/sites/default/files/bulletins/Cir2016-01.pdf.

4—Competent/proficient (able to perform all elements of the task successfully and independently)

3—Satisfactory performance (able to perform elements of the task with minimal assistance)

2—Completed the task with significant assistance

1—Unsuccessfully attempted the task

0—No exposure (note the reason—absence, skill isn’t covered, etc.)

Time-based programs: In the “hours” row, specify the number of hours apprentices will fulfill for each job function. No assessment of competencies is required for this approach.

Hybrid programs: In the “performance level achieved” column, assess apprentices’ performances on each competency using the 0–4 scale above. In the “hours” row, identify a range of hours apprentices should spend working on each major job function. 




		Job Function 1: Maintains and optimizes existing hardware, software, and network systems





		Hours (time-based and hybrid programs only): 



		Competencies

		Core or optional

		Performance level achieved (0–4) (competency-based and hybrid programs only)





		A. Monitors network services to identify issues with the network system or the computer and server systems to diagnose or troubleshoot network connectivity issues, computer and server breakdowns, and assess the need for maintenance

		Core

		



		B. Diagnoses or troubleshoots software issues, evaluating the need for updates to software based on the client’s business requirements

		Core

		



		C. Performs routine maintenance on networks and computer and server systems related to network connectivity issues and computer and server breakdowns

		Core

		



		D. Deploys new hardware and network installations as needed, according to needs assessment, performance testing, and other metrics evaluating performance and resource use

		Core

		



		E. Deploys routine organization-wide software and patch updates using package management tools

		Core

		



		F. Researches and deploys new software components developed from repositories that improve system performance

		Core

		



		G. Reviews connectivity issues related to network and computer systems to assist with maintenance and troubleshooting

		Core

		



		H. Performs network availability, speed, and bandwidth usage tests to create a network benchmark to test network capacities and diagnose connectivity issues

		Core

		



		I. Supports network, computer, and server systems, and software cost containment by evaluating resource use through benchmarking

		Core

		



		J. Updates and maintains documentation related to installations

		Core

		



		K. Contributes to developing and testing disaster recovery plans for software and network, computer, and server systems

		Optional

		







		Job Function 2: Assesses network, computer, and server systems needs of clients and users



		Hours (time-based and hybrid programs only):



		Competencies

		Core or optional

		Performance level achieved (0–4) (competency-based and hybrid programs only)





		A. With supervision, assesses a client’s needs to identify new system requirements or changes to existing system environments 

		Core

		



		B. Identifies components of current network, computer, and server system architecture to improve and maintain business continuity and disaster recovery

		Core

		



		C. Assesses the storage capacity, network systems architecture, software, and compliance needs of clients or stakeholders and proposes products meeting these needs

		Core

		



		D. Assesses organizational processes and procedures with a focus on change management approvals and downstream impacts of changes

		Core

		



		E. Prepares new network, computer, and server systems proposals, including technical specifications, budgets, and other relevant information for stakeholders and clients

		Optional

		



		F. Evaluates new software solutions based on the client’s business requirements

		Optional

		







		Job Function 3: Designs and installs network, computer, and server systems, and software



		Hours (time-based and hybrid programs only):



		Competencies

		Core or optional

		Performance level achieved (0–4) (competency-based and hybrid programs only)





		A. Installs device operating systems (e.g., MS Windows, Linux, etc.) following best practices, per the client’s business needs

		Core



		



		B. Designs, installs, and configures computer and network hardware

		Core

		



		C. Development of code to build automated and triggered processes in cloud environments, leveraging tools such as AI

		Core

		



		D. Designs, installs, and configures virtual machines for users, using virtual machine installation tools

		Core

		



		E. Troubleshoots network, computer and server systems, software, and architecture to ensure operational effectiveness

		Core

		



		F. Creates and manages technical documentation for network, computer, and server systems architecture, including how the proposal addresses a client’s need, meeting their business requirements and timelines

		Optional

		



		G. Supports the creation of policies, procedures, and maintenance schedules for software and hardware, as well as user manuals (as needed)

		Optional

		



		H. Installs and maintains virtual machines (VM) on relevant infrastructure to create efficiencies as needed or to meet business requirements

		Optional

		



		I. Deploys cloud technologies and infrastructure to meet business requirements and creates efficiency through automation

		Optional

		







		Job Function 4: Develops and maintains security and access protocols



		Hours (time-based and hybrid programs only):



		Competencies

		Core or optional

		Performance level achieved (0–4) (competency-based and hybrid programs only)





		A. Assists with creating new security protocols and procedures and updates existing security procedures to respond to new threats based on best practices

		Core

		



		B. Monitors end-of-life announcements for items in the system inventory and plans for upgrading an enterprise’s existing devices

		Core

		



		C. Assists during an incident response following corporate procedures and coordinates with security specialists to provide timely findings and evidence

		Core

		



		D. Assists in monitoring network and computing device activity, reporting suspicious trends or triggered security warnings

		Core

		



		E. Documents new network connectivity issues using tickets or logs, coordinating their creation with managers or stakeholders

		Optional

		



		F. Manages the Identity Management Systems (access, authorization, and accounting) and authentication information for existing users related to accessing the network and computer systems

		Optional

		



		G. Supports the assessment of existing security systems and recommends and integrates new practices based on client needs

		Optional

		



		H. Communicates with users regarding software updates and ensures security updates are pushed to users in a timely manner

		Optional 

		







		Job Function 5: Communicates with internal and external clients and team members



		Hours (time-based and hybrid programs only):



		Competencies

		Core or optional

		Performance level achieved (0–4) (competency-based and hybrid programs only)





		A. Manages the organization’s ticketing system using the appropriate ticket management software tools, tracking and addressing new incoming and existing work requests as needed

		Core

		



		B. Communicates and coordinates with other members of the IT department to troubleshoot issues

		Core

		



		C. Clearly communicates the need and justification for new software and hardware installation to users and clients directly or through product managers

		Core

		



		D. Communicates clearly and effectively with team leaders during an incident response or in response to urgent situations

		Core

		



		E. Maintains and updates repository for existing user manuals and other network and computer-related documentation

		Optional

		



		F. Supports the development of training and other user materials needed to onboard new users and support existing users

		Optional

		










		Job Function 6: Demonstrates professionalism and customer service acumen



		Hours (time-based and hybrid programs only):



		Competencies

		Core or optional

		Performance level achieved (0–4) (competency-based and hybrid programs only)





		A. Demonstrates professional communication etiquette when interacting with colleagues, including responding on time

		Core

		



		B. Effectively manages time on assigned tasks, monitoring and tracking deadlines

		Core

		



		C. Applies organizational policies and processes including confidentiality

		Core

		



		D. Shows a willingness to learn and adapt to changes in work, priorities, deadlines, and team environment

		Core

		



		E. Follows company policies on respectful workplace behavior and fair treatment of colleagues and clients

		Core

		



		F. Identifies challenges and develops solutions for addressing them independently, and with assistance from supervisors, as needed

		Core

		



		G. Works fairly, honestly, and with integrity

		Core

		



		H. Leverages principles of effective communication to collaborate and come to mutually beneficial solutions

		Core

		







		Job Function 7: Effective time and task management



		Hours (time-based and hybrid programs only):



		Competencies

		Core or optional

		Performance level achieved (0–4) (competency-based and hybrid programs only)





		A. Prioritizes tasks according to order, urgency, or other contextual needs

		Core

		



		B. Effectively communicates with team members to complete tasks, assign tasks, and manage expectations

		Core

		



		C. Demonstrates familiarity with task management tools, such as Jira

		Core

		



		D. Effectively identifies project priorities according to client and company needs

		Core

		



		E. Effectively identifies project priorities according to client and company needs

		Core

		



		F. Proactively organizes tasks according to work process schedules and understands the scope of work

		Core

		



		G. Monitors project progress and communicates updates to relevant parties

		Core

		



		H. Conducts post implementation reviews to evaluate project success and identifies areas for improvement

		Core
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Related Technical Instruction 

Instructions for Use: 

Registered apprenticeships must include at least 144 hours of related technical instruction (RTI). Courses offered by accredited colleges and universities may be assigned a credit hour determination rather than a contact hour determination. In general, an academic credit unit is the equivalent of 15 clock hours of instruction. 

Development and Use of This RTI Outline: Employers and academic institutions may approach RTI in markedly different ways. Our goal was not to identify the single best way to provide RTI or to identify a single provider whose content we deemed to be superior. Instead, our goal was to survey numerous education providers, including employers, institutions of higher education, high schools, private continuing education providers, labor organizations, professional associations and, in some cases, municipalities that provide worker training, to identify topics or courses common among those providers that align with the job functions included in this work process schedule. Those common topics or courses are reflected in the RTI outline provided below, which may be useful in developing your RTI program or communicating your needs to an educational partner.

		Licensure or certification requirements: There are no licensure requirements to work as a Systems Administrator. 

Some employers may seek employees who hold relevant information technology certifications. Certifications relevant to this field include:

· Google IT Support

· CompTIA A+

· CompTIA Network+

· CompTIA Security+

· Cisco Certified Network Associate (CCNA), 

· Certified Information Systems Security Professional (CISSP)

· Linux Professional Institute (LPI) Linux Essentials Certification

· Red Hat System Administrator

· Linux Professional Institute LPIC System Administrator

· Amazon Web Servicers (AWS) Cloud

· Microsoft Windows

· AWS Certified Solutions Architect

· Red Hat Certified Systems Administrator

· Apple Certified Support Professional



		Degree requirements for licensure or certification, if applicable: None



		Accreditation requirements of instructional provider for licensure or certification, if applicable: None



		Anticipated changes in licensure or certification requirements, if known: None known



		Examples of state licensure or certification requirements: None known







		Examples of RTI providers for this occupation 



		Professional associations and labor organizations: The Association for Computing Machinery (ACM) provides a range of educational resources for students and professionals in computing, including online books, courses, and training videos (www.acm.org/education/about-education). Access to these resources is made available to paid ACM members.

The Institute of Electrical and Electronics Engineers (IEEE) Computer Society has a library of educational resources for all career levels. Course offerings include topics relevant to network and computer systems (www.ieee.org/education/iln.html). 

Military: The United Services Military Apprenticeship Program (USMAP) offers several apprenticeship programs that provide training related to the Systems Administrator occupation. These include Network Operations Specialist, Cyber Database Administrator, System Security Analyst, and others.

Federal: The Cybersecurity & Infrastructure Security Agency offers a variety of cost-free resources and tools, including training (www.cisa.gov/resources-tools/training). 

States/municipalities: N/A

Colleges and universities: There are numerous accredited institutions that offer coursework and educational programs leading to relevant degrees and certifications for systems administrators.

No-cost online providers: Coursera and EdX platforms offer a variety of learning opportunities in relevant topics, including data recovery, software, and platform services. Students are generally required to pay tuition to the institution providing the instruction through the Coursera or EdX platform. 

Continuing education or specialty education providers: Several companies and organizations offer instruction in systems administration. The programs they offer may lead to certification, but the coursework completed with these providers generally does not transfer to an accredited college or university.








		Prerequisite knowledge, skills or experience typically required by RTI providers for this occupation 



		Some RTI providers will require individuals to have some professional experience working as a help desk support technician, a network installation technician, or an IT generalist before enrolling in courses focused on network administration.

Differences in coursework: None







		Computer Hardware and Networks



		Hours: 20–30



		Sample learning objectives

· List, describe, and identify key components of laptops, desktops, and mobile devices.

· Demonstrate the ability to assemble a motherboard, CPU, power supply, and printer.

· Explain the key components of a computer network and how computers, printers, and mobile devices can be connected via a network.

· Demonstrate the ability to troubleshoot basic printer problems.

· Describe storage options and demonstrate the ability to set up appropriate storage protocols.

Discuss the advantages and disadvantages of Windows and Linux servers and demonstrate the ability to configure a server.

· Explain the purpose of a proxy server.

· Discuss the role of network components such as routers, switches, and access points.

· Discuss the key elements of network topology architectures.

· Identify physical interfaces and cabling types.

· Explain IPv4 and IPv6 configuration.

· Discuss key concepts of and considerations for IP connectivity, such as routing tables, router decisionmaking, configuring, and verifying in IPv4 and IPv6 static routing and single area OSPFv2, as well as first hop redundancy protocol.

· Explain the technical fundamentals of wireless technology, virtualization, and switching.

· Explain the process for configuring and verifying Network Address Translation (NAT) and Network Time Protocol (NTP), describing Dynamic Host Configuration Protocol (DHCP), Domain Name System (DNS), Simple Network Management Protocol (SNMP), and System Logging Protocol (syslog) features.

· Describe File Transfer Protocol and Trivial File Transfer Protocol TFTP/FTP.

· Compare traditional networks with controller-based networks.








		Computer Operating Systems



		Hours: 25–40



		Sample learning objectives

List common features and commands of Microsoft Windows, Apple macOS, LinuxOX, ChromeOS, and AWS OS.

Compare each available operating system and discuss key considerations when selecting an operating system.

Demonstrate the ability to install and update an operating system, troubleshoot common issues, and discuss the importance of Small Office/Home Office (SOHO) networks.

Demonstrate the use of Active Directory, MS Windows security tools, and data destruction to secure mobile devices.

Discuss protocols and tools used to establish and maintain data privacy and security, to participate in data, and establish access protocols, and to establish automated protocols.







		Computer and Network Security



		Hours: 35–45



		Sample learning objectives

Explain the tactics used to execute a nefarious data breach, such as though the use of malware, phishing attacks, physical intrusion, etc.

Discuss tools and techniques used to monitor data and network security.

Explain how firewalls are used to secure networks and data and demonstrate the ability to set up an effective firewall.

Discuss the purpose of a VPN and demonstrate the ability to establish and troubleshoot a VPN and add users to the network.

Discuss the use of access control to secure networks and data.

Explain the effective use of passwords and develop an effective password policy for organizations of small, medium, and large size.

Explain layer two security features.

Discuss key considerations of wireless security protocols.







		Linux Foundations



		Hours: 20–30



		Sample learning objectives

· Explain the purpose, advantages, and disadvantages of open-source software.

· Describe the history and uses of Linux operating systems.

· Explain the purpose of the shell, kernel, and user spaces.

· Discuss the purpose of the graphical user interface.

· Explain the theory of file management in Linux as well as file system hierarchy.

· Discuss the process of editing files using Vim.

· Set up users and user groups in Linux.

· Configure networks using Linux.

· Define access rights for files, identify users and groups, and adjust access permissions.

· Configure systems, apply settings, and customize the terminal window.

· Configure networks and establish security protocols.







		Microsoft Azure Cloud Services



		Hours: 25–35



		Sample learning objectives

Explain the benefits of cloud computing.

Describe Microsoft Azure services and components.

Describe and demonstrate the ability to use various Azure management tools.

Select the correct Microsoft Azure Artificial Intelligence service to address different kinds of business needs. 

Describe Microsoft Azure security solutions.

Determine the amount of cloud storage required for the organization.

Develop a cloud governance strategy for stored data.

Explain the components of Azure service-level agreements and how those can impact application design decisions and business storage needs.







		Network Analytics and Troubleshooting



		Hours: 35–45



		Sample learning objectives

Explain the significance of latency, round-trip time, and extended ping.

Discuss the role of firewall filtering in performance troubleshooting.

Discuss the sources of protocol delays or server processing delays and strategies for resolving them.

Explain the concept of packet loss and strategies for resolving this problem.

Explain the concept of application chattiness and solutions for resolving this problem.

Conduct efficient and effective root cause analysis.

Troubleshoot browser connection difficulties.

Explain the importance of bandwidth and throughput and strategies for improving each.

Assess bandwidth utilization.

Discuss the typical defects that interfere with wireless performance and solutions for resolving each.







		Programming in JavaScript



		Hours: 35–40



		Sample learning objectives

Explain why JavaScript is the most popular language to learn and use.

Explain how JavaScript is used to make websites and mobile applications more interactive.

Explain how JavaScript is used for game development, animations, dropdown menus, and color-changing buttons.

Explain the purpose of Code Editor, Selection Control Structures, and Loops.

Describe core programming structures.

Use proper syntax in JavaScript and jQuery.

Explain the purpose of and use a jQuery library/plug-ins to create new objects and populate them with data.

Validate and manipulate data with JavaScript.







		Programming in HTML/CSS



		Hours: 35–40



		Sample learning objectives

Explain the purpose of Hyper Text Markup Language (HTML) in creating web browser displays.

Explain the use of Cascading Style Sheets (CSS) for establishing rules for how specific elements should be displayed.

Explain the benefits of a programming language that runs on a browser with nearly any operating system.

Identify and use common HTML tags to create a simple web page.

Use an HTML editor and compose HTML code to create images and links.

Write a simple CSS rule that can modify the appearance of text on a page. 

Explain how JavaScript is used to improve interaction with a page and ensure use accessibility. 

Explain the concept of responsive design and the importance of a “mobile-first” design paradigm.

Create wireframes for developing a new website.








		Programming in Python



		Hours: 35–40



		Sample learning objectives

Describe the basics of the Python programming language and use variables to store, retrieve, and calculate data.

Create functions and loops to program in Python.

Explain the fundamentals of Python syntax and semantics.

Explain the data structures used in Python and create programs that can read and write data from files.

Store data as key/value pairs using Python dictionaries.

Perform sorting and looping using tuples.

Use Python to retrieve, extract, and work with data.

Explain the basics of Object-Oriented Python and how data are stored across multiple tables in a database. 

Explain how Python interfaces with other data sources to create visualizations.

Explain the use of Python in developing AI applications.







		Programming in C 



		Hours: 35–40



		Sample learning objectives

Explain the use of algorithms and problem-solving in programming.

Develop a plan outlining the program’s objectives and goals.

Explain the key structure and syntax used in C programming.

Compare and contrast earlier and later versions of C, such as C+ versus C++.

Discuss how pointers are used in C to identify the location of another data source to be used.

Discuss how arrays are used to bundle data.

Identify errors and troubleshoot programs written in C.







		Relevant military experience 



		· 17C MOS—Cyber Operations Specialist

· 25B—Information Technology Specialist Military Occupational Specialty (MOS)

· 25H—Network Communication Systems Specialist MOS

· 0631—Network Administrator

· 0671—Data Systems Administrator







		Occupational insights 



		· Men make up most computer systems administrators—82.7 percent—while women make up only 17.3 percent. 

· Of all computer systems administrators, 64 percent are white, 12.7 percent are Hispanic/Latinx, 9 percent are Black or African American, and 8.9 percent are Asian.
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STATEMENT OF INDEPENDENCE 

The Urban Institute strives to meet the highest standards of integrity and quality in its research and analyses and in the evidence-based policy recommendations offered by its researchers and experts. We believe that operating consistent with the values of independence, rigor, and transparency is essential to maintaining those standards. As an organization, the Urban Institute does not take positions on issues, but it does empower and support its experts in sharing their own evidence-based views and policy recommendations that have been shaped by scholarship. Funders do not determine our research findings or the insights and recommendations of our experts. Urban scholars and experts are expected to be objective and follow the evidence wherever it may lead.
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