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SUBJECT:	New NOF Apprenticeable Occupation:  Computer Network Architect

1. Purpose. To inform the staff of OA, State Apprenticeship Agencies (SAA), Registered Apprenticeship program sponsors, and other Registered Apprenticeship partners of the following new National Occupational Framework (NOF) to an apprenticeable occupation:  Computer Network Architect

2. Action Requested. OA staff should familiarize themselves with this bulletin and the attached Work Process Schedule and Related Instruction Outline, as a source for developing apprenticeship standards and/or providing technical assistance.

Computer Network Architect will be added to the List of Occupations Recognized as Apprenticeable by OA located on www.apprenticeship.gov.  A suggested Work Process Schedule and Related Instruction Outline are attached.

3. Summary and Background. 
a. Summary – The occupation Computer Network Architect was submitted by Mr. Zachary Boren, Senior Policy Program Manager on behalf of Urban Institute, was processed by Kirk Jefferson and approved by the OA Acting Administrator on April 3, 2025.  

The National Office has approved a new National Occupational Framework (NOF), developed in partnership with the Urban Institute. This NOF has met industry standards and approval; it covers job titles and occupational pathways, related functions and performance criteria, as well as academic, workplace and personal competencies for job success.  While use of NOFs in developing standards utilizing the competency-based training approach is voluntary, no additional vetting of a Work Process Schedule (WPS) utilizing the NOF should be required where a program aligns to the occupational framework described in a NOF, beyond the basic requirements set forth in 29 CFR Part 29.  While on-the-job learning (OJL) is ordinarily outlined in the WPS, sponsors who utilize a NOF must develop the Related Instruction Outline, which should be included in the standards.  Within certain limits, the sponsors of NOF apprenticeship programs are permitted to customize the job functions or competencies contained in a NOF for Computer Systems Analyst occupation.

However, OA encourages the use of all core competencies to be included in the approved WPS.  

b. Background – 

New/Revised Occupation Background - Under 29 CFR section 29.4, an occupation for a RAP must meet the following criteria to be determined apprenticeable:

a) Involve skills that are customarily learned in a practical way through a structured, systematic program of on-the job supervised learning:
b) Be clearly identified and commonly recognized throughout an industry;
c) Involve the progressive attainment of manual, mechanical, or technical skills and knowledge which, in accordance with the industry standard for the occupation, would require the completion of at least 2,000 hours of on-the-job learning to attain; and
d) Require related instruction to supplement the on-the job learning. 

4. New NOF Apprenticeable Occupation. The occupation Computer Network Architect was submitted for an apprenticeability determination.

Computer Network Architect
ONET-SOC Code: 15-1241.00
RAPIDS Code: 3099
Type of Training:  Time-based, Hybrid, Competency-based
Term Length: Time-based 2000, Hybrid 2,000 – 4,000, Competency-based 1 year

[bookmark: _Hlk194067126]Computer Network Architect perform the following duties: 
•	Understands how network peripherals are configured and served on the network, including physical security, IoT (Internet of Things), etc;
•	Designs and documents scalable network architecture incorporating Virtual Local Area Networks (VLANs), firewalls, load balancers, and cloud-based resources that meet specified throughput and latency metrics; and
•	Works with internet service providers, data centers, and electrical contractors to develop and implement changes in the physical or logical network.

5. Inquiries. If you have any questions, please contact Douglass McPherson, Acting Director, Division of Standards and Quality at (202) 693-3783.

6. Attachments. 
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Computer Network Architect WPS
Work Process Schedule



		Computer Network Architect 



		ONET-SOC Code: 15-1241.00

RAPIDS Code: 3099







Instructions for Use:

Competency-based programs: In the “performance level achieved” column of the work process schedule (see examples starting on the next page), assess apprentices’ performances on each competency with the scale below. No monitoring of hours is required for this approach. See “Guidelines for Competency-Based, Hybrid and Time-Based Apprenticeship Training Approaches,” US Department of Labor, Employment and Training Administration, Office of Apprenticeship, October 20, 2015, https://www.apprenticeship.gov/sites/default/files/bulletins/Cir2016-01.pdf.

4—Competent/proficient (able to perform all elements of the task successfully and independently)

3—Satisfactory performance (able to perform elements of the task with minimal assistance)

2—Completed the task with significant assistance

1—Unsuccessfully attempted the task

0—No exposure (note the reason—absence, skill isn’t covered, etc.)

Time-based programs: In the “hours” row, specify the number of hours apprentices will fulfill for each job function. No assessment of competencies is required for this approach.

Hybrid programs: In the “performance level achieved” column, assess apprentices’ performances on each competency using the 0–4 scale above. In the “hours” row, identify a range of hours apprentices should spend working on each major job function. 




		Job Function 1: Designs, deploys, upgrades, and models network systems 





		Hours (time-based and hybrid programs only): 



		Competencies

		Core or optional

		Performance level achieved (0–4) (competency-based and hybrid programs only)





		A. Designs, builds, and operates equipment configuration prototypes, including network hardware, software, and servers

		Core

		



		B. Designs and documents scalable network architecture incorporating Virtual Local Area Networks (VLANs), firewalls, load balancers, and cloud-based resources that meet specified throughput and latency metrics

		Core

		



		C. Develops conceptual, logical, or physical network designs

		Core

		



		D. Determines specific network hardware or software requirements, such as platforms, interfaces, bandwidths, or routing protocols

		Core

		



		E. Applies fundamentals of wireless networking and cloud networking configuration for large providers

		Core

		



		F. Adjusts network configuration and topology to meet volume or capacity demands

		Core

		



		G. Prepares detailed network specifications, including diagrams, charts, equipment configurations, or recommended technologies

		Core

		



		H. Optimizes and scales network using appropriate technology and best practices

		Core

		



		I. Uses network computer-aided design (CAD) software packages to document and optimize network designs

		Core

		



		J. Produces network diagrams using standard visualization tools and communicates architectural decisions effectively to stakeholders

		Core

		



		K. Coordinates installation of new equipment

		Core

		



		L. Assures compliance with standards and policies

		Core

		



		M. Demonstrates familiarity with network disaster plans

		Core

		



		A. Explains how the network configuration relates to compliance

		Core

		



		B. Understands power requirements and mounting capabilities within a rack, PDU (power distribution unit), UPS (uninterruptible power supply)

		Core

		



		C. Differentiates between cabling standards (Cat5, Cat6, etc.) 

		Core

		







		Job Function 2: Tests, maintains, and troubleshoots existing networks



		Hours (time-based and hybrid programs only):



		Competencies

		Core or optional

		Performance level achieved (0–4) (competency-based and hybrid programs only)





		A. Monitors and analyzes network performance and reports on data input or output to detect problems, identifies inefficient use of computer resources, and performs capacity planning

		Core

		



		B. Diagnoses and solves operational problems

		Core

		



		C. Works in and with data center teams to resolve issues

		Core

		



		D. Troubleshoots availability and performance issues

		Core

		



		E. Retrieves and manipulates data files such as logs to monitor performance

		Core

		



		F. Troubleshoots core network issues and escalated tickets

		Core

		



		G. Adjusts network sizes to meet volume or capacity demands

		Core

		



		H. Understands basic physical network tools: (e.g., cable tester, cable crimper, loopback tester)

		Core

		



		I. Conducts performance and bottleneck evaluations testing as needed

		Core

		



		J. Conducts regular performance checks and analyses to determine bottlenecks and trends

		Core

		



		K. Designs and executes network performance tests using established tools, interprets results, and implements adjustments to improve throughput, latency, and reliability

		Core

		



		L. Conducts research and tests new or modified hardware or software products to determine performance and interoperability

		Optional

		



		M. Develops procedures to track, project, or report network availability, reliability, capacity, or utilization

		Optional

		







		Job Function 3: Addresses security vulnerabilities in existing networks



		Hours (time-based and hybrid programs only):



		Competencies

		Core or optional

		Performance level achieved (0–4) (competency-based and hybrid programs only)





		A. Discovers, evaluates, and stays current with network vulnerabilities

		Core

		



		B. Implements network security measures through patches, updates, and other mitigations

		Core

		



		C. Understands the concepts of penetration testing and remediation

		Core

		



		D. Assesses vulnerabilities related to ports, services, and protocols

		Core

		



		E. Understands basic principles of zero-trust networking

		Core

		



		F. Identifies private vs. public subnetting to identify the level of risk

		Core

		



		G. Explains how the core network participates in and is impacted by defense-in-depth

		Core

		



		H. Implements redundancy protocols, failover mechanisms, and regularly tests disaster recovery plans to ensure network resilience

		Core

		



		I. Configures security policies, intrusion prevention systems, and network access control

		Optional

		








		Job Function 4: Installs and maintains the networks



		Hours (time-based and hybrid programs only):



		Competencies

		Core or optional

		Performance level achieved (0–4) (competency-based and hybrid programs only)





		A. Develops and writes procedures for installation, use, or troubleshooting of communications hardware or software

		Core

		



		B. Explains network topology and concepts to others in technology (server administrators, user support specialists, individuals, etc.) 

		Core

		



		C.  Performs installation and changes for physical and logical cloud network components

		Core

		



		D. Understands how network peripherals are configured and served on the network, including physical security, IoT (Internet of Things), etc.

		Core

		



		E. Shows familiarity with network automation technologies, including scripts and configuration backup and management

		Core

		



		F. Possesses familiarity with building code and construction practices that apply to the physical network

		Core

		



		G. Participates in network upgrades and changes, including installation of hardware and software and integration testing

		Core

		



		H. Relays basic cloud concepts and configurations

		Core

		



		I. Understands relative cost of network components and differences in costs compared to performance plans or budgets for network equipment replacement

		Core

		



		J. Collaborates with network and other infrastructure peers to resolve and plan for changes

		Core

		



		K. Works with internet service providers, data centers, and electrical contractors to develop and implement changes in the physical or logical network

		Optional

		








		Job Function 5: Demonstrates leadership, teamwork, communication, and task management skills 



		Hours (time-based and hybrid programs only):



		Competencies

		Core or optional

		Performance level achieved (0–4) (competency-based and hybrid programs only)





		A. Demonstrates professional communication etiquette when interacting with colleagues and other business stakeholders, including responding in a timely manner

		Core

		



		B. Respects deadline and time commitments by showing up on time, attending meetings and keeping to agendas

		Core

		



		C. Visits vendors, attends conferences or training sessions, and/or studies technical journals to keep up with changes in technology

		Core

		



		D. Identifies functional groups, troubleshooting groups, and understanding appropriate stakeholders and making an intentional effort to stay in touch 

		Core

		



		E. Demonstrates capacity to prioritize tasks according to

order, urgency, or other contextual needs

		Core

		



		F. Demonstrates ability to communicate across career levels 

		Core

		



		G. Estimates time and materials needed to complete projects

		Core

		



		H. Appropriately engages with project reporting systems, including task assignments and recordkeeping 

		Core

		











		

		II

		[OCCUPATION]







		COMPUTER NETWORK ARCHITECT

		III

		







Related Technical Instruction 

		Computer Network Architect

Program approach type (time-based, competency-based, hybrid): competency-based

		ONET-SOC Code: 15-1241.00

RAPIDS Code: 3099

 





 

Instructions for Use: 

Registered Apprenticeships must include at least 144 hours of Related Technical Instruction (RTI). Courses offered by accredited colleges and universities may be assigned a credit hour determination rather than a contact hour determination. In general, an academic credit unit is the equivalent of 15 clock hours of instruction. 

Development and Use of this RTI Outline: Employers and academic institutions may approach RTI in markedly different ways. Our goal was not to identify the single best way to provide RTI, or to identify a single provider whose content we deemed to be superior. Instead, our goal was to survey a number of education providers, including employers, institutions of higher education, high schools, private continuing education providers, labor organizations, professional associations and, in some cases, municipalities that provide worker training, to identify topics or courses common among those providers that align with the job functions included in this WPS. Those common topics or courses are reflected in the RTI Outline provided below, which may be useful in developing your RTI program or communicating your needs to an educational partner.

		Licensure or certification requirements: Although there are no licensure requirements in this occupation, employers typically seek employees who hold relevant information technology certifications. Certifications relevant to this field include:

Google IT Support

CompTIA A+

CompTIA Network

Cisco Certified Network Associate (CCNA), 

Certified Information Systems Security Professional (CISSP)

Certificate of Cloud Security Knowledge (CCSK)

LPI Linux Essentials Certification

LPIC System Administrator

Amazon Web Servicers Cloud

Microsoft Azure Fundamentals

Microsoft Windows

AWS Certified Solutions Architect

Red Hat Certified Systems Administrator

Apple Certified Support Professional



		Degree requirements for licensure or certification, if applicable: None



		Accreditation requirements of instructional provider for licensure or certification, if applicable: None known



		Anticipated changes in licensure or certification requirements, if known: None known



		Examples of state licensure or certification requirements: None known







 


		Examples of RTI providers for this occupation 



		Professional associations and labor organizations: The Association for Computing Machinery (ACM) also offers a variety of educational resources for students and professionals in computing, including online books, courses, and training videos (https://www.acm.org/education/about-education). Access to these resources is available to paid ACM members.

Military: There are several apprenticeship programs under the United Services Military Apprenticeship Program (USMAP) that provide training related to the Network Architect occupation. These include Network Operations Specialist and System Security Analyst, as well as others.

Federal: The Cybersecurity & Infrastructure Security Agency offers a variety of cost-free resources and tools, including trainings (https://www.cisa.gov/resources-tools/training). 

States/municipalities: Not applicable

Colleges and universities: Many accredited colleges and universities offer coursework and educational programming leading to relevant degrees and certifications for network and computer systems architects.

No-cost online providers: Coursera and EdX platforms provide several learning opportunities in relevant topics, such as data recovery and software and platform services. Students are generally required to pay tuition to the institution providing the instruction through the Coursera or EdX platform.

Continuing education or specialty education providers: There are several companies and organizations that provide instruction in network architecture. The programs they offer may lead to a certification, but the coursework completed with these providers generally does not transfer to an accredited college.







		Prerequisite knowledge, skills or experience typically required by RTI providers for this occupation 



		Employers, apprenticeship sponsors and some RTI providers might require individuals to have experience as IT support technicians, help desk workers or IT installation technicians prior to entering a program to prepare for advanced training in networking.








		Employer Onboarding



		Hours: 1–3



		Sample learning objectives

· Explain the mission of the employer’s organization.

· Explain the organizational structure of the employer’s organization.

· Explain the chain-of-command in the employer’s organization, as well as the steps an employee should take to report concerns about practices or behaviors in the workplace or to share ideas about how to improve processes or efficiencies.

· Explain the employer’s policies for workplace conduct and ethics.

· Explain the employer’s policies regarding medical leave and vacation.

· Explain the requirements of the apprenticeship program and the role of the apprentice in the organization’s business activities. 

· Demonstrate effective use of techniques to management time, including prioritizing among outstanding tasks or deliverables, and communicating to others about the likely timeline for your response or product delivery.









		Communication in the Work Environment



		Hours: 30–45



		Sample learning objectives

· Demonstrate the ability to properly use electronic communication technologies, such as email, text messaging, chat messaging, and client services software.

· Demonstrate the ability to properly format an email, a memorandum, and a business letter, and to compose correspondence using proper sentence structure, grammar, punctuation, spelling, and word choices.

· Explain and access resources to enable communication with those who do not speak English, who have hearing or speech limitations, or who have intellectual disabilities or age-related cognitive deficiencies.

· Demonstrate the ability to engage in active listening and to summarize information provided by another person orally and in writing.

· Explain the importance of teamwork and describe strategies effective teams use to engage all members of the team and make use of each members’ unique talents and expertise.

· Demonstrate the ability to use problem-solving strategies when disagreements arise among team members. Explain the importance of having civil disagreements and demonstrate the ability to listen and understand to a position different from your own, and explain why that position may have merit.

· Discuss appropriate strategies for assisting others in the workplace who appear to be struggling, who demonstrate anxiety or anger, who are showing signs of stress or anxiety, or who may pose a threat to others. 

· Explain the importance of responding promptly to calls, emails or messages, even if it will take additional time to resolve an individual’s concern or provide the requested information or service.

· Demonstrate proper etiquette when initiating, receiving or responding to phone calls, voicemail, emails or text messages.

· Demonstrate the ability to leave a clear and concise voicemail that communicates the date, time and purpose for your call and the information or service you are requesting of the recipient.







		Computer Hardware and Networks



		Hours: 25–30



		Sample learning objectives

· List, describe, and identify key components of laptops, desktops, and mobile devices.

· Demonstrate the ability to assemble a motherboard, central processing unit (CPU), power supply, and printer.

· Explain the key components of a computer network and the ways in which computers, printers, and mobile devices can be connected via a network.

· Demonstrate the ability to troubleshoot basic printer problems.

· Describe storage options and demonstrate the ability to set up appropriate storage protocols.

· Discuss the advantages and disadvantages of Windows and Linux servers and demonstrate the ability to configure a server.

· Explain the purpose of a proxy server.

· Discuss the role of network components such as routers, switches, and access points.

· Discuss the key elements of network topology architectures.

· Identify physical interfaces and cabling types.

· Explain IPv4 and IPv6 configuration.

· Discuss key concepts of and considerations for IP connectivity, such as routing tables, router decisionmaking, convergence times, configuring and verifying IPv4 and IPv6 static routing, and single area Open Shortest Path First version 2 (OSPFv2), as well as first hop redundancy protocol.

· Explain the technical fundamentals of wireless technology, virtualization, and switching.

· Explain the process for configuring and verifying network address translation (NAT) and Network Time Protocol (NTP), describing Dynamic Host Configuration Protocol (DHCP) , Domain Name System (DNS), and Simple Network Management Protocol (SNMP) and syslog features.

· Describe Trivial File Transfer Protocol/File Transfer Protocol.

· Compare traditional networks with controller-based networks.







		Computer Operating Systems



		Hours: 30–45



		Sample learning objectives

List common features and commands of Microsoft Windows, Apple macOS, Linux OS, ChromeOS, and cloud operating environments

Discuss the advantages and disadvantages of each available operating system and discuss key considerations when selecting an operating system.

Demonstrate the ability to install and update an operating system, troubleshoot common issues, and discuss the importance of Small Office and Home Office Networks (SOHO).

Demonstrate the use of active directory, MS Windows security tools, and data destruction to secure mobile devices.

Discuss protocols and tools used to establish and maintain data privacy and security, to access data, and to establish access protocols and automated protocols.







		Routing and Switching Essentials



		Hours: 30–45



		Sample learning objectives

Describe the guidelines for the use of Access Control List (ACL) in a routed network.

Configure, verify, and troubleshoot the application of an ACL per networking requirements.

Explain the functionality, configuration, and troubleshooting of DHCPv4, DHCPv6, and NAT.

Describe various network design models, the way that LAN switches build forwarding tables and the MAC address information switches data between hosts.

Configure and verify Virtual Local Area Networks (VLANS), including switching and trunking technologies used.

Describe enhanced switching technologies and loop recovery products.

Select the appropriate media, cables, ports, and connectors to connect switches and other network devices.

Describe how a router determines path information and switches packets. 









		Computer and Network Security



		Hours: 40



		Sample learning objectives

Explain the tactics used to execute a malicious data breach, such as through the use of malware, phishing attacks, physical intrusion, etc.

Discuss tools and techniques used to monitor data and network security.

Explain how firewalls are used to secure networks and data, and demonstrate the ability to set up an effective firewall.

Discuss the purpose of Virtual Private Networks (VPN) and demonstrate the ability to establish and troubleshoot a VPN and add users to the network.

Discuss the use of access control to secure networks and data.

Explain the effective use of passwords and develop an effective password policy for organizations of small, medium, and large sizes.

Explains multifactor authentication, such as two-factor authentication (2FA)

Discuss key considerations of wireless security protocols.

Describe effective strategies for disaster mitigation and recovery.







		CAD for Network Architects



		Hours: 20–30



		Sample learning objectives

Explain the use of computer-aided design (CAD) technology to develop network topology maps.

Demonstrate the ability to use network diagram software to create visualizations of network infrastructure.

List the most common mapping software applications and describe the advantages and disadvantages of each.

Demonstrate the ability to use network topology mappers to visualize virtual networks.

Demonstrate the ability to use Layer2 maps to identify devices in the network.

Demonstrate the ability to use 3D floor views to show the locations of data centers, servers and switches.

Use software to create topological representations of the racks in a datacenter. 

Conduct network troubleshooting exercises using CAD network architecture software. 








		Mathematics for Network Architects



		Hours: 15–25



		Sample learning objectives

Explain the difference between binary, decimal, and hexadecimal numbering systems.

Demonstrate the ability to convert between binary and decimal numbers.

Demonstrate an ability to calculate the number of host addresses available when given a network and a subnet mask.

Demonstrate the ability to calculate the necessary subnet mask when given a network diagram, in order to accommodate the requirements of the network.

Explain and demonstrate the ability to use diffusing update (DUAL) and Dijkstra algorithms.

Discuss methods used to determine hardware and bandwidth needs for the collection of data.







		IT Project Management



		Hours: 30–40



		Sample learning objectives

Explain the relevance of IT project management to executing a project on time, on budget, and meeting client specifications.

Demonstrate the ability to identify project goals and establish outcomes that will be used to monitor project progress and success.

Demonstrate the ability to interview stakeholders and develop a project scope as well as deliverable requirements. 

Develop a list of appropriate stakeholders for various IT projects as well as communications used to solicit their participation and input.

Develop a schedule and timeline for executing an IT project.

Develop a base budget and cost estimate for an IT project based on effort, duration, and equipment/technologies needed.

Discuss the importance of teams in IT projects as well as effective strategies for engaging and managing teams.

Explain effective strategies for tracking project progress and soliciting interim feedback from various stakeholders.

Explain the appropriate process for making updates or changes to project specifications or deliverables.

Demonstrate the ability to perform a project retrospective to identify ways to improve the development and management of projects.









		Relevant military experience 



		25H MOS—Network Communication Systems Specialist







		Occupational insights



		61.2 percent of computer network architects are white, 12.4 percent are Hispanic/Latinx, 12.3 percent are Asian, and 8.7 percent are Black or African American. 92.7 percent of computer network architects are men, while 7.3 percent are women.








