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[bookmark: _Hlk203540617]SUBJECT:	New National Occupational Framework (NOF) Apprenticeable Occupation:  
IT Project Manager 

1. Purpose. To inform the staff of OA, State Apprenticeship Agencies (SAA), Registered Apprenticeship program sponsors, and other Registered Apprenticeship partners of the following new National Occupational Framework (NOF) to an apprenticeable occupation: IT Project Manager.

2. Action Requested. OA staff should familiarize themselves with this bulletin and the attached Work Process Schedule and Related Instruction Outline, as a source for developing apprenticeship standards and/or providing technical assistance.

IT Project Manager will be added to the List of Occupations Recognized as Apprenticeable by OA located on www.apprenticeship.gov.  A suggested Work Process Schedule and Related Instruction Outline are attached.

3. Summary and Background. 
a. Summary – The IT Project Manager was submitted by Mr. Zachary Boren, Senior Policy Program Manager on behalf of Urban Institute, and was processed by Amanda Poorkhodakaram and approved by the Acting OA Administrator on July 15, 2025.  

The National Office has approved a new National Occupational Framework (NOF), developed in partnership with the Urban Institute. This NOF has met industry standards and approval; it covers job titles and occupational pathways, related functions and performance criteria, as well as academic, workplace and personal competencies for job success.  While use of NOFs in developing standards utilizing the competency-based training approach is voluntary, no additional vetting of a Work Process Schedule (WPS) utilizing the NOF should be required where a program aligns to the occupational framework described in a NOF, beyond the basic requirements set forth in 29 CFR Part 29.  While on-the-job learning (OJL) is ordinarily outlined in the WPS, sponsors who utilize a NOF must develop the Related Instruction Outline, which should be included in the standards.  Within certain limits, the sponsors of NOF apprenticeship programs are permitted to customize the job functions or competencies contained in a NOF for IT Project Manager occupation.

However, OA encourages the use of all core competencies to be included in the approved WPS.  

b. Background – 

New/Revised Occupation Background - Under 29 CFR section 29.4, an occupation for a RAP must meet the following criteria to be determined apprenticeable:

a) Involve skills that are customarily learned in a practical way through a structured, systematic program of on-the job supervised learning;
b) Be clearly identified and commonly recognized throughout an industry;
c) Involve the progressive attainment of manual, mechanical, or technical skills and knowledge which, in accordance with the industry standard for the occupation, would require the completion of at least 2,000 hours of on-the-job learning to attain; and
d) Require related instruction to supplement the on-the job learning. 

4. New NOF Apprenticeable Occupation. The occupation IT Project Manager was submitted for an apprenticeability determination.

[bookmark: _Hlk195771083]IT Project Manager
O*NET-SOC Code: 15-1299.09
RAPIDS Code: 1048
Type of Training: Time-based, Hybrid, Competency-based
Term Length: Time-based 2000, Hybrid 2,000 – 4,000, Competency-based 1 year

[bookmark: _Hlk194067126]IT Project Manager performs the following duties: 
•	Collaborates with managers and stakeholders to identify a need and/or solution and gathers requirements and financial projections to build a business case for a project;
• Develops dashboards and other data tools to track and monitor the project’s budget, labor hours, and other resources;
•	Updates a project’s timeline, milestones, and deliverables dates in project management tracking tools regularly; and
• Facilitates access to training (e.g., videos) for systems, applications, and software, using tools including AI to generate training materials as needed.

5. Inquiries. If you have any questions, please contact Amanda Poorkhodakaram, Program Analyst, Division of Standards and Quality at (202) 693-5014.

6. Attachments. 
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		IT Project Manager



		ONET-SOC Code: 15-1299.09 

RAPIDS Code: 1048 







Work Process Schedule



Instructions for Use:

Competency-based programs: In the “performance level achieved” column of the work process schedule (see examples starting on the next page), assess apprentices’ performances on each competency with the scale below. No monitoring of hours is required for this approach. See “Guidelines for Competency-Based, Hybrid and Time-Based Apprenticeship Training Approaches,” US Department of Labor, Employment and Training Administration, Office of Apprenticeship, October 20, 2015, https://www.apprenticeship.gov/sites/default/files/bulletins/Cir2016-01.pdf.

4—Competent/proficient (able to perform all elements of the task successfully and independently)

3—Satisfactory performance (able to perform elements of the task with minimal assistance)

2—Completed the task with significant assistance

1—Unsuccessfully attempted the task

0—No exposure (note the reason—absence, skill isn’t covered, etc.)

Time-based programs: In the “hours” row, specify the number of hours apprentices will fulfill for each job function. No assessment of competencies is required for this approach.

Hybrid programs: In the “performance level achieved” column, assess apprentices’ performances on each competency using the 0–4 scale above. In the “hours” row, identify a range of hours apprentices should spend working on each major job function. 












		Job Function 1: Plans a new IT project



		Hours (time-based and hybrid programs only): 



		Competencies

		Core or optional

		Performance level achieved (0–4) (competency-based and hybrid programs only)





		A. Collaborates with managers and stakeholders to identify a need and/or solution and gathers requirements and financial projections to build a business case for a project

		Core

		



		B. Creates a project charter, including goals and objectives, statement of purpose, stakeholders/collaborators, and measures of success or key performance indicators

		Core

		



		C. Documents a project’s baseline timeline, deliverables schedule, milestones, and target delivery dates

		Core

		



		D. Identifies the appropriate approach for managing a project based on its goal (e.g., choosing to implement a predictive, iterative, or a hybrid of both approaches)

		Core

		



		E. Identifies resource requirements and obtains commitments for internal, external, and procured resources for all phases of the project

		Core

		



		F. Embraces the appropriate resource management tools and approaches to track budgets, labor hours, timelines and schedules, and other resources relevant to the project

		Core

		



		G. Establishes shared documentation and collaboration spaces, communication plans, and meeting cadence to facilitate project execution and control processes 

		Core

		



		H. Ensure compliance with financial, regulatory, and any relevant internal or external standards impacting the project

		Core

		



		I. Develops risk identification, mitigation, and monitoring strategies relevant to the project

		Core

		







		Job Function 2: Manages resource capacity and allocations



		Hours (time-based and hybrid programs only):



		Competencies

		Core or optional

		Performance level achieved (0–4) (competency-based and hybrid programs only)





		A. Develops dashboards and other data tools to track and monitor the project’s budget, labor hours, and other resources

		Core

		



		B. Works with data analysts to understand the generation of a project’s key performance metrics 

		Core

		



		C. Identifies budget overruns, discrepancy in manhours, and other changes to the original resource allocation

		Core

		



		D. Prepares financial reports throughout the life of the project, working with team members and other internal stakeholders to collect the information needed

		Core

		



		E. Maintains data on expenses and work hours for a project’s resource management tools on a regular basis

		Core

		







		Job Function 3: Manages schedules and timelines



		Hours (time-based and hybrid programs only):



		Competencies

		Core or optional

		Performance level achieved (0–4) (competency-based and hybrid programs only)





		A. Monitors progress on deliverables to identify delays in the project’s timeline and works with stakeholders to adjust as needed

		Core

		



		B. Updates a project’s timeline, milestones, and deliverables dates in project management tracking tools regularly

		Core

		



		C. Conducts regular check-ins with the project team on work progress, working with team leads to document and assess progress

		Core

		



		D. Pans out a schedule of sprints throughout the life of the project, using methods such as time-boxing

		Core

		



		E. Schedules and plans end-of-sprint ceremonies with stakeholders

		Core

		



		F. Participates in meetings as related to adding or removing any personnel or resources from the project 

		Core

		







		Job Function 4: Oversees the execution of an IT project



		Hours (time-based and hybrid programs only):



		Competencies

		Core or optional

		Performance level achieved (0–4) (competency-based and hybrid programs only)





		A. Implements the project plan and appropriate project management methodology, tasking project activities to produce timely project deliverables accordingly

		Core

		



		B. Executes project resources in accordance with the project plan

		Core

		



		C. Produces regular status or update reports to stakeholders to inform them of a project’s progress

		Core

		



		D. Creates and maintains a backlog list of tasks or features implemented throughout the life of the project

		Core

		



		E. Predicts the impact of delays, dependencies, and other influences throughout the project lifecycle, updating the risk register as needed

		Core

		



		F. Coordinates project/product launch activities

		Core

		



		G. Assists with coding to produce simple insights from data, including generating code using AI tools and collaborating with IT stakeholders 

		Optional

		







		Job Function 5: Closes an IT project



		Hours (time-based and hybrid programs only):



		Competencies

		Core or optional

		Performance level achieved (0–4) (competency-based and hybrid programs only)





		A. Obtains final acceptance of deliverables from stakeholders to achieve project closeout

		Core

		



		B. Evaluates deliverables and lessons learned, documenting their findings

		Core

		



		C. Facilitates administrative and financial closure to comply with organizational and stakeholder requirements

		Core

		



		D. Releases project resources per organizational procedures to optimize resource utilization

		Core

		



		E. Prepares final and internal learning reports (or other relevant materials) needed to close out a project

		Core

		



		F. Preserves project database, required applicable and tracking tools, and documentation

		Core

		








		Job Function 6: Manages testing, change management, and adoption of project deliverables



		Hours (time-based and hybrid programs only):



		Competencies

		Core or optional

		Performance level achieved (0–4) (competency-based and hybrid programs only)





		A. Builds out an adoption or change management plan (e.g. pre- and post-implementation communications, stakeholder support, training materials or FAQs for staff, supports for using project tools)

		Core

		



		B. Coordinates development of user testing, quality assurance testing, downtime for implementing changes, and launch plans in collaboration with team members and other stakeholders

		Core

		



		C. Adapts, as needed, a project’s implementation approach based on the team’s experience on the project and their needs

		Core

		



		D. Coordinates implementation of adoption or change management plan, including training resources or communications

		Core

		



		E. Predicts the impact of outcomes, issues, dependencies, and other influences throughout the project lifecycle

		Core

		



		F. Coordinates meeting with stakeholders and users to conduct user research, quality assurance testing, and user acceptance testing

		Core

		



		G. Updates a project’s stakeholder registry

		Optional

		



		H. Helps identify and implement new IT tools or processes to improve timelines or product outcomes, as needed

		Optional

		







		Job Function 7: Collaborates and communicates with internal and external stakeholders 



		Hours (time-based and hybrid programs only):



		Competencies

		Core or optional

		Performance level achieved (0–4) (competency-based and hybrid programs only)





		I. Acts as a conduit between technical and non-technical stakeholders by translating complex technical details to non-technical stakeholders and translating business requirements to technical stakeholders

		Core 

		



		J. Communicates project needs effectively during daily stand-up meetings, retrospectives, and end-of-sprint ceremonies with project stakeholders

		Core

		



		K. Collaborates with technical and non-technical stakeholders to reconcile technical and business requirements, pass down information from application users to developers, integrate lessons learned throughout the life of a project, and manage resource use

		Core

		



		L. Regularly communicates in a timely and professional manner with stakeholders

		Core 

		



		M. Gives, receives, and acts upon constructive feedback

		

		



		N. Effectively manages conflict using relevant conflict resolution strategies to resolve disagreements among stakeholders or team members in a constructive and professional manner

		Core

		



		O. Independently solves problems using critical thinking and asks clarifying questions

		Core

		



		P. Conducts oneself with integrity and professionalism and follows organizational policies and procedures

		Core

		



		Q. Effectively communicates project updates on existing projects and any lessons learned from closed projects with organizational leadership (including CTOs or CIOs)

		Optional 

		







		Job Function 8: Stays abreast of emerging technologies and supports training system users



		Hours (time-based and hybrid programs only):



		Competencies

		Core or optional

		Performance level achieved (0–4) (competency-based and hybrid programs only)



		A. Stays updated on the latest trends, best practices, and advancements in technology, including artificial intelligence (AI)

		Core

		



		B. Facilitates access to training (e.g., videos) for systems, applications, and software, using tools including AI to generate training materials as needed

		Core

		 



		C. Actively engages in ongoing IT education and certifications 

		Core

		 



		D. Supports the continuing education and technical training of other staff members by sharing relevant professional development opportunities

		Core

		



		E. Assists in the testing of applications or platforms

		Optional

		



		F. Explores new and relevant technologies and tools, security protocols, applications, etc., for their potential integration into a project’s workflow 

		Optional

		










Related Technical Instruction 

		IT Project Managers

Program approach type (time-based, competency-based, hybrid):

		ONET-SOC Code: 15-1299.09

RAPIDS Code: 1048

 





 

Instructions for Use: 

Registered Apprenticeships must include at least 144 hours of Related Technical Instruction (RTI). Courses offered by accredited colleges and universities may be assigned a credit hour determination rather than a contact hour determination. In general, an academic credit unit is the equivalent of 15 clock hours of instruction. 

Development and Use of this RTI Outline: Employers and academic institutions may approach RTI in markedly different ways. Our goal was not to identify the single best way to provide RTI, or to identify a single provider whose content we deemed to be superior. Instead, our goal was to survey a number of education providers, including employers, institutions of higher education, high schools, private continuing education providers, labor organizations, professional associations and, in some cases, municipalities that provide worker training, to identify topics or courses common among those providers that align with the job functions included in this WPS. Those common topics or courses are reflected in the RTI Outline provided below, which may be useful in developing your RTI program or communicating your needs to an educational partner.

		Licensure or certification requirements: Although there are no states that require IT project management professionals to be licensed or certified, many employers give hiring preference to individuals who hold one or more industry-based certificates in project management. Examples of such certificates include:

Google Project Management: Professional Certificate

Certified Associate in Project Management

Microsoft Project Management Certificate

IBM IT Project Manager Professional Certificate

Project Management Professional (PMP) Certification

Agile Certified Practitioner (PMI-ACP)

CompTIA Project+

Certified ScrumMaster (CSM)

PRINCE2 Foundation/Practitioner



		Degree requirements for licensure or certification, if applicable: None



		Accreditation requirements of instructional provider for licensure or certification, if applicable: Not applicable



		Anticipated changes in licensure or certification requirements, if known: None



		Examples of state licensure or certification requirements: Not applicable





 

		Examples of RTI providers for this occupation 



		Professional associations and labor organizations: The Network Professional Association sponsors the Certified Network Professional (CNP) certification program for IT and network professionals (https://www.npa.org/public/careers_certification.cfm).

The Association for Computing Machinery (ACM) also offers a variety of educational resources for students and professionals in computing and informational technologies, including online books, courses, and training videos (https://www.acm.org/education/about-education). Access to these resources is made available to paid ACM Members.

Military: There are several apprenticeship programs under the United Services Military Apprenticeship Program (USMAP) that provide training related to the IT project manager occupation. These include Administrative Services Manager and Cyber IT Knowledge Manager, as well as others (https://usmap.osd.mil/find-a-trade.htm). 

Federal: Not applicable

States/municipalities: Not applicable

Colleges and universities: There are many accredited colleges and universities that offer coursework and educational programming leading to relevant degrees and certifications for IT project managers and other IT industry professionals.

No-cost online providers: The Project Management Institute supports IT project managers, providing free online courses that allow professionals to strengthen their skills as well as develop new skills, with courses like Business Continuity, Disciplined Agile Essentials and Talking to AI: Prompt Engineering for Project Managers (https://www.pmi.org/learning/free-online-courses). 

Online platforms, like Coursera, also offer courses relevant to IT project managers at no cost.

Continuing education or specialty education providers: In the IT field, there are many providers that offer education and training programs, as well as certification programs, for users competent in particular software, systems or services. 







		Prerequisite knowledge, skills or experience typically required by RTI providers for this occupation 



		Many employers and RTI providers will expect apprentices to have basic familiarity with IT products, systems, and/or applications development prior to enrolling in this program.







		Employer Onboarding



		Hours: 1–3



		Sample learning objectives

· Explain the mission of the employer’s organization.

· Explain the organizational structure of the employer’s organization.

· Explain the chain-of-command in the employer’s organization, as well as the steps an  employee should take to report concerns about practices or behaviors in the workplace or to share ideas about how to improve processes or efficiencies.

· Explain the employer’s policies for workplace conduct and ethics.

· Explain the employer’s policies regarding medical leave and vacation.

· Explain the requirements of the apprenticeship program and the role of the apprentice in the organization’s business activities. 

· Demonstrate effective use of techniques to manage time, including prioritizing among outstanding tasks or deliverables, and communicating to others about the likely timeline for your response or product delivery.







		Communication in the Work Environment



		Hours: 30–45



		Sample learning objectives

· Demonstrate the ability to properly use electronic communication technologies, such as email, text messaging, chat messaging, and client services software.

· Demonstrate the ability to properly format an email, a memorandum, and a business letter, and to compose correspondence using proper sentence structure, grammar, punctuation, spelling, and word choices.

· Explain and access resources to enable communication with those who do not speak English, who have hearing or speech limitations, or who have intellectual disabilities or age-related cognitive deficiencies.

· Demonstrate the ability to engage in active listening and to summarize information provided by another person orally and in writing.

· Explain the importance of teamwork and describe strategies that effective teams use to engage all members of the team and exploit each members’ unique talents and expertise.

· Demonstrate the ability to use problem-solving strategies when disagreements arise among team members. Explain the importance of having civil disagreements and demonstrate the ability to listen and understand a position different from your own and explain why that position may have merit.

· Discuss appropriate strategies for assisting others in the workplace who appear to be struggling, who demonstrate anxiety or anger, or who are showing signs of stress or anxiety, or who may pose a threat to others. 

· Demonstrate the use of AI-enhanced communication tools (e.g., meeting transcription, automated summaries, chatbot support) to streamline team collaboration.

· Explain the importance of responding promptly to calls, emails or messages, even if it will take additional time to resolve an individual’s concern or provide the requested information or service.

· Demonstrate proper etiquette when initiating, receiving or responding to phone calls, voicemail, emails, or text messages.

· Demonstrate the ability to leave a clear and concise voicemail that communicates the date, time, and purpose for your call and the information or service you are requesting of the recipient.

· Demonstrates the ability to implement basic conflict resolution techniques, such as active listening, de-escalation, and collaborative problem-solving, among others.







		Mathematics for Business



		Hours: 30–45



		Sample learning objectives

Compare, order, and convert percentages, fractions, mixed numbers, and decimals.

Graph and solve one- and two-variable linear equations and quadratic functions. 

Compute slopes, midpoints, and distances using formulas.

Calculate probabilities, mean, median, mode, range, and standard deviation.

Compute depreciation and report it on a balance sheet.

Compare accounting terms related to interest, credit, and purchases.

Solve problems involving interest, markups, markdowns, annual rates, and other financial equations.

Calculate types of costs, ratios, stocks, and bonds.

Demonstrate the ability to calculate gross pay, net pay, taxes, and exchange rates. 

Explain the purpose and use of linear functions.

Demonstrate the ability to use polynomial functions.

Properly use exponents and perform computations using numbers in exponential form.

Demonstrate the ability to graph mathematical equations and functions.



		Introduction to Business



		Hours: 25–35



		Sample learning objectives

Describe the purpose and function of businesses and the various legal structures in which businesses operate.

Discuss the differences between privately held and publicly traded businesses.

Explain the various types of management structures used to organize and run businesses of various sizes and configurations.

Discuss the basic principles of economics, including supply and demand, wealth accumulation and distribution, and wealth management.

Discuss the ways in which business owners and leaders take and manage risk, and how risk impacts wealth accumulation and management.

Explain the principles of entrepreneurship and describe the types of personalities that tend to do well in environments that support entrepreneurship.

Explain how businesses develop products, establish prices, and market goods and services.

Explain the role of human resource professionals in the business environment.

Describe the various methods by which goods are distributed as well as the cost impact of moving goods.

Explain the role of community banks versus corporate banks and discuss the role of the Federal Reserve in banking, finance, and macroeconomics.

Discuss the purpose of credit and the elements of a credit rating or evaluation.

Explain the purpose of investment and the types of strategies used by investors to create wealth.

Explain the purpose and function of securities markets and the role of securities in building and maintaining wealth. 

Discuss the importance of ethical business practices and critique the business ethics plans of a variety of nonprofit and corporate entities.























		Introduction to Project Management



		Hours: 25–30



		Sample learning objectives

Discuss the role of project management and a project manager in designing and executing an IT project that is responsive to client needs and meets timeline and budget requirements.

Describe the core skills needed for project managers to be successful as a member and/or leader of a team.

Discuss effective strategies for effectively influencing others over whom a project manager lacks direct authority.

Discuss the different types of IT projects that management professionals may encounter, and the unique challenges and opportunities associated with each. 

Discuss the phases of the project management lifecycle and the methodologies used to navigate and complete each stage of the lifecycle.

Discuss the principal activities and strategies associated with planning and initiating a new project.

Demonstrate the ability to define a project’s scope and create measurable project goals and deliverables.

Explain effective strategies for avoiding scope creep.

Explain the Waterfall and Agile approaches to project development and discuss the advantages and disadvantages of each. 

Explain the principles behind Six Sigma and its usefulness to business development and project management.

Discuss the different types of organizations structures and how each impacts project management, organizational culture, employee engagement, problem-solving, and change management.

Discuss the evolving role of AI in project management, including the use of AI-powered tools for task planning, risk prediction, stakeholder reporting, and productivity optimization.























		Building and Maintaining Effective Project Teams



		Hours: 25–30



		Sample learning objectives

List and describe the various roles in a project team.

Explain strategies for building effective project teams.

Discuss the methods for identifying stakeholders, communicating effectively with them, and earning their buy-in for the project goals.

Demonstrate the ability to complete a stakeholder analysis and build out a RACI chart.

Explain strategies such as recognition, autonomy, growth opportunities, and purpose alignment, which can be used to motivate team members, to encourage participation by all members, and to take the appropriate action in the event that one or more members of the team are not contributing appropriately.







		Building Project Plans



		Hours: 30–45



		Sample learning objectives

Explain the importance of a well-designed, feasible, and appropriately ambitious project plan.

Explain the importance of the project kick-off meeting and demonstrate the ability to effectively lead such a meeting.

Explain the difference between tasks and milestones and demonstrate the ability to develop lists of each that are relevant to a given project.

Demonstrate the ability to engage all members of the team in the development of the project plan. 

Demonstrate the ability to use appropriate software to chart progress in completing tasks and meeting milestones.

Explain the considerations involved in developing realistic time estimates.

Develop an appropriate project schedule based on client needs and team member time estimates.

Explain the role of incentives, financial bonuses, or financial penalties in delivering projects on time and on budget.

Demonstrate the ability to develop a project plan using various tools and templates, including Kanban boards.











		Project Budgeting and Procurement



		Hours: 30–45



		Sample learning objectives

Explain the importance of establishing a budget and the factors that must be considered when starting to develop a project budget.

Explain the importance of identifying budget risks and developing contingencies to reduce the financial impact of those risks and challenges.

Explain the key components of a budget and demonstrate the ability to develop an accurate budget for projects of different types and magnitudes.

Discuss the potential risks of union contracts, negotiations, or breakdowns on project budgets and timelines.

Explain the key elements of the procurement process and develop a procurement plan for projects of different scope and size.

Demonstrate the ability to develop a statement of work that accurately communicates to potential vendors or team members the expectations of the project and the specifications that will apply to their work. 

Differentiate between requests for proposals, bid requests, and sole source vendor contracts.

Explain the unique requirements of procurement that vendors supporting federal agencies must meet.

Discuss the ethical challenges that may occur in the procurement process and the principles that team leaders and procurement managers must follow to avoid unethical conduct.

Explain the impact of federal export control regulations on IT project planning, management, and budgeting.

Explain the impact of natural disasters, transportation interruptions, military conflicts, trade agreements, and international tariff requirements on procurement.

Demonstrate the ability to maintain accurate documentation related to purchasing and procurement.





















		Computer Hardware and Networks



		Hours: 20–30



		Sample learning objectives

· List, describe, and identify key components of laptops, desktops, and mobile devices.

· Demonstrate the ability to assemble a motherboard, CPU, power supply, and printer.

· Explain the key components of a computer network and the ways in which computers, printers, and mobile devices can be connected via a network.

· Describe storage options and demonstrate the ability to set up appropriate storage protocols.

· Discuss the advantages and disadvantages of Windows and Linux servers and demonstrate the ability to configure a server.

· Explain the purpose of a proxy server.

· Discuss the role of network components such as routers, switches, and access points.

· Discuss the key elements of network topology architectures.

· Identify physical interfaces and cabling types.

· Explain IPv4 and IPv6 configuration.

· Discuss key concepts of and considerations for IP connectivity, such as routing tables, router decisionmaking, configuring and verifying IPv4 and IPv6 static routing and single area OSPFv2, as well as first hop redundancy protocol.

· Explain the technical fundamentals of wireless technology, virtualization, and switching.

· Explain the process for configuring and verifying network address translation (NAT) and network time protocol (NTP), describing dynamic host configuration protocol (DHCP), domain name system (DNS), simple network management protocol (SNMP), and syslog features.

· Describe trivial file transfer protocol or file transfer protocol (TFTP/FTP).

· Compare traditional networks with controller-based networks.







		Computer Operating Systems



		Hours: 25–40



		Sample learning objectives

List common features and commands of Microsoft Windows, Apple macOS, LinuxOS, ChromeOS, and AWS OS

Discuss the advantages and disadvantages of each available operating system and discuss key considerations when selecting an operating system.

Demonstrate the ability to install and update an operating system, troubleshoot common issues, and discuss the importance of SOHO networks.

Demonstrate the use of active directory, MS Windows security tools, and data destruction to secure mobile devices.

Discuss protocols and tools used to establish and maintain data privacy and security.

Discuss the importance of collecting and analyzing network participation data.

Demonstrate the ability to use various tools and protocols, including automated tools and processes, to collect and analyze network participation data. 







		Cloud Computing



		Hours: 30–45



		Sample learning objectives

PC–based:

· Describe the elements in a typical computer network, such as the user space, the kernel space, hardware, cloud storage, and print servers.

· Describe the five-layer model of computer networks.

· Describe the standard protocols involved in setting up a small office/home office network.

· Describe how TCP/IP protocols govern how data is transmitted over the internet.

· Explain how Wi-Fi and Ethernet work to connect devices to a network.

· Explain the types of tools and techniques used to troubleshoot networks. 

· Explain how network services like DNS and DHCP work to make computer networks run.

· Explain the theory of cloud computing as a service provider and data storage utility.

· Compare and contrast cloud computing concepts.

· Set up client-side virtualizations.



Apple-based:

· Explain and demonstrate the process used to update, upgrade, and reinstall macOS Mojave, or current operating system.

· Explain the techniques used for managing file systems, storage, encryption, permissions, and file sharing.

· Use hidden items, shortcuts, file archives, metadata, and Spotlight. Manage system resources and Time Machine.

· Discuss strategies and techniques for managing basic and advanced network settings; troubleshoot network issues.

· Discuss and describe techniques for managing network services, host sharing, and a personal firewall.

· Explain the process for managing printers and scanners; troubleshoot peripherals, startup, and other system issues. 

· Set-up virtualizations that permit Mac users to utilize software designed for use on a Windows OS.

CompTia A+ Certification:

· Compare and contrast the five basic operating systems currently available and explain the advantages and disadvantages of each.

· Configure, install and upgrade operating systems, including Windows, Apple/Mac OS X, Linux, iOS, Android, and Windows Mobile.

· Explain the role of virtualization systems and provide examples of when it might be necessary for an individual or organization to rely on virtualization to run apps written for a different operating system than the primary operating system in use. 

· Install and image virtual machines

· Set up and troubleshoot peripheral devices.

· Assemble and disassemble computing hardware.

· Set up and support basic home and small office networks.

· Implement cybersecurity controls appropriate to helpdesk and technical support roles.

· Troubleshoot and support end-user access to applications and data. 







		Microsoft Azure Cloud Services (Optional)



		Hours: 25–35



		Sample learning objectives

Explain the benefits of cloud computing.

Describe Microsoft Azure services and components.

Describe and demonstrate the ability to use various Azure management tools.

Demonstrate the ability to select the correct Microsoft Azure Artificial Intelligence service to address different kinds of business needs. 

Describe Microsoft Azure security solutions.

Determine the amount of cloud storage required for the organization.

Develop a cloud governance strategy for stored data.

Explain the components of Azure service-level agreements and how those can impact application design decisions and business storage needs.








		AWS Cloud Architecture (Optional)



		Hours: 25–35



		Sample learning objectives

Explain the primary function and infrastructure of AWS.

Differentiate between on-site, hybrid-cloud, and all-in-cloud configurations.

Identify the advantages and disadvantages of AWS cloud.

Explain how AWS cloud architecture can be used to compute, network, database, and storage.

Describe the core AWS security principles and key elements to a secure data storage and application usage.

Explain the purpose of multifactor authentication.

Differentiate between the AWS identity and access management systems.

Explain and differentiate between various AWS storage and database solutions, including elastic block storage, simple storage, elastic file system, relational database service, and DynamoDB.

Explain the various options available to monitor the AWS environment, such as CloudWatch, CloudTrail, and Trusted Advisor. 

Describe the basic processes or steps for AWS cloud migration.

Explain the core billing, account management, and pricing models for AWS cloud utilization and storage. 







		Linux Foundations (Optional)



		Hours: 20–30



		Sample learning objectives

· Explain the purpose, advantages, and disadvantages of open-source software.

· Explain the history and uses of Linux operating systems.

· Explain the purpose of the shell, kernel, and user spaces.

· Discuss the purpose of the graphical user interface.

· Explain the theory of file management in Linux as well as file system hierarchy.

· Discuss the process of editing files using Vim.

· Demonstrate the ability to set up users and user groups in Linux.

· Configure networks using Linux.

· Demonstrate the ability to define access rights for files, identify users and groups, and adjust access permissions.

· Demonstrate the ability to configure systems, apply settings, and customize the terminal window.

· Demonstrate the ability to configure networks and establish security protocols.







		Computer and Network Security



		Hours: 30–45



		Sample learning objectives

Explain the tactics used to execute a nefarious data breach, such as through the use of malware, phishing attacks, physical intrusion, etc.

Discuss tools and techniques used to monitor data and network security.

Explain how firewalls are used to secure networks and data and demonstrate the ability to set up an effective firewall.

Discuss the purpose of virtual private networks (VPNs) and demonstrate the ability to establish and troubleshoot a VPN and add users to the network.

Discuss the use of access control to secure networks and data.

Explain the effective use of passwords and develop an effective password policy for organizations of small, medium, and large size.

Explain layer 2 security features.

Discuss key considerations of wireless security protocols.

Describe effective strategies for disaster mitigation and recovery.







		Software Design, Testing, and Maintenance (Optional)



		Hours:  30–45



		Sample learning objectives

· Explain the importance of software architecture as a blueprint for software development.

· Name and discuss the relevance of various types of software architecture—such as microservice, nanoservice, or microkernel—and their purpose in software development.

· Identify the subsystems and components of a software design project.

· Discuss the types of interfaces and communication required within a software system and describe how they are built into the overall software development plan.

· Discuss options available for the development or inclusion of a database in software design, as well as effective strategies and tools for securing and backing-up data.

· Discuss the importance of system design principles, such as modularity, abstraction, encapsulation, decomposition, and concurrency, to enable better testing, modification, and maintenance of software systems.

· Discuss effective tools and strategies used to test software systems, such as end-to-end testing and unit testing.

· Discuss the importance of automation tools and describe the types of automation tools currently available. 

· Explain the importance of client interviews in determining key software features of interest, such as scalability, security, fault tolerance, flexibility, and precision.

· Demonstrate the ability to develop a software system development budget and timeline and to evaluate progress against each during the development cycle.

· Explain the importance of technical documentation and demonstrate the ability to create a technical document as part of a software development project.







		Database Structure and Function Using Microsoft Azure (Optional)



		Hours: 30–45



		Sample learning objectives

· Describe the purpose of Azure database services.

· Explain options available for level of control for databases.

· Explain the purpose and function of relational database technologies.

· Describe the managed database services available through Azure, such as Azure SQL Database.

· Differentiate between Infrastructure as a Service ( IaaS) and Platform as a Service (PaaS) database infrastructure and the advantages and disadvantages of each. 

· Explain the differences between Azure Managed Instance for Apache Cassandra and Azure Cosmos DB for Apache Cassandra.

· Discuss the tools available to graphically display data managed using Microsoft Azure.







		Relevant military experience 



		Army

25B—Information Technology Specialist

25D—Cyber Network Defender



Air Force

1D7X1A—Network Operations

1D7X1B—Systems Operations

1D7X1D—Security Operations







		Occupational insights 



		33.6 percent of IT project managers are women and 66.4 percent are men.

The majority of IT project managers are White (67.7 percent), 12.0 percent are Asian, 8.8 percent Hispanic or Latino, 6.2 percent are Black or African American (https://www.zippia.com/information-technology-project-manager-jobs/demographics ).
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