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1. Purpose.  To inform the staff of OA, State Apprenticeship Agencies (SAA), Registered Apprenticeship program sponsors, and other Registered Apprenticeship partners of the following new National Occupational Framework (NOF) to an apprenticeable occupation:  Cybersecurity Analyst

2. Action Requested.  OA staff should familiarize themselves with this bulletin and the attached Work Process Schedule and Related Instruction Outline, as a source for developing apprenticeship standards and/or providing technical assistance.

Cybersecurity Analyst will be added to the List of Occupations Recognized as Apprenticeable by OA located on www.apprenticeship.gov.  A suggested Work Process Schedule and Related Instruction Outline are attached.

3. Summary and Background. 
a. Summary – The occupation Cybersecurity Analyst was submitted by Mr. Zachary Boren, Senior Policy Program Manager on behalf of Urban Institute, were processed by Kirk Jefferson and approved by the Acting OA Administrator on May 30, 2025

The National Office has approved a new National Occupational Framework (NOF), developed in partnership with the Urban Institute. This NOF has met industry standards and approval; it covers job titles and occupational pathways, related functions and performance criteria, as well as academic, workplace and personal competencies for job success.  While use of NOFs in developing standards utilizing the competency-based training approach is voluntary, no additional vetting of a Work Process Schedule (WPS) utilizing the NOF should be required where a program aligns to the occupational framework described in a NOF, beyond the basic requirements set forth in 29 CFR Part 29.  While on-the-job learning (OJL) is ordinarily outlined in the WPS, sponsors who utilize a NOF must develop the Related Instruction Outline, which should be included in the standards.  Within certain limits, the sponsors of NOF apprenticeship programs are permitted to customize the job functions or competencies contained in a NOF for the Cybersecurity Analyst occupation.

However, OA encourages the use of all core competencies to be included in the approved WPS.  

b. Background – 

New/Revised Occupation Background - Under 29 CFR section 29.4, an occupation for a RAP must meet the following criteria to be determined apprenticeable:

a) Involve skills that are customarily learned in a practical way through a structured, systematic program of on-the job supervised learning;
b) Be clearly identified and commonly recognized throughout an industry;
c) Involve the progressive attainment of manual, mechanical, or technical skills and knowledge which, in accordance with the industry standard for the occupation, would require the completion of at least 2,000 hours of on-the-job learning to attain; and
d) Require related instruction to supplement the on-the job learning. 

4. New NOF Apprenticeable Occupation. The occupation Cybersecurity Analyst was submitted for an apprenticeability determination.

[bookmark: _Hlk172700693]Cybersecurity Analyst
O*NET-SOC CODE:  15-1212.00
RAPIDS Code:  4007
Type of Training: Time-based, Hybrid, Competency-based
Term Length: Time-based 2000, Hybrid 2,000 – 4,000, Competency-based 1 year

Cybersecurity Analysts perform the following duties:
· Monitors use of data files and regulates access to safeguard information in computer files;
· Identifies and analyzes network traffic anomalies;
· Participates in simulated cyberattacks or tabletop exercises;
· Routinely updates firewalls and other cybersecurity software; and
· Provides risk assessments by checking for vulnerabilities in computer, network, endpoint, cloud computing environments, and data processing systems.

5. Inquiries. If you have any questions, please contact Douglass McPherson, Supervisory Acting Director, Division of Standards and Quality at (202) 693-3783.

6. Attachments. 
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ABOUT THE URBAN INSTITUTE

The Urban Institute is a nonprofit research organization that provides data and evidence to help advance upward mobility and equity. We are a trusted source for changemakers who seek to strengthen decisionmaking, create inclusive economic growth, and improve the well-being of families and communities. For more than 50 years, Urban has delivered facts that inspire solutions—and this remains our charge today.
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Introduction to Using This Document

Under the Registered Apprenticeship Technical Assistance Centers of Excellence award, the Urban Institute leads the Occupations and Standards work. One of the main objectives of Urban’s project is to create high-quality, well-researched, consensus-based work process schedules that are nonproprietary and widely available. This document is a product of that work and contains three sections: the occupational overview, the work process schedule, and the related technical instruction.

The occupational overview is a general introduction, including alternative job titles, any prerequisites, and, if applicable, the total number of hours needed to complete a time-based or hybrid program.

The work process schedule outlines the major job functions, competencies, and/or hours an apprentice completes in a registered apprenticeship program. It outlines what apprentices are expected to learn on the job with the support of a mentor or journeyworker (a worker mastering the competencies of an occupation in a particular industry), including both core competencies and those deemed optional by experts in the field. The work process schedule is the foundational document guiding a program. 

Urban works with numerous experts to ensure the content is thoroughly researched and vetted to reflect the expectations of industry, educators, labor unions, employers, and others involved in apprenticeship for this occupation. Sponsors and employers can use the work process schedule as their program standards with assurances it has been approved by experts in the field. 

The related technical instruction presents considerations for the coursework that apprentices will undertake to supplement on-the-job learning. It is intended to serve as a reference to sponsors exploring their options for the accompanying classroom, virtual, or hybrid training.

How to Use the Work Process Schedule

Sponsors can adapt the work process schedule to accommodate their needs for competency- or time-based or hybrid programs. In a competency-based apprenticeship, sponsors assess apprentices’ progress across core and optional competencies listed in the work process schedule. In a time-based apprenticeship, apprentices complete a predetermined number of hours across major job functions and the program overall. In a hybrid apprenticeship, sponsors monitor apprentices’ hours spent on major job functions and assess their proficiency across competencies.

Each program type has a different method of assessment:

For a competency-based program, apprentices engage in activities and make progress toward proficiency in the identified competencies. Sponsors overseeing apprentices’ work assess their mastery of the outlined competencies using the following rating scale:

4—Competent/proficient (able to perform all elements of the task successfully and independently)

3—Satisfactory performance (able to perform elements of the task with minimal assistance)

2—Completed the task with significant assistance

1—Unsuccessfully attempted the task

0—No exposure (note the reason—absence, skill isn’t covered, etc.)

The competencies may be completed in any order. Apprentices must perform at a level 4 or 3 in all competencies listed as “core” to complete the apprenticeship program successfully. 

For a time-based program, sponsors monitor apprentices’ completion of hours in training across major job functions. The total number of hours recommended for this occupation is listed in the occupational overview and is based on guidance from the US Department of Labor. Generally, apprentices must have at least 2,000 hours overall for on-the-job learning, but occupations of greater complexity may require more hours. Sponsors will provide apprentices with supervised work experience and allocate the total number of hours across the major job functions to adequately train their apprentices.

The hybrid approach blends both competency- and time-based strategies. Sponsors measure apprentices’ skills acquisition through a combination of completing the minimum number of hours of on-the-job learning successfully demonstrating identified competencies. Sponsors will assess apprentices’ proficiencies as described for competency-based programs with a rating scale of 0–4 for every core competency. Generally, apprentices have at least 2,000 hours overall for on-the-job learning, but occupations of greater complexity may require more hours. Sponsors will document apprentices’ completion within a minimum and maximum range of hours assigned for each major job function.
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Occupational Purpose and Context

Cybersecurity analysts plan, implement, upgrade, or monitor security measures for the protection of computer networks and information. They assess system vulnerabilities for security risks and propose and implement risk mitigation strategies. They may ensure appropriate security controls are in place that will safeguard digital files and vital electronic infrastructure. They may respond to computer security breaches and viruses. 

Potential Job Titles

Information security analyst, information security officer; information security specialist; information systems security analyst; information technology security analyst (IT security analyst); network security analyst; security analyst; systems analyst; information technology specialist; cyber defense analyst; cybersecurity support technician; security operator; defensive cybersecurity analyst; information security/network security engineer; system/application security tester; incident responder

Apprenticeship Prerequisites

A high school diploma or equivalent is recommended, as well as previous experience working with computers. May require an associate’s or four-year bachelor’s degree. 

Recommended Length of Apprenticeship (Time/Hybrid Programs Only)

The recommended length of time for on-the-job training in a cybersecurity analyst apprenticeship is 2,000–4,000 hours.







		Cybersecurity Analyst



		ONET-SOC Code: 15-1212.00

RAPIDS Code: 4007







Work Process Schedule



Instructions for Use:

Competency-based programs: In the “performance level achieved” column of the work process schedule (see examples starting on the next page), assess apprentices’ performances on each competency with the scale below. No monitoring of hours is required for this approach. See “Guidelines for Competency-Based, Hybrid and Time-Based Apprenticeship Training Approaches,” US Department of Labor, Employment and Training Administration, Office of Apprenticeship, October 20, 2015, https://www.apprenticeship.gov/sites/default/files/bulletins/Cir2016-01.pdf.

4—Competent/proficient (able to perform all elements of the task successfully and independently)

3—Satisfactory performance (able to perform elements of the task with minimal assistance)

2—Completed the task with significant assistance

1—Unsuccessfully attempted the task

0—No exposure (note the reason—absence, skill isn’t covered, etc.)

Time-based programs: In the “hours” row, specify the number of hours apprentices will fulfill for each job function. No assessment of competencies is required for this approach.

Hybrid programs: In the “performance level achieved” column, assess apprentices’ performances on each competency using the 0–4 scale above. In the “hours” row, identify a range of hours apprentices should spend working on each major job function. 






		Job Function 1: Monitors computer systems, networks, and cloud computing environments to identify threats and security incidents



		Hours (time-based and hybrid programs only):



		Competencies

		Core or optional

		Performance level achieved (0–4) (competency-based and hybrid programs only)





		A. Tracks reports of computer viruses or endpoint protection systems to ensure they are configured properly and proactively protect an organization’s systems 

		Core

		



		B. Monitors use of data files and regulates access to safeguard information in computer files

		Core

		



		C. Uses company’s vulnerability management system and other technologies and tools to monitor computer systems and check for vulnerabilities 

		Core

		



		D. Works with team to continuously monitor and analyze the organization’s network, cloud computing, and endpoint traffic to identify threats or security breaches

		Core

		



		E. Troubleshoots issues with computers, applications, systems, or networks

		Core

		



		F. Recommends vulnerability remediation and risk mitigation strategies

		Core

		



		G. Recommends strategies for strengthening networks, endpoints, and/or cloud computing environments against future attacks

		Core

		



		H. Performs continuous monitoring of system activity

		Core

		



		I. Identifies and analyzes network traffic anomalies

		Core

		



		J. Determines causes of network alerts

		Core

		



		K. Distinguishes between benign or potentially malicious cybersecurity attacks and intrusions

		Core

		



		L. Identifies network device applications and operating systems

		Core

		








		Job Function 2: Implements security measures to protect organization against security incidents





		Hours (time-based and hybrid programs only): 



		Competencies

		Core or optional

		Performance level achieved (0–4) (competency-based and hybrid programs only)





		A. Determines adequacy of access controls 

		Core

		



		B. Encrypts data transmissions and erects firewalls to conceal confidential information 

		Core

		



		C. Safeguards sensitive data and information

		Core

		



		D. Uses current and most up to date software and technology to protect company data from malicious attacks (e.g., malware, phishing, DNS tunneling) 

		Core

		



		E. Complies with security protocols, incident response policies and procedures, playbooks, and best practices to respond to and mitigate a potential security incident 

		Core

		



		F. Participates in simulated cyberattacks or tabletop exercises 

		Core

		



		G. Documents computer security and emergency measures, including policies and procedures

		Core

		



		H. Recommends strategies and modifications for strengthening networks, endpoints, and/or cloud computing environments against future attacks and vulnerabilities

		Core

		



		I. Isolates and removes malware

		Core

		



		J. Establishes intrusion set procedures

		Core

		



		K. Routinely updates firewalls and other cybersecurity software

		Optional

		








		Job Function 3: Tests systems for vulnerabilities and to assess risks 



		Hours (time-based and hybrid programs only):



		Competencies

		Core or optional

		Performance level achieved (0–4) (competency-based and hybrid programs only)





		A. Provides risk assessments by checking for vulnerabilities in computer, network, endpoint, cloud computing environments, and data processing systems 

		Core

		



		B. Tests risk mitigation strategies prior to deployment 

		Core

		



		C. Determines effectiveness of system implementation and testing processes

		Core

		



		D. Determines if security control technologies reduce identified risk to acceptable levels

		Core

		



		E. Uses organization’s cybersecurity software to conduct threat modeling and analysis

		Optional

		







		Job Function 4: Communicates effectively with team members and collaborates to resolve security issues and concerns



		Hours (time-based and hybrid programs only):





		Competencies

		Core or optional

		Performance level achieved (0–4) (competency-based and hybrid programs only)





		A. Discusses and remediates security violations

		Core

		



		B. Collaborates with individuals across internal departments or other stakeholders to respond to and resolve security incidents 

		Core

		



		C. Notifies individuals across internal departments or other stakeholders about potential security concerns or threats

		Core

		



		D. Assists with training computer users about new security products and procedures to promote security awareness

		Core

		



		E. Develops constructive and cooperative working relationships with others, and maintains them over time

		Core

		



		F. Advises stakeholders on disaster recovery, contingency, and continuity of operations plans

		Core

		



		G. Communicates cybersecurity attacks and intrusions to team members and superiors 

		Core

		



		H. Advises stakeholders on vulnerability compliance

		Core

		



		I. Fosters open communication through active listening and facilitates shared understanding across teams and clients

		Core

		



		J. Offers and accepts feedback respectfully, meets others with empathy, and seeks additional feedback and perspectives

		Core

		



		K. Abides by principles of inclusion and equity in communication with team members and superiors

		Core

		



		L. Assists team with making recommendations for security upgrades and enhancements to management or senior IT staff

		Optional 

		







		Job Function 5: Identifies, investigates, and responds to cyberattacks and security incidents 



		Hours (time-based and hybrid programs only):



		Competencies

		Core or optional

		Performance level achieved (0–4) (competency-based and hybrid programs only)





		A. Tracks cyberattacks or security incidents from detection through resolution 

		Core

		



		B. Initiates incident response processes

		Core

		



		C. Under supervision, estimates impact of threats to company’s information and data 

		Core

		



		D. Drafts pre- and post-incident reports that document general metrics, attempted attacks, security incidents, and lessons learned

		Core

		



		E. Assists with developing response or contingency plans to limit damage 

		Core

		



		F. Conducts post-incident analysis to identify root causes of security incidents 

		Core

		



		G. Determines the operational and safety impacts of cybersecurity lapses

		Core

		



		H. Detects cybersecurity attacks and intrusions

		Core

		



		I. Identifies anomalous network activity and potential threats to network resources

		Core

		



		J. Assists with refining and strengthening incident response plans, procedures, or playbooks 

		Optional

		







		Job Function 6: Participates in ongoing professional development



		Hours (time-based and hybrid programs only):



		Competencies

		Core or optional

		Performance level achieved (0–4) (competency-based and hybrid programs only)





		A. Stays informed about current industry-specific technology developments, including emerging technologies (e.g. artificial intelligence) 

		Core

		



		B. Remains up-to-date about latest cybersecurity trends

		Core

		



		C. Develops professional development goals and plans to accomplish goals 

		Core

		



		D. Participates in relevant seminars, workshops, conferences, and leadership programs 

		Optional

		








Related Technical Instruction 

		Cybersecurity Analyst

Program approach type (time-based, competency-based, hybrid): [specify]

		ONET-SOC Code: 15-1212.00

RAPIDS Code: 4007

 





 

Instructions for Use: 

Registered Apprenticeships must include at least 144 hours of Related Technical Instruction (RTI). Courses offered by accredited colleges and universities may be assigned a credit hour determination rather than a contact hour determination. In general, an academic credit unit is the equivalent of 15 clock hours of instruction. 

Development and Use of this RTI Outline: Employers and academic institutions may approach RTI in markedly different ways. Our goal was not to identify the single best way to provide RTI, or to identify a single provider whose content we deemed to be superior. Instead, our goal was to survey a number of education providers, including employers, institutions of higher education, high schools, private continuing education providers, labor organizations, professional associations and, in some cases, municipalities that provide worker training, to identify topics or courses common among those providers that align with the job functions included in this WPS. Those common topics or courses are reflected in the RTI Outline provided below, which may be useful in developing your RTI program or communicating your needs to an educational partner.

		Licensure or certification requirements: Although there are no licensure requirements in this occupation, employers frequently seek employees who hold relevant cybersecurity certifications. 

Certifications relevant to this field include:

· CompTIA Security +

· Certified Ethical Hacker (CEH)

· GIAC Security Essentials Certification (GSEC)

· EC-Council Certified SOC Analyst (CSA)



		Degree requirements for licensure or certification, if applicable: None



		Accreditation requirements of instructional provider for licensure or certification, if applicable: None



		Anticipated changes in licensure or certification requirements, if known: None known



		Examples of state licensure or certification requirements: Not applicable





 

		Examples of RTI providers for this occupation 



		Professional associations and labor organizations: The Association for Computing Machinery (ACM) offers a variety of educational resources for students and professionals in computing and informational technologies, including online books, courses, and training videos (https://www.acm.org/education/about-education). Access to these resources is made available to paid ACM members.

The BPCnet Resource Portal (Broadening Participation in Computing) maintains a collection of resources and activities relevant to key focus areas within computing, such as career preparation, building community, and mentoring (https://bpcnet.org/resource-library). 

Military: Instruction for Cybersecurity Analysts (in the military, called Cybersecurity Specialists), in addition to complete basic military training, combines classroom hours with on-the-job instruction. This involves extensive technical preparation in tasks such as database design, computer networking, and communications systems skills (https://www.todaysmilitary.com/careers-benefits/careers/cyber-security-specialists). The US Department of Defense also offers a Cyberspace Workforce Tool that defines qualifications to serve in cybersecurity roles (https://milgears.osd.mil/cswf). 

Federal: Some government agencies, like the National Security Agency (NSA), offer developmental programs that are designed to enhance skills and improve within a specific discipline. The NSA offers an Intrusion Analyst Skill Development Program, which “builds on basic network analysis, computer science and cybersecurity skills by augmenting those skills with intermediate training and organizational tours” (https://www.intelligencecareers.gov/nsa/development-program). The National Initiative for Cybersecurity Careers and Studies also offers online courses (https://niccs.cisa.gov/education-training/cisa-learning). The Cybersecurity and Infrastructure Security Agency (CISA) offers the Federal Cyber Defense Skilling Academy for federal workers to develop foundational cybersecurity skills (https://www.cisa.gov/federal-cyber-defense-skilling-academy). 

States/municipalities: Not applicable

Colleges and universities: There are many accredited colleges and universities that offer coursework

and educational programming leading to relevant degrees and certifications for Cybersecurity Analysts. The National Centers of Academic Excellence in Cybersecurity (CAE) is a community of colleges and universities that meet the rigorous curriculum and program requirements outlined by the program’s sponsor, the NSA (https://caecommunity.org). 

No-cost online providers: SANS Institute provides free training and resources on cybersecurity

fundamentals (https://www.sans.org/cyberaces). The National Institute of Standards and Technology (NIST) has identified free and low-cost online cybersecurity learning content (https://www.nist.gov/itl/applied-cybersecurity/nice/resources/online-learning-content). NIST has also identified cybersecurity competitions (https://www.nist.gov/itl/applied-cybersecurity/nice/community/community-coordinating-council/cybersecurity-skills-0).

Continuing education or specialty education providers: There are many providers of information technology that offer education and training programs and certification programs, for individuals interested in particular software, systems, or services. NIST’s Education and Training Catalog helps cybersecurity professionals find online and in-person courses (https://niccs.cisa.gov/education-training/catalog). 







		Prerequisite knowledge, skills or experience typically required by RTI providers for this occupation 



		Some RTI providers will require individuals to have some professional experience working as a help desk support technician, a network installation technician, or an IT generalist before enrolling in courses focused on network administration.







		Employer Onboarding



		Hours: 1–3



		Sample learning objectives

· Explain the mission of the employer’s organization.

· Explain the organizational structure of the employer’s organization.

· Explain the chain-of-command in the employer’s organization, as well as the steps an employee should take to report concerns about practices or behaviors in the workplace or to share ideas about how to improve processes or efficiencies.

· Explain the employer’s policies for workplace conduct and ethics.

· Explain the employer’s policies regarding medical leave and vacation.

· Explain the requirements of the apprenticeship program and the role of the apprentice in the organization’s business activities. 

· Demonstrate effective use of techniques to manage time, including prioritizing among outstanding tasks or deliverables and communicating to others about the likely timeline for your response or product delivery.












		Communication in the Work Environment



		Hours: 30–45



		Sample learning objectives

· Demonstrate the ability to properly use electronic communication technologies, such as email, text messaging, chat messaging, and client services software.

· Demonstrate the ability to properly format an email, a memorandum, and a business letter, and to compose correspondence using proper sentence structure, grammar, punctuation, spelling, and word choices.

· Explain and access resources to enable communication with those who do not speak English, who have hearing or speech limitations, or who have intellectual disabilities or age-related cognitive deficiencies.

· Demonstrate the ability to engage in active listening and to summarize information provided by another person orally and in writing.

· Explain the importance of teamwork and describe strategies that effective teams use to engage all members of the team and exploit each members’ unique talents and expertise.

· Demonstrate the ability to use problem-solving strategies when disagreements arise among team members. Explain the importance of having civil disagreements and demonstrate the ability to listen and understand a position different from your own, and explain why that position may have merit.

· Discuss appropriate strategies for assisting others in the workplace who appear to be struggling, who demonstrate anxiety or anger, who are showing signs of stress or anxiety, or who may pose a threat to others. 

· Explain the importance of responding promptly to calls, emails or messages, even if it will take additional time to resolve an individual’s concern or provide the requested information or service.

· Demonstrate proper etiquette when initiating, receiving, or responding to phone calls, voicemails, emails, or text messages.

· Demonstrate the ability to leave a clear and concise voicemail that communicates the date, time, and purpose for your call and the information or service you are requesting of the recipient.








		Computer Hardware and Networks



		Hours: 20–30



		Sample learning objectives

· List, describe, and identify key components of laptops, desktops, and mobile devices.

· Demonstrate the ability to assemble a motherboard, CPU, power supply, and printer.

· Explain the key components of a computer network and the ways in which computers, printers, and mobile devices can be connected via a network.

· Demonstrate the ability to troubleshoot basic printer problems.

· Describe storage options and demonstrate the ability to set up appropriate storage protocols.

· Discuss the advantages and disadvantages of Windows and Linux servers and demonstrate the ability to configure a server.

· Explain the purpose of a proxy server.

· Discuss the role of network components such as routers, switches, and access points.

· Discuss the key elements of network topology architectures.

· Identify physical interfaces and cabling types.

· Explain IPv4 and IPv6 configuration.

· Discuss key concepts of and considerations for IP connectivity, such as routing tables, router decisionmaking, configuring, and verifying IPv4 and IPv6 static routing and single area OSPFv2, as well as first hop redundancy protocol.

· Explain the technical fundamentals of wireless technology, virtualization, and switching.

· Explain the process for configuring and verifying NAT and NTP, describing DHCP, DNS, SNMP, and syslog features.

· Describe TFTP/FTP.

· Compare traditional networks with controller-based networks.








		Computer Operating Systems



		Hours: 25–40



		Sample learning objectives

List common features and commands of Microsoft Windows, Apple macOS, LinuxOS, ChromeOS, and AWS OS.

Discuss the advantages and disadvantages of each available operating system and discuss key considerations when selecting an operating system.

Demonstrate the ability to install and update an operating system, troubleshoot common issues, and discuss the importance of SOHO networks.

Demonstrate the use of active directory, MS Windows security tools, and data destruction to secure mobile devices.

Discuss protocols and tools used to establish and maintain data privacy and security. Establish access protocols and automated protocols.







		Linux Foundations



		Hours: 20–30



		Sample learning objectives

· Explain the purpose, advantages, and disadvantages of open-source software.

· Explain the history and uses of Linux operating systems.

· Explain the purpose of the shell, kernel, and user spaces.

· Discuss the purpose of the graphical user interface.

· Explain the theory of file management in Linux as well as file system hierarchy.

· Discuss the process of editing files using Vim.

· Demonstrate the ability to set up users and user groups in Linux.

· Configure networks using Linux.

· Demonstrate the ability to define access rights for files, identify users and groups, and adjust access permissions.

· Demonstrate the ability to configure systems, apply settings, and customize the terminal window.

· Demonstrate the ability to configure networks and establish security protocols.








		Microsoft Azure Cloud Services (optional)



		Hours: 25–35



		Sample learning objectives

Explain the benefits of cloud computing.

Describe Microsoft Azure services and components.

Describe and demonstrate the ability to use various Azure management tools.

Demonstrate the ability to select the correct Microsoft Azure Artificial Intelligence service to address different kinds of business needs. 

Describe Microsoft Azure security solutions.

Determine the amount of cloud storage required for the organization.

Develop a cloud governance strategy for stored data.

Explain the components of Azure service-level agreements and how those can impact application design decisions and business storage needs.







		AWS Cloud Architecture (optional)



		Hours: 25–35



		Sample learning objectives

Explain the primary function and infrastructure of AWS.

Differentiate between on-site, hybrid-cloud, and all-in-cloud configurations.

Identify the advantages and disadvantages of AWS cloud.

Explain how AWS cloud architecture can be used for computing, networking, storage, and database services.

Describe the core AWS security principles and key elements to secure data storage and application usage.

Explain the purpose of multifactor authentication.

Differentiate between the AWS identity and access management systems.

Explain and differentiate between various AWS storage and database solutions, including elastic block storage, simple storage, elastic file system, relational database service, and DynamoDB.

Explain the various options available to monitor the AWS environment, such as CloudWatch, CloudTrail, and Trusted Advisor. 

Describe the basic processes or steps for AWS cloud migration.

Explain the core billing, account management, and pricing models for AWS cloud utilization and storage. 







		Google Cloud Services (optional)



		Hours: 25–35



		Sample learning objectives

Explain the primary function and infrastructure of the Google Cloud Platform (GCP).

Explain the importance of regions and zones in GCP.

Explain the importance of instance groups and how they are used to manage complex networks.

Explain the relevance of HTTP, HTTPS, UDP, and TCP protocols.

Explain the concept of load balancing and why it is critical to the optimal function of applications being used by many users simultaneously.

Explain the purpose of managed services within GCP.

Explain and differentiate between IAAS and PAAS services.

Explain the purpose and function of Google App Engine. 

Differentiate between and explain the purpose and uses of Kubernetes and GKE. 







		Introduction to Cybersecurity



		Hours: 45–55



		Sample learning objectives

Define cyber threat, cyberattack, and cybersecurity.

Define and provide examples of current cyber defense tools, methods, and components.

Provide examples of effective cybersecurity strategies for organizations of different sizes, including organizations that operate virtually and rely on smart devices for some or all their work.

List and describe the types of network security tools used to improve cybersecurity, such as firewalls, intrusion detection systems, and virtual private networks.

List and describe the types of endpoint security tools used to improve cybersecurity, including antivirus software and endpoint detection and response tools.

List and describe the types of application security tools used to improve the cybersecurity of various applications, such as web application firewalls and static and dynamic application security testing.

List and describe the types of data security tools used to improve cybersecurity, such as encryption tools and data loss prevention solutions.

List and describe the types of identity and access management tools used to ensure cybersecurity, including multifactor authentication and single sign-on solutions.

Describe the role that artificial intelligence can play in detecting and responding to threats more effectively.

Explain the purpose of cloud security and the methods used to protect data stored in, and apps used in the cloud environment. 







		Ethical Hacking (Optional)



		Hours: 45–55



		Sample learning objectives

Explain the purposes and methods of ethical hacking and describe the moral and legal obligations of an ethical hacker.

Hack and secure WiFi and wired networks.

Create backdoors and hack windows.

Identify and exploit web application vulnerabilities to hack websites.

Secure systems from attacks based on successful examples of hacking.

Explain how hackers might create a fake WiFi network to spy on specific individuals.

Crack WEP/WPA/WPA2 encryptions.

Sniff network traffic and extract passwords, cookies, URLs, videos, images, etc.

Discover devices connected to shared networks.

Analyze malware.

Discover, exploit, and fix code execution vulnerabilities.

Discover, exploit, and fix SQL injection vulnerabilities.

Hack cloud servers.

Install a hacking lab and needed software on Windows, macOS, and Linux systems.

Demonstrate the ability to capture keystrokes from a compromised system.

Exploit upload file vulnerabilities to gain control over target websites.

Discover, exploit, and fix local file inclusion vulnerabilities.

Demonstrate the ability to write complete, accurate, and thorough incident reports.







		Relevant military experience 



		17C MOS—“Cyber Operations Specialist”

1N4X1 AFSC—“Cyber Intelligence Analyst”








		Occupational insights



		Of the over 8,895 cybersecurity analysts in the United States, the majority are white (65.7 percent). 9.6 percent are Asian, 9.2 percent are Black or African American, and 9.0 percent are Hispanic or Latino. 

78.5 percent of cybersecurity analysts are men, while 21.5 percent are women (https://www.zippia.com/cyber-security-analyst-jobs/demographics). 
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The Urban Institute strives to meet the highest standards of integrity and quality in its research and analyses and in the evidence-based policy recommendations offered by its researchers and experts. We believe that operating consistent with the values of independence, rigor, and transparency is essential to maintaining those standards. As an organization, the Urban Institute does not take positions on issues, but it does empower and support its experts in sharing their own evidence-based views and policy recommendations that have been shaped by scholarship. Funders do not determine our research findings or the insights and recommendations of our experts. Urban scholars and experts are expected to be objective and follow the evidence wherever it may lead.
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Work Process Schedule



Instructions for Use:

Competency-based programs: In the “performance level achieved” column of the work process schedule (see examples starting on the next page), assess apprentices’ performances on each competency with the scale below. No monitoring of hours is required for this approach. See “Guidelines for Competency-Based, Hybrid and Time-Based Apprenticeship Training Approaches,” US Department of Labor, Employment and Training Administration, Office of Apprenticeship, October 20, 2015, https://www.apprenticeship.gov/sites/default/files/bulletins/Cir2016-01.pdf.

4—Competent/proficient (able to perform all elements of the task successfully and independently)

3—Satisfactory performance (able to perform elements of the task with minimal assistance)

2—Completed the task with significant assistance

1—Unsuccessfully attempted the task

0—No exposure (note the reason—absence, skill isn’t covered, etc.)

Time-based programs: In the “hours” row, specify the number of hours apprentices will fulfill for each job function. No assessment of competencies is required for this approach.

Hybrid programs: In the “performance level achieved” column, assess apprentices’ performances on each competency using the 0–4 scale above. In the “hours” row, identify a range of hours apprentices should spend working on each major job function. 






		Job Function 1: Monitors computer systems, networks, and cloud computing environments to identify threats and security incidents



		Hours (time-based and hybrid programs only):



		Competencies

		Core or optional

		Performance level achieved (0–4) (competency-based and hybrid programs only)





		A. Tracks reports of computer viruses or endpoint protection systems to ensure they are configured properly and proactively protect an organization’s systems 

		Core

		



		B. Monitors use of data files and regulates access to safeguard information in computer files

		Core

		



		C. Uses company’s vulnerability management system and other technologies and tools to monitor computer systems and check for vulnerabilities 

		Core

		



		D. Works with team to continuously monitor and analyze the organization’s network, cloud computing, and endpoint traffic to identify threats or security breaches

		Core

		



		E. Troubleshoots issues with computers, applications, systems, or networks

		Core

		



		F. Recommends vulnerability remediation and risk mitigation strategies

		Core

		



		G. Recommends strategies for strengthening networks, endpoints, and/or cloud computing environments against future attacks

		Core

		



		H. Performs continuous monitoring of system activity

		Core

		



		I. Identifies and analyzes network traffic anomalies

		Core

		



		J. Determines causes of network alerts

		Core

		



		K. Distinguishes between benign or potentially malicious cybersecurity attacks and intrusions

		Core

		



		L. Identifies network device applications and operating systems

		Core

		








		Job Function 2: Implements security measures to protect organization against security incidents





		Hours (time-based and hybrid programs only): 



		Competencies

		Core or optional

		Performance level achieved (0–4) (competency-based and hybrid programs only)





		A. Determines adequacy of access controls 

		Core

		



		B. Encrypts data transmissions and erects firewalls to conceal confidential information 

		Core

		



		C. Safeguards sensitive data and information

		Core

		



		D. Uses current and most up to date software and technology to protect company data from malicious attacks (e.g., malware, phishing, DNS tunneling) 

		Core

		



		E. Complies with security protocols, incident response policies and procedures, playbooks, and best practices to respond to and mitigate a potential security incident 

		Core

		



		F. Participates in simulated cyberattacks or tabletop exercises 

		Core

		



		G. Documents computer security and emergency measures, including policies and procedures

		Core

		



		H. Recommends strategies and modifications for strengthening networks, endpoints, and/or cloud computing environments against future attacks and vulnerabilities

		Core

		



		I. Isolates and removes malware

		Core

		



		J. Establishes intrusion set procedures

		Core

		



		K. Routinely updates firewalls and other cybersecurity software

		Optional

		








		Job Function 3: Tests systems for vulnerabilities and to assess risks 



		Hours (time-based and hybrid programs only):



		Competencies

		Core or optional

		Performance level achieved (0–4) (competency-based and hybrid programs only)





		A. Provides risk assessments by checking for vulnerabilities in computer, network, endpoint, cloud computing environments, and data processing systems 

		Core

		



		B. Tests risk mitigation strategies prior to deployment 

		Core

		



		C. Determines effectiveness of system implementation and testing processes

		Core

		



		D. Determines if security control technologies reduce identified risk to acceptable levels

		Core

		



		E. Uses organization’s cybersecurity software to conduct threat modeling and analysis

		Optional

		







		Job Function 4: Communicates effectively with team members and collaborates to resolve security issues and concerns



		Hours (time-based and hybrid programs only):





		Competencies

		Core or optional

		Performance level achieved (0–4) (competency-based and hybrid programs only)





		A. Discusses and remediates security violations

		Core

		



		B. Collaborates with individuals across internal departments or other stakeholders to respond to and resolve security incidents 

		Core

		



		C. Notifies individuals across internal departments or other stakeholders about potential security concerns or threats

		Core

		



		D. Assists with training computer users about new security products and procedures to promote security awareness

		Core

		



		E. Develops constructive and cooperative working relationships with others, and maintains them over time

		Core

		



		F. Advises stakeholders on disaster recovery, contingency, and continuity of operations plans

		Core

		



		G. Communicates cybersecurity attacks and intrusions to team members and superiors 

		Core

		



		H. Advises stakeholders on vulnerability compliance

		Core

		



		I. Fosters open communication through active listening and facilitates shared understanding across teams and clients

		Core

		



		J. Offers and accepts feedback respectfully, meets others with empathy, and seeks additional feedback and perspectives

		Core

		



		K. Abides by principles of inclusion and equity in communication with team members and superiors

		Core

		



		L. Assists team with making recommendations for security upgrades and enhancements to management or senior IT staff

		Optional 

		







		Job Function 5: Identifies, investigates, and responds to cyberattacks and security incidents 



		Hours (time-based and hybrid programs only):



		Competencies

		Core or optional

		Performance level achieved (0–4) (competency-based and hybrid programs only)





		A. Tracks cyberattacks or security incidents from detection through resolution 

		Core

		



		B. Initiates incident response processes

		Core

		



		C. Under supervision, estimates impact of threats to company’s information and data 

		Core

		



		D. Drafts pre- and post-incident reports that document general metrics, attempted attacks, security incidents, and lessons learned

		Core

		



		E. Assists with developing response or contingency plans to limit damage 

		Core

		



		F. Conducts post-incident analysis to identify root causes of security incidents 

		Core

		



		G. Determines the operational and safety impacts of cybersecurity lapses

		Core

		



		H. Detects cybersecurity attacks and intrusions

		Core

		



		I. Identifies anomalous network activity and potential threats to network resources

		Core

		



		J. Assists with refining and strengthening incident response plans, procedures, or playbooks 

		Optional

		







		Job Function 6: Participates in ongoing professional development



		Hours (time-based and hybrid programs only):



		Competencies

		Core or optional

		Performance level achieved (0–4) (competency-based and hybrid programs only)





		A. Stays informed about current industry-specific technology developments, including emerging technologies (e.g. artificial intelligence) 

		Core

		



		B. Remains up-to-date about latest cybersecurity trends

		Core

		



		C. Develops professional development goals and plans to accomplish goals 

		Core

		



		D. Participates in relevant seminars, workshops, conferences, and leadership programs 

		Optional

		








Related Technical Instruction 

		Cybersecurity Analyst

Program approach type (time-based, competency-based, hybrid): [specify]

		ONET-SOC Code: 15-1212.00

RAPIDS Code: 4007

 





 

Instructions for Use: 

Registered Apprenticeships must include at least 144 hours of Related Technical Instruction (RTI). Courses offered by accredited colleges and universities may be assigned a credit hour determination rather than a contact hour determination. In general, an academic credit unit is the equivalent of 15 clock hours of instruction. 

Development and Use of this RTI Outline: Employers and academic institutions may approach RTI in markedly different ways. Our goal was not to identify the single best way to provide RTI, or to identify a single provider whose content we deemed to be superior. Instead, our goal was to survey a number of education providers, including employers, institutions of higher education, high schools, private continuing education providers, labor organizations, professional associations and, in some cases, municipalities that provide worker training, to identify topics or courses common among those providers that align with the job functions included in this WPS. Those common topics or courses are reflected in the RTI Outline provided below, which may be useful in developing your RTI program or communicating your needs to an educational partner.

		Licensure or certification requirements: Although there are no licensure requirements in this occupation, employers frequently seek employees who hold relevant cybersecurity certifications. 

Certifications relevant to this field include:

· CompTIA Security +

· Certified Ethical Hacker (CEH)

· GIAC Security Essentials Certification (GSEC)

· EC-Council Certified SOC Analyst (CSA)



		Degree requirements for licensure or certification, if applicable: None



		Accreditation requirements of instructional provider for licensure or certification, if applicable: None



		Anticipated changes in licensure or certification requirements, if known: None known



		Examples of state licensure or certification requirements: Not applicable







 

		Examples of RTI providers for this occupation 



		Professional associations and labor organizations: The Association for Computing Machinery (ACM) offers a variety of educational resources for students and professionals in computing and informational technologies, including online books, courses, and training videos (https://www.acm.org/education/about-education). Access to these resources is made available to paid ACM members.

The BPCnet Resource Portal (Broadening Participation in Computing) maintains a collection of resources and activities relevant to key focus areas within computing, such as career preparation, building community, and mentoring (https://bpcnet.org/resource-library). 

Military: Instruction for Cybersecurity Analysts (in the military, called Cybersecurity Specialists), in addition to complete basic military training, combines classroom hours with on-the-job instruction. This involves extensive technical preparation in tasks such as database design, computer networking, and communications systems skills (https://www.todaysmilitary.com/careers-benefits/careers/cyber-security-specialists). The US Department of Defense also offers a Cyberspace Workforce Tool that defines qualifications to serve in cybersecurity roles (https://milgears.osd.mil/cswf). 

Federal: Some government agencies, like the National Security Agency (NSA), offer developmental programs that are designed to enhance skills and improve within a specific discipline. The NSA offers an Intrusion Analyst Skill Development Program, which “builds on basic network analysis, computer science and cybersecurity skills by augmenting those skills with intermediate training and organizational tours” (https://www.intelligencecareers.gov/nsa/development-program). The National Initiative for Cybersecurity Careers and Studies also offers online courses (https://niccs.cisa.gov/education-training/cisa-learning). The Cybersecurity and Infrastructure Security Agency (CISA) offers the Federal Cyber Defense Skilling Academy for federal workers to develop foundational cybersecurity skills (https://www.cisa.gov/federal-cyber-defense-skilling-academy). 

States/municipalities: Not applicable

Colleges and universities: There are many accredited colleges and universities that offer coursework

and educational programming leading to relevant degrees and certifications for Cybersecurity Analysts. The National Centers of Academic Excellence in Cybersecurity (CAE) is a community of colleges and universities that meet the rigorous curriculum and program requirements outlined by the program’s sponsor, the NSA (https://caecommunity.org). 

No-cost online providers: SANS Institute provides free training and resources on cybersecurity

fundamentals (https://www.sans.org/cyberaces). The National Institute of Standards and Technology (NIST) has identified free and low-cost online cybersecurity learning content (https://www.nist.gov/itl/applied-cybersecurity/nice/resources/online-learning-content). NIST has also identified cybersecurity competitions (https://www.nist.gov/itl/applied-cybersecurity/nice/community/community-coordinating-council/cybersecurity-skills-0).

Continuing education or specialty education providers: There are many providers of information technology that offer education and training programs and certification programs, for individuals interested in particular software, systems, or services. NIST’s Education and Training Catalog helps cybersecurity professionals find online and in-person courses (https://niccs.cisa.gov/education-training/catalog). 







		Prerequisite knowledge, skills or experience typically required by RTI providers for this occupation 



		Some RTI providers will require individuals to have some professional experience working as a help desk support technician, a network installation technician, or an IT generalist before enrolling in courses focused on network administration.







		Employer Onboarding



		Hours: 1–3



		Sample learning objectives

· Explain the mission of the employer’s organization.

· Explain the organizational structure of the employer’s organization.

· Explain the chain-of-command in the employer’s organization, as well as the steps an employee should take to report concerns about practices or behaviors in the workplace or to share ideas about how to improve processes or efficiencies.

· Explain the employer’s policies for workplace conduct and ethics.

· Explain the employer’s policies regarding medical leave and vacation.

· Explain the requirements of the apprenticeship program and the role of the apprentice in the organization’s business activities. 

· Demonstrate effective use of techniques to manage time, including prioritizing among outstanding tasks or deliverables and communicating to others about the likely timeline for your response or product delivery.












		Communication in the Work Environment



		Hours: 30–45



		Sample learning objectives

· Demonstrate the ability to properly use electronic communication technologies, such as email, text messaging, chat messaging, and client services software.

· Demonstrate the ability to properly format an email, a memorandum, and a business letter, and to compose correspondence using proper sentence structure, grammar, punctuation, spelling, and word choices.

· Explain and access resources to enable communication with those who do not speak English, who have hearing or speech limitations, or who have intellectual disabilities or age-related cognitive deficiencies.

· Demonstrate the ability to engage in active listening and to summarize information provided by another person orally and in writing.

· Explain the importance of teamwork and describe strategies that effective teams use to engage all members of the team and exploit each members’ unique talents and expertise.

· Demonstrate the ability to use problem-solving strategies when disagreements arise among team members. Explain the importance of having civil disagreements and demonstrate the ability to listen and understand a position different from your own, and explain why that position may have merit.

· Discuss appropriate strategies for assisting others in the workplace who appear to be struggling, who demonstrate anxiety or anger, who are showing signs of stress or anxiety, or who may pose a threat to others. 

· Explain the importance of responding promptly to calls, emails or messages, even if it will take additional time to resolve an individual’s concern or provide the requested information or service.

· Demonstrate proper etiquette when initiating, receiving, or responding to phone calls, voicemails, emails, or text messages.

· Demonstrate the ability to leave a clear and concise voicemail that communicates the date, time, and purpose for your call and the information or service you are requesting of the recipient.








		Computer Hardware and Networks



		Hours: 20–30



		Sample learning objectives

· List, describe, and identify key components of laptops, desktops, and mobile devices.

· Demonstrate the ability to assemble a motherboard, CPU, power supply, and printer.

· Explain the key components of a computer network and the ways in which computers, printers, and mobile devices can be connected via a network.

· Demonstrate the ability to troubleshoot basic printer problems.

· Describe storage options and demonstrate the ability to set up appropriate storage protocols.

· Discuss the advantages and disadvantages of Windows and Linux servers and demonstrate the ability to configure a server.

· Explain the purpose of a proxy server.

· Discuss the role of network components such as routers, switches, and access points.

· Discuss the key elements of network topology architectures.

· Identify physical interfaces and cabling types.

· Explain IPv4 and IPv6 configuration.

· Discuss key concepts of and considerations for IP connectivity, such as routing tables, router decisionmaking, configuring, and verifying IPv4 and IPv6 static routing and single area OSPFv2, as well as first hop redundancy protocol.

· Explain the technical fundamentals of wireless technology, virtualization, and switching.

· Explain the process for configuring and verifying NAT and NTP, describing DHCP, DNS, SNMP, and syslog features.

· Describe TFTP/FTP.

· Compare traditional networks with controller-based networks.








		Computer Operating Systems



		Hours: 25–40



		Sample learning objectives

List common features and commands of Microsoft Windows, Apple macOS, LinuxOS, ChromeOS, and AWS OS.

Discuss the advantages and disadvantages of each available operating system and discuss key considerations when selecting an operating system.

Demonstrate the ability to install and update an operating system, troubleshoot common issues, and discuss the importance of SOHO networks.

Demonstrate the use of active directory, MS Windows security tools, and data destruction to secure mobile devices.

Discuss protocols and tools used to establish and maintain data privacy and security. Establish access protocols and automated protocols.







		Linux Foundations



		Hours: 20–30



		Sample learning objectives

· Explain the purpose, advantages, and disadvantages of open-source software.

· Explain the history and uses of Linux operating systems.

· Explain the purpose of the shell, kernel, and user spaces.

· Discuss the purpose of the graphical user interface.

· Explain the theory of file management in Linux as well as file system hierarchy.

· Discuss the process of editing files using Vim.

· Demonstrate the ability to set up users and user groups in Linux.

· Configure networks using Linux.

· Demonstrate the ability to define access rights for files, identify users and groups, and adjust access permissions.

· Demonstrate the ability to configure systems, apply settings, and customize the terminal window.

· Demonstrate the ability to configure networks and establish security protocols.








		Microsoft Azure Cloud Services (optional)



		Hours: 25–35



		Sample learning objectives

Explain the benefits of cloud computing.

Describe Microsoft Azure services and components.

Describe and demonstrate the ability to use various Azure management tools.

Demonstrate the ability to select the correct Microsoft Azure Artificial Intelligence service to address different kinds of business needs. 

Describe Microsoft Azure security solutions.

Determine the amount of cloud storage required for the organization.

Develop a cloud governance strategy for stored data.

Explain the components of Azure service-level agreements and how those can impact application design decisions and business storage needs.







		AWS Cloud Architecture (optional)



		Hours: 25–35



		Sample learning objectives

Explain the primary function and infrastructure of AWS.

Differentiate between on-site, hybrid-cloud, and all-in-cloud configurations.

Identify the advantages and disadvantages of AWS cloud.

Explain how AWS cloud architecture can be used for computing, networking, storage, and database services.

Describe the core AWS security principles and key elements to secure data storage and application usage.

Explain the purpose of multifactor authentication.

Differentiate between the AWS identity and access management systems.

Explain and differentiate between various AWS storage and database solutions, including elastic block storage, simple storage, elastic file system, relational database service, and DynamoDB.

Explain the various options available to monitor the AWS environment, such as CloudWatch, CloudTrail, and Trusted Advisor. 

Describe the basic processes or steps for AWS cloud migration.

Explain the core billing, account management, and pricing models for AWS cloud utilization and storage. 







		Google Cloud Services (optional)



		Hours: 25–35



		Sample learning objectives

Explain the primary function and infrastructure of the Google Cloud Platform (GCP).

Explain the importance of regions and zones in GCP.

Explain the importance of instance groups and how they are used to manage complex networks.

Explain the relevance of HTTP, HTTPS, UDP, and TCP protocols.

Explain the concept of load balancing and why it is critical to the optimal function of applications being used by many users simultaneously.

Explain the purpose of managed services within GCP.

Explain and differentiate between IAAS and PAAS services.

Explain the purpose and function of Google App Engine. 

Differentiate between and explain the purpose and uses of Kubernetes and GKE. 







		Introduction to Cybersecurity



		Hours: 45–55



		Sample learning objectives

Define cyber threat, cyberattack, and cybersecurity.

Define and provide examples of current cyber defense tools, methods, and components.

Provide examples of effective cybersecurity strategies for organizations of different sizes, including organizations that operate virtually and rely on smart devices for some or all their work.

List and describe the types of network security tools used to improve cybersecurity, such as firewalls, intrusion detection systems, and virtual private networks.

List and describe the types of endpoint security tools used to improve cybersecurity, including antivirus software and endpoint detection and response tools.

List and describe the types of application security tools used to improve the cybersecurity of various applications, such as web application firewalls and static and dynamic application security testing.

List and describe the types of data security tools used to improve cybersecurity, such as encryption tools and data loss prevention solutions.

List and describe the types of identity and access management tools used to ensure cybersecurity, including multifactor authentication and single sign-on solutions.

Describe the role that artificial intelligence can play in detecting and responding to threats more effectively.

Explain the purpose of cloud security and the methods used to protect data stored in, and apps used in the cloud environment. 







		Ethical Hacking (Optional)



		Hours: 45–55



		Sample learning objectives

Explain the purposes and methods of ethical hacking and describe the moral and legal obligations of an ethical hacker.

Hack and secure WiFi and wired networks.

Create backdoors and hack windows.

Identify and exploit web application vulnerabilities to hack websites.

Secure systems from attacks based on successful examples of hacking.

Explain how hackers might create a fake WiFi network to spy on specific individuals.

Crack WEP/WPA/WPA2 encryptions.

Sniff network traffic and extract passwords, cookies, URLs, videos, images, etc.

Discover devices connected to shared networks.

Analyze malware.

Discover, exploit, and fix code execution vulnerabilities.

Discover, exploit, and fix SQL injection vulnerabilities.

Hack cloud servers.

Install a hacking lab and needed software on Windows, macOS, and Linux systems.

Demonstrate the ability to capture keystrokes from a compromised system.

Exploit upload file vulnerabilities to gain control over target websites.

Discover, exploit, and fix local file inclusion vulnerabilities.

Demonstrate the ability to write complete, accurate, and thorough incident reports.







		Relevant military experience 



		17C MOS—“Cyber Operations Specialist”

1N4X1 AFSC—“Cyber Intelligence Analyst”










		Occupational insights



		Of the over 8,895 cybersecurity analysts in the United States, the majority are white (65.7 percent). 9.6 percent are Asian, 9.2 percent are Black or African American, and 9.0 percent are Hispanic or Latino. 

78.5 percent of cybersecurity analysts are men, while 21.5 percent are women (https://www.zippia.com/cyber-security-analyst-jobs/demographics). 
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