	

OFFICE OF APPRENTICESHIP
BULLETIN
	
NO.
2024-105

	
	
DATE
July 15, 2024




TO:		NATIONAL APPRENTICESHIP SYSTEM STAKEHOLDERS
		OFFICE OF APPRENTICESHIP STAFF
		STATE APPRENTICESHIP AGENCIES

FROM:	JOHN V. LADD /s/
		Administrator, Office of Apprenticeship

SUBJECT:	Revision to Appendix A for National Guidelines Standards for Apprenticeship for Learning Alliance

1. Purpose. To inform the staff of OA, State Apprenticeship Agencies (SAA), Registered Apprenticeship program sponsors and other Registered Apprenticeship partners of a revision to Appendix A to include the occupations listed below to Learning Alliance, National Guidelines Standards for Apprenticeship. 

2. Action Requested. This bulletin is being provided to OA staff for informational purposes only.  The National Office of Apprenticeship will be responsible for maintenance and technical assistance regarding this program.

3. Summary and Background. 
a. [bookmark: _Hlk125450896][bookmark: _Hlk125450765]Summary – This revision to Appendix A, to the National Guidelines Standards for Learning Alliance, were submitted by Ms. Ruth Tirado, Director of Continuing Education, on behalf of Learning Alliance, were processed by Joseph P. Taylor and approved by the OA Administrator on July 15, 2024.  

b. Background – 

NGS Background - National Guidelines for Apprenticeship Standards (NGS) are a template of high-quality apprenticeship program standards submitted by a labor union, trade or industry association, employer, workforce intermediary, education provider, or other organizations with national scope; these apprenticeship standards may be certified by OA in instances where they are (1) found suitable for adoption or adaptation by State or local affiliates of the submitting organization, and (2) fully satisfy the regulatory requirements set forth at 29 CFR Parts 29 and 30 and any sub-regulatory guidance issued thereunder. NGS that receive certification by OA may be registered subsequently on a local basis by the applicable Registration Agency (either by an OA State Office or by a State Apprenticeship Agency (SAA)) within a particular State or jurisdiction where a program adopting the NGS standards is situated. A local affiliate or sponsoring employer that adopts a set of NGS standards may elect to implement those program standards without modification in registering the program on the State or local level, or it may customize the NGS standards to meet State-specific criteria. 

4. Revision to Appendix A. This revision to Appendix A, to the National Guidelines Standards of Apprenticeship for Learning Alliance, for the following occupations will be serviced by the National Office of Apprenticeship:

Computer Support Specialist 
(Existing Title:  Help Desk Technician)
O*NET-SOC CODE:  15-1232.00	
RAPIDS CODE:  1131CB
Type of Training:  Competency-based

Construction Craft Laborer
O*NET-SOC CODE:  47-2061.00	
RAPIDS CODE:  0661
Type of Training: Time-based

Cyber Security Support Technician
O*NET-SOC CODE:  15-1212.00	
RAPIDS CODE:  2050CB
Type of Training: Competency-based

Energy Technician I
(Existing Title:  Energy Specialist)
O*NET-SOC CODE:  47-4011.01	
RAPIDS CODE:  2005CB
Type of Training: Competency-based

Fiber Optic Technician
O*NET-SOC CODE:  49-2021.00	
RAPIDS CODE:  2064CB
Type of Training: Competency-based

Network Support Specialist
(Existing Title:  Network Support Technician)
O*NET-SOC CODE:  15-1244.00	
RAPIDS CODE:  1132CB
Type of Training: Competency-based





Radio Frequency (RF) Technician/Wireless Infrastructure
(Existing Title:  Wireless Technician)
O*NET-SOC CODE:  49-2021.00	
RAPIDS CODE:  2038CB
Type of Training: Competency-based

Safer Building Technician
(Existing Title:  In-Building Wireless Installation Technician (IBWIT))
O*NET-SOC CODE:  49-2022.00	
RAPIDS CODE:  3036HY
Type of Training: Hybrid

5. Inquiries.  If you have any questions, please contact Joseph P. Taylor, Program Analyst, Office of Apprenticeship, at (202) 693-3960.


6. Attachments









[bookmark: _MON_1782622232][bookmark: _MON_1782622280][bookmark: _MON_1782622328][bookmark: _MON_1782622370][bookmark: _MON_1782622411][bookmark: _MON_1782622475][bookmark: _MON_1782622521]
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Appendix A



WORK PROCESS SCHEDULE

  COMPUTER SUPPORT SPECIALIST 

(Existing Title:  Help Desk Technician)

O*NET-SOC CODE:  15-1232.00   RAPIDS CODE:  1131CB



This schedule is attached to and a part of these Standards for the above identified occupation.

On the Job Learning Description:



APPRENTICESHIP APPROACH



☐     Time-based	☒     Competency-based	☐     Hybrid



TERM OF APPRENTICESHIP

The term of the apprenticeship is 1 year, supplemented by 2000 OJL hours supplemented by 145 hours of related instruction. 

RATIO OF APPRENTICES TO JOURNEY WORKERS

The apprentice to journey worker ratio is: 1 Apprentice to 1 Journey worker.

APPRENTICE WAGE SCHEDULE & FRINGE BENIFITS

Apprentices shall be paid a progressively increasing schedule of wages based on either a percentage or a dollar amount of the current hourly Journey Worker wage rate, which is:  
$23.00



1. Entry Wage = $19.00                                                                                                                                                 50% competencies  = $20.00         		 	                                                                                           Final Completion Wage Rate = $23.00

Every applicant selected for apprenticeship will serve a probationary period of 90 days.

SELECTION PROCEDURES

Please see page A-10.











							WORK PROCESS SCHEDULE

   COMPUTER SUPPORT SPECIALIST  

(Existing Title:  Help Desk Technician)

O*NET-SOC CODE:  15-1232.00   RAPIDS CODE:  1131CB



Apprentices will be assessed on these competencies by their instructors, mentors, and/or supervisors over the course of the apprenticeship using the following rating scale:



		Rating

		Definition



		Meets expectations (ME)

		Able to perform all elements of the task successfully and independently.



		Needs improvement (NI)

		Completed the task with significant assistance or unsuccessfully attempted the task.



		No exposure or not attempted (NA)

		The task was not attempted during the assessment, or the apprentice has yet to be exposed to the task.







Note: These are National Guideline Standards. Course titles and classes may differ slightly depending upon the Participating Employer. 



Competency Checklist:





		Monitor computer system performance to ensure proper operation.



		Competencies

		Date Completed

		Initial



		 

A.   Oversee the daily performance of computer systems.



		

		 







		Collaborate with others to resolve information technology issues.



		Competencies

		Date Completed

		Initial



		

A. Read technical manuals, confer with users, or conduct computer diagnostics to investigate and resolve problems or to provide technical assistance and support.

		

		 



		

B. Refer major hardware or software problems or defective products to vendors or technicians for service.

		

		 







		Install computer hardware.



		Competencies

		Date Completed

		Initial



		

A. Set up equipment for employee use, performing or ensuring proper installation of cables, operating systems, or appropriate software.

		

		 



		

B. Install and perform minor repairs to hardware, software, or peripheral equipment, following design or installation specifications.

		

		 







		Read documents to gather technical information.



		Competencies

		Date Completed

		Initial



		

A. Read technical manuals, confer with users, or conduct computer diagnostics to investigate and resolve problems or to provide technical assistance and support.

		

		 



		

B. Inspect equipment and read order sheets to prepare for delivery to users.

		

		 







		Resolve computer software problems.



		Competencies

		Date Completed

		Initial



		 

A. Read technical manuals, confer with users, or conduct computer diagnostics to investigate and resolve problems or to provide technical assistance and support.

		

		 







		Provide technical support for software maintenance or use.



		Competencies

		Date Completed

		Initial



		 

A. Answer user inquiries regarding computer software or hardware operation to resolve problems.

		

		 







		Install computer software.



		Competencies

		Date Completed

		Initial



		 

A. Install and perform minor repairs to hardware, software, or peripheral equipment, following design or installation specifications.

		

		 







		Maintain computer hardware.



		Competencies

		Date Completed

		Initial



		 

A. Install and perform minor repairs to hardware, software, or peripheral equipment, following design or installation specifications.

		

		 







		Collaborate with others to determine design specifications or details.



		Competencies

		Date Completed

		Initial



		 

A. Confer with staff, users, and management to establish requirements for new systems or modifications.

		

		 







		Test software performance.



		Competencies

		Date Completed

		Initial



		 

A. Enter commands and observe system functioning to verify correct operations and detect errors.

		

		 







		Document operational activities.



		Competencies

		Date Completed

		Initial



		 

A. Maintain records of daily data communication transactions, problems and remedial actions taken, or installation activities.

		

		 







		Evaluate utility of software or hardware technologies.



		Competencies

		Date Completed

		Initial



		 

A. Prepare evaluations of software or hardware and recommend improvements or upgrades.

		

		 







		Provide recommendations to others about computer hardware.



		Competencies

		Date Completed

		Initial



		 

A. Prepare evaluations of software or hardware and recommend improvements or upgrades.

		

		 







		Recommend changes to improve computer or information systems.



		Competencies

		Date Completed

		Initial



		 

A. Prepare evaluations of software or hardware and recommend improvements or upgrades.

		

		 







		Teach others to use computer equipment or hardware.



		Competencies

		Date Completed

		Initial



		 

A. Develop training materials and procedures, or train users in the proper use of hardware or software.

		

		 







		Train others in computer interface or software use.



		Competencies

		Date Completed

		Initial



		 

A. Develop training materials and procedures, or train users in the proper use of hardware or software.

		

		 







		Test computer hardware performance.



		Competencies

		Date Completed

		Initial



		 

A. Inspect equipment and read order sheets to prepare for delivery to users.

		

		 







		Conduct research to gain information about products or processes.



		Competencies

		Date Completed

		Initial



		 

A. Conduct office automation feasibility studies, including workflow analysis, space design, or cost comparison analysis.

		

		 







		Update knowledge about emerging industry or technology trends.



		Competencies

		Date Completed

		Initial



		 

A. Read trade magazines and technical manuals or attend conferences and seminars to maintain knowledge of hardware and software.

		

		 







		Participate in staffing decisions.



		Competencies

		Date Completed

		Initial



		 

A. Hire, supervise, and direct workers engaged in special project work, problem-solving, monitoring, and installation of data communication equipment and software.

		

		 







		Supervise information technology personnel.



		Competencies

		Date Completed

		Initial



		 

A. Hire, supervise, and direct workers engaged in special project work, problem-solving, monitoring, and installation of data communication equipment and software.

		

		 







		Modify software programs to improve performance.



		Competencies

		Date Completed

		Initial



		 

A. Modify and customize commercial programs for internal needs.

		

		 



























































































RELATED TECHNICAL INSTRUCTION OUTLINE

               COMPUTER SUPPORT SPECIALIST  

(Existing Title:  Help Desk Technician)

O*NET-SOC CODE:  15-1232.00   RAPIDS CODE:  1131CB



                 



Related Technical Instruction – Method of Delivery: in-house training, classroom, and/or online.

Source of Instruction: any combination of community college, private industry training provider, sponsoring employer, or computer-based training.

Note: These are National Guideline Standards. Course titles and classes may differ slightly depending upon the RTI provider.



		Related Technical Instruction

		Approximate Hours:



		CompTIA A+ 

(Other Technical Subjects Can Be Accepted if Approved By the Apprenticeship Committee)

		21



		Microsoft Office

		54



		Computer Support I

		70



		Diversity and Bias 

		



		Customer Service

		



		Professional Communications

		



		Time Management

		



		Approximate Hours:

		145





















































SELECTION PROCEDURES





1. A Learning Alliance apprentice applicant responds to our promotion and is directed to apply for the apprenticeship program.

2. The apprentice completes the application. Based on point system for selection.

3. Learning Alliance and or participating employer reviews the application and assesses the following criteria to determine the apprentice’s eligibility:

a. Verify age is 18 or older.

b. Applicants have a minimum of a 10th grade level in math, reading, writing, and comprehension.

c. Completion of the Learning Alliance Pre-Apprenticeship for direct entry to Registered Apprenticeship upon a Participating Employer sponsoring the individual.

d. Demonstrate desire to grow in the applicable apprenticeship track.

e. Additional competencies or experience relevant to the apprenticeship track.

4. If apprentice is a good fit, Learning Alliance and/or participating employer continues the application process and contacts the apprentice to set up an interview either in person or online.

5. Learning Alliance in partnership with participating employers will approve, reject or delay the apprentice application based on the above certification criteria and standards.

6. During the one (1)-year period, applicants who feel that their qualifications have

a. improved since their original rating may submit documented evidence of such additional experience or training and request reevaluation and rating at the next

regular processing cycle.
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Appendix A

[bookmark: _Hlk160012737]   WORK PROCESS SCHEDULE

                                                          CONSTRUCTION CRAFT LABORER

                         O*NET-SOC CODE:  47-2061.00   RAPIDS CODE:  0661



This schedule is attached to and a part of these Standards for the above identified occupation.



1.	APPRENTICESHIP APPROACH



2.  ☒ Time-based	☐ Competency-based	☐ Hybrid

2.	TERM OF APPRENTICESHIP



The term of the apprenticeship is 2 years or 4,000 hours supplemented by the minimum required 290 hours of related instruction.

3.	RATIO OF APPRENTICES TO JOURNEYWORKERS



The apprentice to Journey Worker ratio is: 1 Apprentice to 1 Journey Worker.

4.	APPRENTICE WAGE SCHEDULE



Apprentices shall be paid a progressively increasing schedule of wages based on either a percentage or a dollar amount of the current hourly Journey Worker wage rate according to the Apprentice Competency Wage Scale. Three wage scales are provided to fit the markets in which the apprenticeship operates.

Apprentice Competency Wage Scale Wage Schedule 1:



1st	Entry Wage	= $17.00

2nd	50% Competency Completion		= $19.00

Final Completion Journeyworker Wage Rate	= $21.00

5.	PROBATIONARY PERIOD



Every applicant selected for apprenticeship will serve a probationary period of 90 days.

6.	SELECTION PROCEDURES



Please see page A-6.



   WORK PROCESS SCHEDULE

                                                           CONSTRUCTION CRAFT LABORER

                          O*NET-SOC CODE:  47-2061.00   RAPIDS CODE:  0661





Apprentices will be assessed on these competencies by their instructors, mentors, and/or supervisors over the course of the apprenticeship using the following rating scale:



		Rating

		Definition



		Meets expectations (ME)

		Able to perform all elements of the task successfully and independently.



		Needs improvement (NI)

		Completed the task with significant assistance or unsuccessfully attempted the task.



		No exposure or not attempted (NA)

		The task was not attempted during the assessment, or the apprentice has yet to be exposed to the task.







The competencies listed below may be completed in any order. 

Work Process Schedule:



		1. Safety On A Construction Site

		Approximate Hours



		Follow established safety rules and regulations

		400



		Proper use of Person Protection Equipment

		425



		Participate in daily site safety talks

		400



		Stand down procedures due to weather or site emergency. Workplace security

		275



		Hours:

		1500



		2. Carpentry

		Approximate Hours



		Measure materials or objects for installation or assembly.

		100



		Select construction material to determine appropriate locations for installation

		100



		Inspect work sites to determine condition or necessary repairs. Quality assurance-quality control

		200



		Perform staging or rigging of material

		200



		Assemble and install racking material

		1000



		Hours:

		1600



		3. General Tasks

		Approximate Hours



		Maintaining records or files, preparing reports, or use of protocol to order supplies or request equipment.

		200



		Perform physically demanding tasks, such as digging trenches or moving or lifting heavy objects

		350



		Prepare and maintain clean worksite

		350



		Hours:

		900



		 



		Total Hours:

		4000



















































RELATED INSTRUCTION OUTLINE

CONSTRUCTION CRAFT LABORER

         O*NET-SOC CODE:  47-2061.00   RAPIDS CODE:  0661



Related Technical Instruction – Method of Delivery: in-house training, classroom, and/or online.

Source of Instruction: any combination of community college, private industry training provider, sponsoring employer, or computer-based training.



		Related Instruction Description:

		Approximate Hours:



		 Safety

		80



		OSHA 10

		 



		CPR First Aid

		 



		Job Safety and Hazard Analysis

		 



		Workplace Security

		 



		Flagging

		 



		Site Control

		 



		Hazzard Communications

		 



		Cold and Heat Exhaustion

		 



		Core

		105



		Communication Skills

		 



		Diversity and Bias

		 



		Employability Skills

		 



		Introduction Construction Math, Phase I

		 



		Basic Construction Drawings

		 



		Carpentry

		105



		Orientation to the Trade and Career Paths

		 



		Hand and Power Tools

		 



		Construction Math, Phase II

		 



		Construction Drawings

		 



		Building Material and Handling

		 



		Rigging

		 



		 Total Hours:

		290



























SELECTION PROCEDURES





1. An apprentice applicant responds to the promotion and is directed to apply for the Apprenticeship Program. 

2. The Apprentice completes the application.  Based on point system for selection.

3. Learning Alliance and or participating employer reviews the application and assesses the following criteria to determine the apprentice’s eligibility: 

· Verify age is 18 or older. 

· The Individual has an 8th grade level aptitude of math, reading, writing, and comprehension.

· Individual has completed a Pre-Apprenticeship or Apprenticeship Readiness Program pertaining to the Registered Apprenticeship program for direct entry.

· Is eligible to legally working in the United States

· Driver’s license (required as driving is a job-related task)

· Demonstrate desire to grow in the applicable apprenticeship track. 

· Additional competencies or experience relevant to the Apprenticeship track. 

4. The sponsor in partnership with participating employers will approve, reject, or delay the Apprentice application based on the above certification criteria and standards. 
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Appendix A



WORK PROCESS SCHEDULE

  CYBER SECURITY SUPPORT TECHNICIAN 

O*NET-SOC CODE:  15-1212.00   RAPIDS CODE:  2050CB



This schedule is attached to and a part of these Standards for the above identified occupation.

On the Job Learning Description:



APPRENTICESHIP APPROACH



☐     Time-based	☒     Competency-based	☐     Hybrid



TERM OF APPRENTICESHIP

The term of the apprenticeship is 1 year, supplemented by 150 hours of related instruction.

RATIO OF APPRENTICES TO JOURNEY WORKERS

The apprentice to Journey Worker ratio is:  1 Apprentice to 1 Journey Worker.

APPRENTICE WAGE SCHEDULE

[bookmark: _Hlk524343263]Apprentices shall be paid a progressively increasing schedule of wages based on either a percentage or a dollar amount of the current hourly Journey Worker wage rate, which is: 
$27.00. 



Entry Wage = $23.00                                                                                                                                                 50% competencies  = $25.00         		 	                                                                                            Completion Wage Rate = $27.00

PROBATIONARY PERIOD

Every applicant selected for apprenticeship will serve a probationary period of 90 days.

SELECTION PROCEDURES

Please see page A-13









							WORK PROCESS SCHEDULE

   CYBER SECURITY SUPPORT TECHNICIAN  

O*NET-SOC CODE:  15-1212.00   RAPIDS CODE:  2050CB



Apprentices will be assessed on these competencies by their instructors, mentors, and/or supervisors over the course of the apprenticeship using the following rating scale:



		Rating

		Definition



		Meets expectations (ME)

		Able to perform all elements of the task successfully and independently.



		Needs improvement (NI)

		Completed the task with significant assistance or unsuccessfully attempted the task.



		No exposure or not attempted (NA)

		The task was not attempted during the assessment, or the apprentice has yet to be exposed to the task.







The competencies listed below may be completed in any order



Competency Checklist – CYBERSECURITY SUPPORT TECHNICIAN  

Suggested On-the-Job Learning Outline



		[bookmark: _Hlk47968109]Job Function 1: Assists in developing security policies and protocols; assists in enforcing company compliance with network security policies and protocols



		Competencies

		Rating 

		Date/ Mentor’s Initials



		A. Locates (in Intranet, employee handbook or security protocols) organizational policies intended to maintain security and minimize risk and explains their use

		

		



		B. Provides guidance to employees on how to access networks, set passwords, reduce security threats and provide defensive measures associated with searches, software downloads, email, Internet, add-ons, software coding and transferred files

		

		



		C. Ensures that password characteristics are explained and enforced and that updates are required and enforced based on appropriate time intervals

		

		



		D. Explains company or organization's policies regarding the storage, use and transfer of sensitive data, including intellectual property and personally identifiable information.  Identifies data life cycle, data storage facilities, technologies and describes business continuity risks

		

		



		E. Assigns individuals to the appropriate permission or access level to control access to certain web IP addresses, information and the ability to download programs and transfer data to various locations

		

		



		F. Assists employees in the use of technologies that restrict or allow for remote access to the organization's information technology network

		

		



		G. Develops security compliance policies and protocols for external services (i.e. Cloud service providers, software services, external data centers)

		

		



		H. Complies with incident response and handling methodologies

		

		



		I. Articulates the business need or mission of the organization as it pertains to the use of IT systems and the storage of sensitive data

		

		







		Job Function 2: Provides technical support to users or customers



		Competencies

		Rating 

		Date/ Mentor’s Initials



		A. Manages inventory of IT resources

		

		



		B. Diagnoses and resolves customer-reported system incidents

		

		



		C. Installs and configures hardware, software and peripheral equipment for system users

		

		



		D. Monitors client-level computer system performance

		

		



		E. Tests computer system performance

		

		



		F. Troubleshoots system hardware and software

		

		



		G. Administers accounts, network rights, and access to systems and equipment

		

		



		H. Implements security measures for uses in system and ensures that system designs incorporate security configuration guidelines

		

		







		Job Function 3: Installs, configures, tests, operates, maintains and manages networks and their firewalls including hardware and software that permit sharing and transmission of information



		Competencies

		Rating 

		Date/ Mentor’s Initials



		A. Collaborates with system developers and users to assist in the selection of appropriate design solutions to ensure the compatibility of system components

		

		



		B. Installs, replaces, configures and optimizes network hubs, routers and switches

		

		



		C. Assists in network backup and recovery procedures

		

		



		D. Diagnoses network connectivity problems

		

		



		E. Modifies network infrastructure to serve new purposes or improve workflow

		

		



		F. Integrates new systems into existing network architecture

		

		



		G. Patches network vulnerabilities to ensure information is safeguarded against outside parties

		

		



		H. Repairs network connectivity problems

		

		



		I. Tests and maintains network infrastructure including software and hardware devices

		

		



		J. Establishes adequate access controls based on principles of least privilege and need-to-know

		

		



		K. Implements security measures for users in system and ensures that system designs incorporate security configuration guidelines

		

		







		Job Function 4: Installs, configures, troubleshoots, and maintains server configurations to ensure their confidentiality, integrity and availability; also manages accounts, firewalls, configuration, patch and vulnerability management.  Is responsible for access control, security configuration and administration



		Competencies

		Rating 

		Date/ Mentor’s Initials



		A. Checks system hardware availability, functionality, integrity and efficiency

		

		



		B. Conducts functional and connectivity testing to ensure continuing operability

		

		



		C. Conducts periodic server maintenance including cleaning (physically and electronically), disk checks, system configuration and monitoring, data downloads, backups and testing

		

		



		D. Assists in the development of group policies and access control lists to ensure compatibility with organizational standards, business rules and needs

		

		



		E. Documents compliance with or changes to system administration standard operating procedures

		

		



		F. Installs server fixes, updates and enhancements

		

		



		G. Maintains baseline system security according to organizational policies

		

		



		H. Manages accounts, network rights and access to systems and equipment

		

		



		I. Monitors and maintains server configuration

		

		



		J. Supports network components

		

		



		K. Diagnoses faulty system/server hardware; seeks appropriate support or assistance to perform server repairs

		

		



		L. Verifies data redundancy and system recovery procedures

		

		



		M. Assists in the coordination or installation of new or modified hardware, operating systems and other baseline software

		

		



		N. Provides ongoing optimization and problem-solving support

		

		



		O. Resolves hardware/software interface and interoperability problems

		

		



		P. Establishes adequate access controls based on principles of least privilege, role-based access controls (RBAC) and need-to-know

		

		







		Job Function 5: Configures tools and technologies to detect, mitigate and prevent potential threats



		Competencies

		Rating 

		Date/ Mentor’s Initials



		A. Installs and maintains cyber security detection, monitoring and threat management software

		

		



		B. Coordinates with network administrators to administer the updating of rules and signatures for intrusion/detection protection systems, anti-virus and network black and white list

		

		



		C. Manages IP addresses based on current threat environment

		

		



		D. Ensures application of security patches for commercial products integrated into system design

		

		



		E. Uses computer network defense tools for continual monitoring and analysis of system activity to identify malicious activity

		

		







		Job Function 6: Assesses and mitigates system network, business continuity and related security risks and vulnerabilities



		Competencies

		Rating 

		Date/ Mentor’s Initials



		A. Applies security policies to meet security objectives of the system

		

		



		B. Performs system administration to ensure current defense applications are in place, including on Virtual Private Network devices

		

		



		C. Ensures that data back up and restoration systems are functional and consistent with company's document retention policy and business continuity needs

		

		



		D. Identifies potential conflicts with implementation of any computer network defense tools. Performs tool signature testing and optimization

		

		



		E. Installs, manages and updates intrusion detection system

		

		



		F. Performs technical and non-technical risk and vulnerability assessments of relevant technology focus areas

		

		



		G. Conducts authorized penetration testing (WiFi, network perimeter, application security, cloud, mobile devices) and assesses results

		

		



		H. Documents systems security operations and maintenance activities

		

		



		I. Communicates potential risks or vulnerabilities to manager. Collaborates with others to recommend vulnerability corrections

		

		



		J. Identifies information technology security program implications of new technologies or technology upgrades

		

		







		Job Function 7: Reviews network utilization data to identify unusual patterns, suspicious activity or signs of potential threats



		Competencies

		Rating 

		Date/ Mentor’s Initials



		A. Identifies organizational trends with regard to the security posture of systems; identifies unusual patterns or activities

		

		



		B. Characterizes and analyzes network traffic to identify anomalous activity and potential threats; performs computer network defense trend analysis and reporting

		

		



		C. Receives and analyzes network alerts from various sources within the enterprise and determines possible causes of such alerts

		

		



		D. Runs tests to detect real or potential threats, viruses, malware, etc.

		

		



		E. Assists in researching cost-effective security controls to mitigate risks

		

		



		F. Helps perform damage assessments in the event of an attack

		

		



		G. Monitors network data to identify unusual activity, trends, unauthorized devices or other potential vulnerabilities

		

		



		H. Documents and escalates incidents that may cause immediate or long-term impact to the environment

		

		



		I. Provides timely detection, identification and alerts of possible attacks and intrusions, anomalous activities, and distinguish these incidents and events from normal baseline activities

		

		



		J. Uses network monitoring tools to capture and analyze network traffic associated with malicious activity

		

		



		K. Performs intrusion analysis

		

		



		L. Sets containment blockers to align with company policy regarding computer use and web access

		

		







		Job Function 8: Responds to cyber intrusions and attacks and provides defensive strategies



		Competencies

		Rating 

		Date/ Mentor’s Initials



		A. Assists in the development of appropriate courses of action in response to identified anomalous network activity

		

		



		B. Triages systems operations impact: malware, worms, man-in-the-middle attack, denial of service, rootkits, keystroke loggers, SQL injection and cross-site scripting

		

		



		C. Reconstructs a malicious attack or activity based on network traffic

		

		



		D. Correlates incident data to identify specific vulnerabilities and make recommendations that enable expeditious remediation

		

		



		E. Monitors external data sources to maintain currency of Computer Network Defense threat condition and determines which security issues may have an impact on the enterprise. Performs file signature analysis

		

		



		F. Performs analysis of log files from a variety of sources to identify threats to network security; performs file signature analysis

		

		



		G. Performs computer network defense incident triage to include determining scope, urgency and potential impact; identifies the specific vulnerability; provides training recommendations; and makes recommendations that enable expeditious remediation

		

		



		H. Receives and analyzes network alerts from various sources within the enterprise and determines possible causes of such alerts

		

		



		I. Tracks and documents computer network defense incidents from initial detection through final resolution

		

		



		J. Collects intrusion artifacts and uses discovered data to enable mitigation of potential computer network defense (CND) incidents

		

		



		K. Performs virus scanning on digital media

		

		










RELATED INSTRUCTION OUTLINE

               CYBER SECURITY SUPPORT TECHNICIAN  

                  O*NET-SOC CODE:  15-1212.00   RAPIDS CODE:  2050CB



Related Technical Instruction – Method of Delivery: in-house training, classroom, and/or online.

Source of Instruction: any combination of community college, private industry training provider, sponsoring employer, or computer-based training.

Note: These are National Guideline Standards. Course titles and classes may differ slightly depending upon the RTI provider.



		Related Technical Instruction

		Approximate Hours:



		Cloud Security Fundamentals

		            5



		CompTIA CASP+

		            5



		CompTIA Linux+

		            5



		CompTIA Security+

		            5



		CS0-002 - CompTIA Cybersecurity Analyst+

		            5



		Cybersecurity Awareness:

		            5



		Data Security Breach Notification Process

		            5



		Incident Response Leader

		            5



		Information Security

		            5



		Intelligent Orchestration

		            5



		Microservices Testing Strategies, Scaling, Monitoring, and Security

		            5



		Mitigating Security Risks

		            5



		Policy & Governance

		            5



		SecOps Engineer

		            5



		Securing Against Threats, Securing for Enterprise, and Jailbreaking Devices

		            5



		Security and WCF Streams

		            5



		Security Fundamentals

		            5



		Security Risks

		            5



		Security Rules

		         10



		Systems Security Certified Practitioner

		         20



		WebSphere Commerce Security, Performance, and Troubleshooting

		         20



		Windows Store, Security, and Browsing

		         10



		 Approximate Hours:

		150














SELECTION PROCEDURES



1. A Learning Alliance apprentice applicant responds to our promotion and is directed to apply for the apprenticeship program.

2. The apprentice completes the application.  Selection will be based on point system.

3. Learning Alliance and or participating employer reviews the application and assesses the following criteria to determine the apprentice’s eligibility:

a. Verify age is 18 or older

b. Applicant has a minimum, of a 10th grade level in math, reading, writing, and comprehension.

c. Completion of the Learning Alliance Pre-Apprenticeship for direct entry to Registered Apprenticeship upon a Participating Employer sponsoring the individual.

d. Driver’s license (required as driving is a job-related task).

e. Demonstrate desire to grow in the applicable apprenticeship track.

f. Additional competencies or experience relevant to the apprenticeship track.

4. If apprentice is a good fit, Learning Alliance and/or participating employer continues the application process and contacts the apprentice to set up an interview either in person or online.

5. Learning Alliance in partnership with participating employers will approve, reject or delay the apprentice application based on the above certification criteria and standards.

6. During the one (1)-year period, applicants who feel that their qualifications have

a. improved since their original rating may submit documented evidence of such additional experience or training and request reevaluation and rating at the next

regular processing cycle.
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Appendix A

[bookmark: _Hlk160025007]WORK PROCESS SCHEDULE

ENERGY TECHNICIAN I

(Existing Title:  Energy Specialist)

O*NET-SOC CODE: 47-4011.01	RAPIDS CODE: 2005CB



This schedule is attached to and a part of these Standards for the above identified occupation.



1.	APPRENTICESHIP APPROACH



  ☐ Time-based	☒ Competency-based	☐ Hybrid

2.	TERM OF APPRENTICESHIP



The term of the apprenticeship is 1 year, supplemented by the minimum required 165 hours  of related instruction.

3.	RATIO OF APPRENTICES TO JOURNEYWORKERS



The apprentice to Journey Worker ratio is: 1 Apprentice to 1 Journey Worker.

4.	APPRENTICE WAGE SCHEDULE



Apprentices shall be paid a progressively increasing schedule of wages based on either a percentage or a dollar amount of the current hourly Journey Worker wage rate according to the Apprentice Competency Wage Scale. Three wage scales are provided to fit the markets in which the apprenticeship operates.

Apprentice Competency Wage Scale Wage Schedule 1:



1st	Entry Wage	= $18.00

2nd	50% Competency Completion		= $19.00 

Final Completion Journeyworker Wage Rate	= $22.00

5.	PROBATIONARY PERIOD



Every applicant selected for apprenticeship will serve a probationary period of 90 days.

6.	SELECTION PROCEDURES



Please see page A-6.







WORK PROCESS SCHEDULE

ENERGY TECHNICIAN I

(Existing Title:  Energy Specialist)

O*NET-SOC CODE: 47-4011.01	RAPIDS CODE: 2005CB



Apprentices will be assessed on these competencies by their instructors, mentors, and/or supervisors over the course of the apprenticeship using the following rating scale:



		Rating

		Definition



		Meets expectations (ME)

		Able to perform all elements of the task successfully and independently.



		Needs improvement (NI)

		Completed the task with significant assistance or unsuccessfully attempted the task.



		No exposure or not attempted (NA)

		The task was not attempted during the assessment, or the apprentice has yet to be exposed to the task.







The competencies listed below may be completed in any order. 

Work Process Schedule:

Competency Checklist 



		Project Layout



		Competencies

		Date Completed

		Journey Worker/Mentor Signature



		A. Determine construction project layouts

		 

		 



		Materials



		Competencies

		Date Completed

		Journey Worker/Mentor Signature



		A. Select construction materials

		 

		 



		Inspect and Install



		Competencies

		Date Completed

		Journey Worker/Mentor Signature



		A. Inspect electrical or electronic systems for defects

		 

		 



		B. Install electrical components, equipment, or systems

		 

		 



		C. Install energy systems

		 

		 



		D. Test green technology installations to verify performance

		 

		 



		Analyze risks related to investments in green technology.



		Competencies

		Date Completed

		Journey Worker/Mentor Signature



		A. Identify any health or safety issues related to planned weatherization projects.

		 

		 



		Assess the cost effectiveness of products, projects, or services.



		Competencies

		Date Completed

		Journey Worker/Mentor Signature



		A. Using knowledge of energy use, construction, maintenance, system operation, or process systems, analyze technical feasibility 

		 

		 



		Evaluate condition of properties.



		Competencies

		Date Completed

		Journey Worker/Mentor Signature



		A. Determine appropriate locations for operations or installations

		 

		 



		Advise others on business or operational matters.



		Competencies

		Date Completed

		Journey Worker/Mentor Signature



		A. Recommend energy-efficient technologies or alternate energy sources.

		 

		 



		Correspond with customers to answer questions or resolve complaints.



		Competencies

		Date Completed

		Journey Worker/Mentor Signature



		A. Educate customers on energy efficiency or answer questions on topics such as the costs of running household appliances or the selection of energy-efficient appliances.

		 

		 



		

		

		

		



		Maintenance

		



		Competencies

		Date Completed

		Journey Worker/Mentor Signature

		



		A. Maintain mechanical equipment

		 

		 

		



		Total Hours:

		2000

		







RELATED INSTRUCTION OUTLINE

              ENERGY TECHNICIAN I

          (Existing Title:  Energy Specialist)

   O*NET-SOC CODE: 47-4011.01	  RAPIDS CODE: 2005CB





Related Technical Instruction – Method of Delivery: in-house training, classroom, and/or online.

Source of Instruction: any combination of community college, private industry training provider, sponsoring employer, or computer-based training.

Note: These are National Guideline Standards. Course titles and classes may differ slightly depending upon the RTI provider.





		Related Instruction Description:

		Approximate Hours:



		Introduction to Hand and Power Tools

		12



		Basic AC/DC Electrical Theory

		25



		Electrical Safety for Energy Systems

		25



		Job Safety and Hazard Analysis

		10



		Installation and Maintenance of Energy Systems

		50



		Fall Protection and Rescue Training

		8



		Roofing Deployment Rigging Methodologies

		20



		At Height Work Safety Standards and Regulations

		15



		                                                                         Total Hours

		165



















SELECTION PROCEDURES



1. A Learning Alliance apprentice applicant responds to our promotion and is directed to apply for the apprenticeship program.

2. The apprentice completes the application.  Selection will be based on point system.

3. Learning Alliance and or participating employer reviews the application and assesses the following criteria to determine the apprentice’s eligibility:

a. Verify age is 18 or older.

b. Driver’s license (required as driving is a job-related task).

c. Demonstrate desire to grow in the applicable apprenticeship track.

d. Additional competencies or experience relevant to the apprenticeship track.

4. If apprentice is a good fit, Learning Alliance and/or participating employer continues the application process and contacts the apprentice to set up an interview either in person or online.

5. Learning Alliance in partnership with participating employers will approve, reject, or delay the apprentice application based on the above certification criteria and standards.
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Appendix A

WORK PROCESS SCHEDULE

                FIBER OPTIC TECHNICIAN

O*NET-SOC CODE: 49-2021.00	RAPIDS CODE: 2064CB



This schedule is attached to and a part of these Standards for the above identified occupation.



1.	APPRENTICESHIP APPROACH



2.  ☐ Time-based	☒ Competency-based	☐ Hybrid

2.	TERM OF APPRENTICESHIP



The term of the apprenticeship is 1 year, supplemented by the minimum required 146 hours of related instruction.

3.	RATIO OF APPRENTICES TO JOURNEYWORKERS



The apprentice to journeyworker ratio is: 1 Apprentice to 1 Journey Worker.

4.	APPRENTICE WAGE SCHEDULE



Apprentices shall be paid a progressively increasing schedule of wages based on either a percentage or a dollar amount of the current hourly Journey Worker wage rate according to the Apprentice Competency Wage Scale. Three wage scales are provided to fit the markets in which the apprenticeship operates.

Apprentice Competency Wage Scale Wage Schedule:



1st	Entry Wage	= $18.75

2nd	50% Competency Completion		= $22.00 

Final Completion Journeyworker Wage Rate	= $25.00

5.	PROBATIONARY PERIOD



Every applicant selected for apprenticeship will serve a probationary period of 90 days.

6.	SELECTION PROCEDURES



Please see page A-6






WORK PROCESS SCHEDULE

FIBER OPTIC TECHNICIAN

O*NET-SOC CODE: 49-2021.00	RAPIDS CODE: 2064CB



Apprentices will be assessed on these competencies by their instructors, mentors, and/or supervisors over the course of the apprenticeship using the following rating scale:



		Rating

		Definition



		Meets expectations (ME)

		Able to perform all elements of the task successfully and independently.



		Needs improvement (NI)

		Completed the task with significant assistance or unsuccessfully attempted the task.



		No exposure or not attempted (NA)

		The task was not attempted during the assessment, or the apprentice has yet to be exposed to the task.







The competencies listed below may be completed in any order. 

Work Process Schedule:

Competency Checklist – Fiber Optic Technician



		Competency Outcomes

		Completion                    Date

		        Initials



		1. Comply with the site-specific safety plan

		

		



		2. Select, inspect, setup, secure, and use ladders, scaffolding, and construction lifts to access rooftop work

		

		



		3. Select, inspect, use, and maintain personal protective equipment (PPE)

		

		



		4. Select, inspect, use, and maintain electrical equipment

		

		



		5. Visually inspect and maintain all tools and equipment

		

		



		6. Conduct site hazard assessment

		

		



		7. Follow lockout/tagout procedures

		

		







		Competency Outcomes

		Completion    Date

		Initials



		1.  Terminates copper ends

		

		



		2. Install a work area outlet for floor, modular furniture, 

       and wall (terminate CAT 3 & CAT 5 jacks. Mount face plates and surface mount boxes correctly. Adhere to IES COMMERCIAL labelling standards).

		

		



		3. Build closets (Mount and install backboards, cross connects, racks, patch panels, fiber optic and hardware). Install grounding for racks, equipment and cable as required. Complete all IDC connections (e.g., terminate 110/66 blocks and patch panels).

		

		



		4. performs testing: continuity test horizontal and riser cable; use of volt-ohmmeter; troubleshoot opens, crosses, shorts, and transpose pairs on horizontal and riser cable; use a tone set.

		

		



		5.  Installs LC, SC, ST, FC, FDDI,

SMA and MPO/MTP connectors, for both multi- mode & single-mode fiber

		

		



		6. Terminate simplex & duplex jumper cord

		

		



		7. Terminate & breakout outside plant (loose tube) fiber (e.g., Corning/CommScope)

		

		



		8. Terminate & breakout outside plant (loose tube) fiber (e.g., 3DNX)

		

		



		9. Terminate indoor tight buffered multimode and single-mode fiber

		

		



		10. Install fan out kits including buffer tube

		

		



		11. Calculate end to end loss budgets in accordance with TIA/EIA standards for multimode & single-mode fiber

		

		



		12. Complete all IES paperwork accurately and on time specifically: timesheets, material transfers, work orders, change orders, Job Blog, tool transfers and others as required

		

		







		Competency Outcomes 1

		Completion Date

		Initials



		1. Perform test using an OTDR, Fluke DTX 180 or equivalent

		

		



		2. Troubleshoots using an OTDR to identify and correct problems end to end, and Network wide

		

		



		3. Identify material absorption losses

		

		



		4. Test and identify bending and/or insertion loss

		

		







		Competency Outcomes 2

		Completion Date

		  Initials



		1. Perform mechanical splicing with all types of fiber cable

		

		



		2. Perform fusion splicing with all types of fiber cable

		

		



		3. prepare a splice closure and a fiber-optic splice tray

		

		



		4. Perform fiber handling and cleaving

		

		







RELATED INSTRUCTION OUTLINE

FIBER OPTIC TECHNICIAN

O*NET-SOC CODE: 49-2021.00	RAPIDS CODE: 2064CB



Related Technical Instruction – Method of Delivery: in-house training, classroom, and/or online.

Source of Instruction: any combination of community college, private industry training provider, sponsoring employer, or computer-based training.

Note: These are National Guideline Standards. Course titles and classes may differ slightly depending upon the RTI provider.



		Related Technical Instruction

		Approximate Hours



		Job Hazard Analysis and Statement of Work

		8



		Blueprint Reading

		4



		NFP: Electrical Fundamentals

		40



		OSHA-10

		10



		CPR, First Aid and AED

		6



		History and Principles of Fiber Optic Systems

		10



		Fiber Optic Characteristics, Safety Requirements, and Construction Theory

		10



		Fiber Optic Cables, Splicing, and Components

		28



		Bucket Truck, Pole Climbing, Fall Protection, and Lashing

		20



		Cable Installation, Hardware, and Design Considerations

		10









TOTAL HOURS: 146





SELECTION PROCEDURES



1. A Learning Alliance apprentice applicant responds to our promotion and is directed to apply for the apprenticeship program.

2. The apprentice completes the application.  Selection will be based on point system.

3. Learning Alliance and or participating employer reviews the application and assesses the following criteria to determine the apprentice’s eligibility:

a. Verify age is 18 or older

b. Driver’s license (required as driving is a job-related task).

c. Demonstrate desire to grow in the applicable apprenticeship track.

d. Additional competencies or experience relevant to the apprenticeship track.

4. If apprentice is a good fit, Learning Alliance and/or participating employer continues the application process and contacts the apprentice to set up an interview either in person or online.

5. Learning Alliance in partnership with participating employers will approve, reject, or delay the apprentice application based on the above certification criteria and standards.
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[bookmark: _Hlk97117454]WORK PROCESS SCHEDULE NETWORK SUPPORT SPECIALIST

(Existing Title:  Network Support Technician)

                              O*NET-SOC CODE: 15-1244.00 RAPIDS CODE: 1132CB

This schedule is attached to and a part of these Standards for the above identified occupation.

1.	APPRENTICESHIP APPROACH



· Time-based	☒ Competency-based	☐ Hybrid

2.	TERM OF APPRENTICESHIP



The term of the apprenticeship is competency-based with an OJL attainment of 2000 hours 1- year, supplemented by the minimum required 145 hours of related instruction. (Note: The competency-based training approach does not require hours.)

3.	RATIO OF APPRENTICES TO JOURNEY WORKERS



The apprentice to Journey Worker ratio is: 1 Apprentice to 1 Journey Worker.

4.	APPRENTICE WAGE SCHEDULE



Apprentices shall be paid a progressively increasing schedule of wages based on either a percentage or a dollar amount of the current hourly Journey Worker wage rate, which is:

$31.00 industry average.



1st Third = $19.00 industry average 2nd Third = $20.00 industry average Last Third = $22.00 industry average

Final Completion Wages = $31.00

5.	PROBATIONARY PERIOD



Every applicant selected for apprenticeship will serve a probationary period of 12 weeks.



6.	SELECTION PROCEDURES





               Please see page A-8.




[bookmark: _Hlk97117973]WORK PROCESS SCHEDULE 

NETWORK SUPPORT SPECIALIST

(Existing Title:  Network Support Technician)

O*NET-SOC CODE: 15-1244.00 RAPIDS CODE: 1132CB

Description: Network Support Specialists analyze, troubleshoot, and evaluate problems with computer networks, which are crucial for keeping information moving safely and securely between everyone who does business with the company, including internal departments, external supply chains, and customers. Network Support Specialists play an important role in maintaining an organization’s networks through configuration, monitoring, and proper training of end users. Network Support Specialists are responsible for day-to-day operations, making sure that networks have minimal downtime. They may progress in their knowledge and training to become Network Architects/Engineers who design and build local area networks (LANs), wide area networks (WANs), Intranets, and cloud implementations.





		Work Duties 

		Competent (Y/N)

Date

		Journey Work Mentor Sign



		Part 1– Basic Hardware

		

		



		1

		Demonstrate knowledge of various mobile device types, their features, and purpose.

		

		



		2

		Demonstrate skills required to manage and troubleshoot computer hardware and peripheral devices.

		

		



		3

		Demonstrate knowledge of common computer hardware and interfaces.

		

		



		4

		Demonstrate skills required to troubleshoot general computer hardware issues and printer problems.

		

		



		5

		Demonstrate skills required to configure peripherals, printers, and related applications to support external hardware.

		

		



		Part 2 – Basic Networking

		

		



		6

		Demonstrate knowledge of basic networking concepts (wired and wireless).

		

		



		7

		Demonstrate skills required to configure and troubleshoot device connectivity (LAN and Internet Access).

		

		



		Part 3 – Cloud and Virtualization Technologies

		

		



		8

		Demonstrate knowledge of cloud computing concepts, including cloud storage and security configurations.

		

		



		9

		Demonstrate skills required to configure client-side virtualization, cloud storage applications, and file synchronization features.

		

		



		Part 4 – Operating System Basics

		

		



		10

		Demonstrate knowledge of important Microsoft Windows 10 operating system features and their purpose.

		

		



		11

		Demonstrate skills required to install, configure, and secure Microsoft Windows 10 operating system versions.

		

		



		12

		Demonstrate skills required to troubleshoot Microsoft Windows operating system problems.

		

		



		13

		Demonstrate knowledge of important Mac OS and Linux OS desktop operating system features and their purpose.

		

		



		14

		Demonstrate skills required to configure, secure, and troubleshoot various operating systems Mac OS and Linux OS.

		

		



		15

		Demonstrate skills required to troubleshoot mobile operating systems.

		

		



		Part 5 – IT Security Basics

		

		



		16

		Demonstrate knowledge of basic enterprise security concepts and wireless security protocols.

		

		



		17

		Demonstrate skills required to perform account management, configure wireless security, and detect and remove malware on workstations and mobile devices.

		

		



		18

		Demonstrate skills to troubleshoot common computer security issues.

		

		



		19

		Demonstrate skills required to troubleshoot application security issues.

		

		



		Part 6 – General IT Operations

		

		



		20

		Demonstrate knowledge of ticketing systems and documentation procedures.

		

		



		21

		Demonstrate knowledge of disaster recovery concepts and backup procedures.

		

		



		22

		Demonstrate knowledge of licensing and privacy and policy concepts, including how to address prohibited content.

		

		



		23

		Demonstrate knowledge of scripting languages, basic functions, and logic structures.

		

		



		Part 7 – Network Fundamentals

		

		



		24

		Demonstrate knowledge of the OSI model and relevant encapsulation concepts.

		

		



		25

		Demonstrate knowledge of network topologies and network types.

		

		



		26

		Demonstrate knowledge of cables, types of connectors, and the purpose for each.

		

		



		27

		Demonstrate skills required to configure a subnet and use appropriate IP addressing schemes.

		

		



		28

		Demonstrate knowledge of ports, protocols, and services, as well as their purpose.

		

		



		29

		Demonstrate knowledge of basic architecture concepts related to corporate and datacenter network environments.

		

		



		30

		Demonstrate knowledge of cloud concepts and connectivity alternatives.

		

		



		Part 8 – Network Implementations

		

		



		31

		Demonstrate knowledge of network devices, their features, and placement within a network.

		

		



		32

		Demonstrate knowledge of routing technologies and concepts for bandwidth management.

		

		



		33

		Demonstrate skills required to configure and deploy Ethernet switching solutions, including VLANs.

		

		



		34

		Demonstrate skills required to deploy wireless standards configurations and technologies.

		

		



		Part 9 – Network Operations

		

		



		35

		Demonstrate skills required to leverage statistics and sensors in support of network availability.

		

		



		36

		Demonstrate knowledge of organizational documents and policies.

		

		



		37

		Demonstrate knowledge of high availability and disaster recovery concepts.

		

		



		Part 10 – Network Security Part 3 – Cloud and Virtualization Technologies

		

		



		38

		Demonstrate knowledge of network security concepts.

		

		



		39

		Demonstrate knowledge of types of network attacks.

		

		



		40

		Demonstrate skills required to implement network hardening techniques.

		

		



		41

		Demonstrate knowledge of remote access techniques and related security risks.

		

		



		42

		Demonstrate knowledge of physical security methods.

		

		



		Part 11 – Network Troubleshooting

		

		



		43

		Demonstrate skills and best practices required to troubleshoot networking issues.

		

		



		44

		Demonstrate skills required to troubleshoot cable connectivity issues.

		

		



		45

		Demonstrate skills required to use network software tools and commands.

		

		



		46

		Demonstrate skills required to troubleshoot wireless connectivity issues.

		

		



		Part 12 – Business Acumen

		

		



		47

		Demonstrate a basic understanding of the employer’s corporate structure and business model, including its product and services portfolio, its primary customers, and its top competitors.

		

		



		48

		Demonstrate a basic knowledge of the employer’s brand messaging, its value

proposition in the marketplace, and key success metrics.

		

		



		Part 13 – Employability Skills

		

		



		49

		Demonstrate skills to provide competent customer service using active listening and empathy during various interactions (e.g., in-person, over telephone, email, and chat).

		

		



		50

		Demonstrate ability to manage stress and other emotions in the workplace to reduce conflict, foster collaboration, and promote wellness.

		

		



		51

		Demonstrate skills required to take and give productive critical feedback.

		

		



		52

		Demonstrate skills required to problem-solve using critical thinking, clarifying questions, and knowing when to escalate a situation to a superior.

		

		



		53

		Demonstrate skills to explain complex issues to non-technical customers without jargon or blaming.

		

		



		54

		Demonstrate ability to conduct oneself with integrity, professionalism, and in accordance with organization policy and procedure.

		

		



		55

		Demonstrate skills to communicate with colleagues, managers, and end users effectively and clearly, in a timely manner.

		

		



		56

		Demonstrate ability to use language, tone of voice, and non-verbal communication to neutralize conflict in the workplace.

		

		



		57

		Demonstrate skills required to collaborate effectively with team members from across the organization.

		

		



		58

		Demonstrate ability to use respectful cross-cultural communication to work successfully across the organization and with diverse coworkers.

		

		



		59

		Demonstrate knowledge required to manage time effectively, minimizing distractions to maintain productivity, prioritize work appropriately, and meet deadlines with situational awareness.

		

		



		60

		Demonstrate ability to adapt to changing organizational landscape.
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RELATED INSTRUCTION OUTLINE 

NETWORK SUPPORT SPECIALIST

(Existing Title:  Network Support Technician)

                              O*NET-SOC CODE: 15-1244.00 RAPIDS CODE: 1132CB



Method of Delivery: in-house training, classroom, and/or online.

Source of Instruction: any combination of community college, private industry training provider, sponsoring employer, or computer-based training.

Note: These are National Guideline Standards. Course titles and classes may differ slightly depending upon the RTI provider.



		Related Technical Instruction

		Approximate Hours



		Cisco Certified Network Associate (CCNA)

		5



		Cisco Cloud Center Components

		5



		Cloud Fundamentals

		10



		CompTIA Network+

		5



		ENARSI

		10



		ENCOR

		5



		Event, Incident, and Problem Management

		5



		ITIL® 4 Foundation

		5



		Key Concepts and the Four Dimensions of Service Management

		5



		Release, Service Level, and Availability Management

		5



		RSTECH

		5



		Service Desk, IT Asset, Service Configuration, and Change Control Management

		5



		System Security Certified Practitioner 

		5



		Test Preparation ITIL 4 Foundation

		5



		The Guiding Principles of the Service Value System and Continual Improvement Model

		10



		The Service Value Chain and General Management Practices

		10



		Virtual Networking Services

		15



		VMware NSX Network Virtualization

		15



		Windows: Configure Networking

		15



		Total Hours

		145















SELECTION PROCEDURES





1. A Learning Alliance apprentice applicant responds to our promotion and is directed to apply for the apprenticeship program.

2. The apprentice completes the application. Selection will be made by point systems.

3. Learning Alliance and or participating employer reviews the application and assesses the following criteria to determine the apprentice’s eligibility:

a. Verify age is 18 or older.

b. Applicants have a minimum of a 10th grade level in math, reading, writing, and comprehension.

c. Completion of the Learning Alliance Pre-Apprenticeship for direct entry to Registered Apprenticeship upon a Participating Employer sponsoring the individual.

d. Demonstrate desire to grow in the applicable apprenticeship track.

e. Additional competencies or experience relevant to the apprenticeship track.

4. If apprentice is a good fit, Learning Alliance and/or participating employer continues the application process and contacts the apprentice to set up an interview either in person or online.

5. Learning Alliance in partnership with participating employers will approve, reject or delay the apprentice application based on the above certification criteria and standards.

6. During the one (1)-year period, applicants who feel that their qualifications have

a. improved since their original rating may submit documented evidence of such additional experience or training and request reevaluation and rating at the next

regular processing cycle.



image1.png








image7.emf
Appendix A_Radio  Frequency (RF) Technician Wi


Appendix A_Radio Frequency (RF) Technician Wi












Appendix A



WORK PROCESS SCHEDULE AND

RELATED INSTRUCTION OUTLINE



Appendix A

[bookmark: _Hlk160088866]WORK PROCESS SCHEDULE

Radio Frequency (RF) Technician / Wireless Infrastructure

(Existing Title: Wireless Technician)

O*NET-SOC CODE: 49-2021.00 RAPIDS CODE: 2038CB



This schedule is attached to and a part of these Standards for the above identified occupation.



[bookmark: 1._APPRENTICESHIP_APPROACH]1.	APPRENTICESHIP APPROACH





· Time-based	☒ Competency-based	☐ Hybrid

[bookmark: 2._TERM_OF_APPRENTICESHIP]2.	TERM OF APPRENTICESHIP



The term of the apprenticeship is 1 year supplemented by the minimum required 154

hours of related instruction.



[bookmark: 3._RATIO_OF_APPRENTICES_TO_JOURNEYWORKER]3.	RATIO OF APPRENTICES TO JOURNEYWORKERS



The apprentice to Journey worker ratio is: 1 Apprentice to 1 Journey worker.

[bookmark: 4._APPRENTICE_WAGE_SCHEDULE]4.	APPRENTICE WAGE SCHEDULE



Apprentices shall be paid a progressively increasing schedule of wages based on either a percentage or a dollar amount of the current hourly Journey worker wage rate, which is:

$21.00.

Apprentice Competency Wage Scale Wage Schedule 1:



1st	Entry Wage	= $19.00

2nd	50% Competency Completion	 = $20.00 

Final wage Rate	= $21.00

[bookmark: 5._PROBATIONARY_PERIOD]5.	PROBATIONARY PERIOD



Every applicant selected for apprenticeship will serve a probationary period of 500 hours.

[bookmark: 6._SELECTION_PROCEDURES]6.	SELECTION PROCEDURES



Please see page A-8.





Page |A-10



WORK PROCESS SCHEDULE

Radio Frequency (RF) Technician / Wireless Infrastructure

(Existing Title: Wireless Technician)

O*NET-SOC CODE: 49-2021.00 RAPIDS CODE: 2038CB



Apprentices will be assessed on these competencies by their instructors, mentors, and/or supervisors over the course of the apprenticeship using the following rating scale:



		Rating

		Definition



		Meets expectations (ME)

		Able to perform all elements of the task successfully and independently.



		Needs improvement (NI)

		Completed the task with significant assistance or unsuccessfully attempted the task.



		No exposure or not attempted (NA)

		The task was not attempted during the assessment, or the apprentice has yet to be exposed to the task.







The competencies listed below may be completed in any order. 

Work Process Schedule:

Competency Checklist – Wireless Infrastructure / RF Technician



		Job Function 1: Installs devices and implements configuration and control protocols



		Competency Outcomes

		Rating

		Completion Date/Initials



		1. Sets up telecommunication receivers, radio and other devices for base transceiver stations

		

		



		2. Sets up radios and telecommunication devices to communicate with corresponding systems

		

		



		3. Test and performs updates on location devices to industry specifications for compliance and security

		

		



		4. Installs Internet-of-Things devices on networks for system monitoring and control

		

		



		5. Commission and decommission telecommunication equipment based on carrier hardware configuration and network requirements

		

		



		6. Sets up, repair and standardize controllers using RFS, Kathrin, Andrew and other relevant software tools

		

		



		7. Configures network settings of base 3Z antenna alignment

		

		











		Job Function 2: Performs hardware set up procedures and troubleshooting



		Competency Outcomes

		Rating

		Completion Date/Initials



		1. Installs cabinets, racks, managed cable systems, and other equipment to engineering plans

		

		



		2. Measures, cuts, and strips coaxial, fiber optic, and Ethernet cables to apply connector fittings

		

		



		3. Installs routers and switches on racks, connecting to local and distant networks

		

		



		4. Installs and connects electrical power supplies including DC battery packs, AC power and generators

		

		



		5. Installs environmental control systems with Internet-of- Things integration and connects to system network

		

		



		6. Troubleshoots hardware malfunctions including circuitry,

wiring, connectivity, and rigging

		

		



		7. Assess the site for appropriate application of technology to conduct necessary reporting

		

		



		8.  Generates

and analyses reports of non- destructive test findings

		

		











		Job Function 3: Conducts system testing for tolerance specifications and troubleshooting



		Competency Outcomes

		Rating

		Completion Date/Initials



		1. Analysis antenna systems using Frequency

Domain Reflectometry (FDR) and verifies RF frequency to specifications

		

		



		2. Conducts Return Loss and Voltage Standing Wave Ratio (VSWR) measurements and confirms proper signal strength for network engineering design

		

		



		3. Conducts cable loss measurements using a vector/scalar network analyser

		

		



		4. Calculates system return loss using a handheld cable and antenna analyser to verify total system performance to design specifications

		

		



		5. Performs a Distance-to-Fault (DTF) to troubleshoot failing systems for the location of error

		

		



		6. Interprets DTF results using fault resolution and display resolution

		

		



		7. Follows design specifications for cable management networking

		

		



		8. Conducts line sweep measurements on return loss and insertion loss frequencies.

		

		



		9. Conducts Passive Intermodulation (PIM) testing to verify mechanical integrity of a system

		

		



		10. Investigates and verifies Base Transceiver Station alarms, including the programming of alarm conditions based on PIM readings

		

		











		Job Function 4: Establishes network connections and troubleshoots down systems



		Competency Outcomes

		Rating

		Completion Date/Initials



		1. Installs and maintains cellular network connections, including wired and wireless connection points

		

		



		2. Monitors, test, and adjust network systems and performance to meet accepted standards using diagnostic tools, analysers, and other equipment

		

		



		3. Applies diagnostic tools and techniques to identify the causes of a network performance error and provides a solution

		

		



		4. Integrates new networking structures into existing systems

		

		



		5. Establishes network security protocols per contract specifications

		

		



		6. Commissions and decommissions telecommunications hardware on established networks

		

		



		7.    Climbing Towers

· Inspects PPE

· Put on PPE Properly

· Climbs Towers Using Proper Safety Procedures

· Descends the Tower Using Proper Safety Procedures



		

		











		Job Function 5: Applies electrical theory when troubleshooting systems and conducting RF energy mapping



		Competency Outcomes

		Rating

		Completion Date/Initials



		1. Identifies and tests resistors and capacitors for design specifications using a multimeter

		

		



		2. Adds and replaces resistors and capacitors to meet electrical current requirements for RF regulation

		

		



		3. Uses a soldering iron and heat gun to install wires

and protective shielding

		

		



		4. Demonstrates compliance to Federal Aviation Administration (FAA) and Federal Communication Commission (FCC) regulations on RF signals

		

		



		5. Conducts interference and coverage mapping of RF frequencies using mobile applications

		

		



		6. Collects and analyses data, including the production of 3D renderings, to map RF levels and safety zones

		

		



		7. Conducts advanced measurements of RF signals using specialized and

		

		



		proprietary software and equipment

		

		



		8. Analyses data for RF mapping and system structure design

		

		



		9. Creates reports on findings with compliance recommendations for all safety agencies, including the FCC and guidelines for human health

		

		











		Job Function 6: Documents reports and complies to safety regulations.



		Competency Outcomes

		Rating

		Completion Date/Initials



		1. Documents and reports the installation, maintenance, and repairs of systems

		

		



		2. Submits support tickets for items beyond scope of work

		

		



		3. Adheres to job site safety regulations and verifies safe operating zones using an RF exposure meter

		

		










RELATED INSTRUCTION OUTLINE

Radio Frequency (RF) Technician / Wireless Infrastructure

(Existing Title: Wireless Technician)

O*NET-SOC CODE: 49-2021.00 RAPIDS CODE: 2038CB





Related Technical Instruction – Method of Delivery: in-house training, classroom, and/or online.

Source of Instruction: any combination of community college, private industry training provider, sponsoring employer, or computer-based training.

Note: These are National Guideline Standards. Course titles and classes may differ slightly depending upon the RTI provider.



		Related Technical Instruction

		Approximate Hours



		Authorized Climber and Rescue

		40



		Basic Rigging

		10



		Capstan Hoist and Crane Spotter

		4



		Ropes and Knots

		8



		Job Hazard Analysis and Statement of Work

		8



		Electrical Fundamentals

		40



		OSHA-10

		10



		CPR, First Aid and AED

		6



		RF/EME Safety and Awareness

		4



		Lines and Antennas

		4



		Small Cell Applications

		20







                            TOTAL HOURS: 154



SELECTION PROCEDURES



1. A Learning Alliance apprentice applicant responds to our promotion and is directed to apply for the apprenticeship program.

2. The apprentice completes the application. Selection will be based on point system.

3. Learning Alliance and or participating employer reviews the application and assesses the following criteria to determine the apprentice’s eligibility:

a. Verify age is 18 or older.

b. Have an 8th grade level of Math, Reading, Writing and Comprehension

c. Driver’s license (required as driving is a job-related task).

d. Demonstrate desire to grow in the applicable apprenticeship track.

e. Additional competencies or experience relevant to the apprenticeship track.

4. If apprentice is a good fit, Learning Alliance and/or participating employer continues the application process and contacts the apprentice to set up an interview either in person or online.

5. Learning Alliance in partnership with participating employers will approve, reject or delay the apprentice application based on the above certification criteria and standards.
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[bookmark: _Hlk160090231]WORK PROCESS SCHEDULE

SAFER BUILDING TECHNICIAN

(Existing Title:  In-Building Wireless Installation Technician (IBWIT))

O*NET-SOC CODE:  49-2022.00   RAPIDS CODE:  3036HY



This schedule is attached to and a part of these Guidelines for the above identified occupation.

On the Job Learning Description:



APPRENTICESHIP APPROACH



☐     Time-based	☐     Competency-based	☒     Hybrid



TERM OF APPRENTICESHIP

The term of the apprenticeship is 1 year, supplemented by 2000-2500 OJL hours supplemented by the required 144 hours of related instruction. 

RATIO OF APPRENTICES TO JOURNEY WORKERS

The apprentice to journey worker ratio is 1 Apprentice to 1 Journey worker.

APPRENTICE WAGE SCHEDULE & FRINGE BENIFITS

Apprentices shall be paid a progressively increasing schedule of wages based on either a percentage or a dollar amount of the current hourly Journey Worker wage rate.  
$22.00



Entry Wage = $19.00 
50% competencies = $20.00 
Final Completion Journey Worker Wage Rate = $22.00
PROBATIONARY PERIOD

Every applicant selected for apprenticeship will serve a probationary period of 90 days.

[bookmark: _Hlk160090042]SELECTION PROCEDURES

Please see page A-8.






WORK PROCESS SCHEDULE

SAFER BUILDING TECHNICIAN

(Existing Title:  In-Building Wireless Installation Technician (IBWIT))

O*NET-SOC CODE:  49-2022.00   RAPIDS CODE:  3036HY



Apprentices will be assessed on these competencies by their instructors, mentors, and/or supervisors over the course of the apprenticeship using the following rating scale:



		Rating

		Definition



		Meets expectations (ME)

		Able to perform all elements of the task successfully and independently.



		Needs improvement (NI)

		Completed the task with significant assistance or unsuccessfully attempted the task.



		No exposure or not attempted (NA)

		The task was not attempted during the assessment, or the apprentice has yet to be exposed to the task.







Note: These are National Guideline Standards. Course titles and classes may differ slightly depending upon the Participating Employer. 



Competency Checklist:



		Work Process Schedule (OJL/T) Competencies 

		Minimum Hours

		Maximum Hours



		1

		Read and Follow RF System Installation Documentation

		400 

		500



		 

		Understanding of AHJ requirements for approval

		 

		 



		

		Understanding of building construction

		

		



		

		Understanding of local codes and regulations

		

		



		

		Understanding of manufacturer’s equipment

		

		



		

		Understanding of national codes and regulations

		

		



		

		Demonstrate the ability to interpret design documents.



		

		








		2

		Install Cable (e.g., support, fire stopping, grounding)

		Minimum Hours

		Maximum Hours



		 

		Understanding of AHJ requirements for approval (e.g., firestopping)

		500 

		600



		

		Understanding of cable/fiber optic characteristics (e.g., bend radius)

		 

		 



		

		Understanding of cable/fiber optic support solutions

		

		



		

		Understanding of job site safety requirements

		

		



		

		Understanding of local codes and regulations

		

		



		

		Understanding of national codes and regulations

		

		



		

		Demonstrate the ability to comply with job site safety requirements

		

		



		

		 Lock out Tag out, maintain safety precautions

		

		



		3

		Terminate Cable   

		Minimum Hours

		Maximum Hours



		 

		Understanding cable/fiber optic preparation and termination tools

		300 

		      400



		

		Understanding the cable/fiber optic termination techniques

		 

		 



		

		Understanding the job site safety requirements

		

		



		

		Understanding of manufacturer’s equipment

		

		



		

		Demonstrate the ability to identify cable/fiber optic termination requirements

		

		



		4

		Install Passive Equipment  

		Minimum Hours

		Maximum Hours



		 

		Understanding of job site safety requirements

		500 

		     600



		

		Understanding of the manufacturer’s equipment

		 

		 



		

		Understanding of the RF filter requirements

		

		



		

		Understanding of the system design parameters

		

		



		

		Demonstrate the ability to install passive equipment according to system design

		

		



		

		Demonstrate the ability to interpret system design

		

		








		5

		Performing Finish and Trim Out Installation Activities (Install Donor Antenna)

		Minimum Hours

		Maximum Hours



		 

		Understanding the donor source azimuth

		300  

		      400



		

		Understanding the job site safety requirements

		 

		 



		

		Demonstrate the ability to determine directional measurements (e.g., compass, GPS)

		

		



		

		Demonstrate the ability to install lightning protection equipment

		

		



		Total Hours: 

		2000 

		 2500









                     













































































RELATED INSTRUCTION OUTLINE

              SAFER BUILDING TECHNICIAN

(Existing Title:  In-Building Wireless Installation Technician (IBWIT))

    O*NET-SOC CODE:  49-2022.00 RAPIDS CODE:  3036HY



 

Related Technical Instruction – Method of Delivery: in-house training, classroom, and/or online.

Source of Instruction: any combination of community college, private industry training provider, sponsoring employer, or computer-based training.

Note: These are National Guideline Standards. Course titles and classes may differ slightly depending upon the RTI provider.





		Related Technical Instruction

		Total Hours



		1. Introduction to In-Building Public Safety Communications

		



		Overview of Public Safety Communications

		10



		Importance of In-Building Communications for Emergency Services

		10



		Key Terminology and Concepts

		10



		2. Understanding Building Infrastructure

		    



		Basics of Building Construction

		10



		Impact of Building Design on Communication Systems

		10



		Common Materials and their Effect on Signal Propagation

		5



		3.  Communication Technologies and Systems

		



		Overview of Different Communication Technologies (e.g., Radio, Cellular, Wi-Fi)

		5



		In-Building Wireless Systems: Components and Functionality

		5



		Public Safety Communication Networks (e.g., FirstNet)

		5



		4. Regulatory and Code Compliance

		



		National and Local Building Codes and Regulations

		5



		FCC Regulations for Public Safety Communications

		5



		Compliance with NFPA and IFC Standards

		5



		5. Designing In-Building Communication Systems

		



		Site Surveys and Needs Assessment

		5



		System Design Principles for Optimal Coverage and Capacity

		5



		Integrating with Existing Building Systems and Infrastructure

		5



		6. Installation and Implementation

		



		Best Practices in System Installation

		6



		Testing and Commissioning of Communication Systems

		7



		Coordination with Building Management and Public Safety Agencies

		2



		7. Troubleshooting and Maintenance

		



		Identifying and Diagnosing Common Issues

		2



		Routine Maintenance and Upkeep of Systems

		3



		Upgrading and Expanding Systems

		3



		8. Safety and Emergency Protocols

		



		Safety Procedures for Technicians

		3



		Emergency Response Protocols

		2



		Interoperability with First Responders

		2



		9. Advanced Topics and Emerging Technologies

		



		Future Trends in Public Safety Communications

		2



		Impact of 5G and IoT on In-Building Systems

		3



		Case Studies and Real-World Applications

		2



		10. Practical Workshops and Hands-On Training

		



		Simulation Exercises

		4



		11. Assessment and Certification

		



		Written and Practical Exams

		3



		Total Hours:

		       144












SELECTION PROCEDURES





1. A Learning Alliance apprentice applicant responds to our promotion and is directed to apply for the apprenticeship program.

2. The apprentice completes the application. Selections will be based on point system.

3. Learning Alliance and or participating employer reviews the application and assesses the following criteria to determine the apprentice’s eligibility:

a. Verify age is 18 or older.

b. Applicant has a minimum of a 8th grade level in math, reading, writing, and comprehension.

c. Completion of the Learning Alliance Pre-Apprenticeship for direct entry to Registered Apprenticeship upon a Participating Employer sponsoring the individual.

d. Demonstrate desire to grow in the applicable apprenticeship track.

e. Additional competencies or experience relevant to the apprenticeship track.

4. If apprentice is a good fit, Learning Alliance and/or participating employer continues the application process and contacts the apprentice to set up an interview either in person or online.

5. Learning Alliance in partnership with participating employers will approve, reject or delay the apprentice application based on the above certification criteria and standards.

6. During the one (1)-year period, applicants who feel that their qualifications have

a. improved since their original rating may submit documented evidence of such additional experience or training and request reevaluation and rating at the next

regular processing cycle.
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