BULLETIN 2020-94                                                                          August 17, 2020
	U.S. Department of Labor

Employment and Training
  Administration

Office of Apprenticeship (OA)
Washington, DC  20210
	Distribution:

A-541 Headquarters
A-544 All Field Tech

A-547 SD+RD+SAA+; Lab.Com
	Subject:  New National Standards of Apprenticeship – Step It Up America
Code:  400.1

	Symbols:  DRAP/JPT
	
	Action:  Immediate

	PURPOSE:  To inform the staff of OA and the State Apprenticeship Agencies (SAA), Registered Apprenticeship program sponsors and other Registered Apprenticeship partners of the approval of new National Standards of Apprenticeship for Step It Up America.
BACKGROUND:  The OA Administrator approved these new National Standards of Apprenticeship submitted by Ms. Diana Elliott, Principal Research Associate, Urban Institute on behalf of Step It Up America June 15, 2020.  Region IV Regional Office of Apprenticeship will service these National Standards of Apprenticeship for the following occupations:
· Cyber Security Support Technician

O*NET-SOC Code:  15-1122.00
RAPIDS Code:  2050CB

· Software Developer 

(Existing Title:  Application Developer)

O*NET-SOC Code:  15-1132.00

RAPIDS Code:  1129CB
ACTION:  This bulletin is being provided to OA staff for informational purposes only.  Region VI, Regional Office will be responsible for maintenance and technical assistance regarding this program.
If you have any questions please contact Randy Prather, Arkansas State Director, at (501) 324-5415.
NOTE:  This bulletin is being sent via electronic mail.  
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[bookmark: _GoBack]WORK PROCESS SCHEDULE

CYBER SECURITY TECHNICIAN

O*NET-SOC CODE:  15-1122.00	RAPIDS CODE:  2050CB



· Beginner indicates that the apprentice has completed training and observation of listed skill/task but cannot yet independently perform this task.

· Intermediate indicates that the apprentice can perform the task with coaching and assistance

· Proficient means that the apprentice consistently demonstrates proficiency in performance of the task

· Completion Date means the date apprentice completes final demonstration of competency.  Supervisor or Journeyworker will initial for completion of each competency or job task.



		JOB FUNCTION 1:  Develop security policies and protocols; assists in enforcing company compliance with network security policies and protocols



		

		Beginner

		Intermediate

		Proficient

		Completion Date



		A. Locates (in Intranet, employee handbook or security protocols) organizational policies intended to maintain security and minimize risk and explains their use

		

		

		

		 



		B. Provides guidance to employees on how to access networks, set passwords, reduce security threats and provide defensive measures associated with searches, software downloads, email, Internet, add-ons, software coding and transferred files

		

		

		

		 



		C. Ensures that password characteristics are explained and enforced and that updates are required and enforced based on appropriate time intervals

		

		

		

		 



		D. Explains company or organization's policies regarding the storage, use and transfer of sensitive data, including intellectual property and personally identifiable information.  Identifies data life cycle, data storage facilities, technologies and describes business continuity risks

		

		

		

		 



		E. Assigns individuals to the appropriate permission or access level to control access to certain web IP addresses, information and the ability to download programs and transfer data to various locations

		

		

		

		 



		F. Assists employees in the use of technologies that restrict or allow for remote access to the organization's information technology network

		

		

		

		



		G. Develops security compliance policies and protocols for external services (i.e., Cloud service providers, software services, external data centers)

		

		

		

		



		H. Complies with incident response and handling methodologies

		

		

		

		



		I. Articulates the business need or mission of the organization as it pertains to the use of IT systems and the storage of sensitive data

		

		

		

		



		JOB FUNCTION 2: Provides technical support to users or customers



		

		Beginner

		Intermediate

		Proficient

		Completion Date



		A. Manages inventory of IT resources

		

		

		

		 



		B. Diagnoses and resolves customer-reported system incidents

		

		

		

		 



		C. Installs and configures hardware, software and peripheral equipment for system users

		

		

		

		 



		D. Monitors client-level computer system performance

		

		

		

		 



		E. Tests computer system performance

		

		

		

		 



		F. Troubleshoots system hardware and software

		



		

		

		



		G. Administers accounts, network rights, and access to systems and equipment

		

		

		

		



		H. Implements security measures for uses in system and ensures that system designs incorporate security configuration guidelines

		

		

		

		



		JOB FUNCTION 3: Installs, configures, tests, operates, maintains and manages networks and their firewalls including hardware and software that permit sharing and transmission of information



		

		Beginner

		Intermediate

		Proficient

		Completion Date



		A. Collaborates with system developers and users to assist in the selection of appropriate design solutions to ensure the compatibility of system components

		

		

		

		 



		B. Installs, replaces, configures and optimizes network hubs, routers and switches

		

		

		

		 



		C. Assists in network backup and recovery procedures

		

		

		

		 



		D. Diagnoses network connectivity problems

		

		

		

		 



		E. Modifies network infrastructure to serve new purposes or improve workflow

		

		

		

		 



		F. Integrates new systems into existing network architecture

		

		

		

		



		G. Patches network vulnerabilities to ensure information is safeguarded against outside parties

		

		

		

		



		H. Repairs network connectivity problems

		

		

		

		



		I. Tests and maintains network infrastructure including software and hardware devices

		

		

		

		



		J. Establishes adequate access controls based on principles of least privilege and need-to-know

		

		

		

		



		K. Implements security measures for users in system and ensures that system designs incorporate security configuration guidelines

		

		

		

		



		JOB FUNCTION 4:  Installs, configures, troubleshoots and maintains server configurations to ensure their confidentiality, integrity and availability; also manages accounts, firewalls, configuration, patch and vulnerability management.  Is responsible for access control, security configuration and administration



		

		Beginner

		Intermediate

		Proficient

		Completion Date



		A. Checks system hardware availability, functionality, integrity and efficiency

		

		

		

		 



		B. Conducts functional and connectivity testing to ensure continuing operability

		

		

		

		 



		C. Conducts periodic server maintenance including cleaning (physically and electronically), disk checks, system configuration and monitoring, data downloads, backups and testing

		

		

		

		 



		D. Assists in the development of group policies and access control lists to ensure compatibility with organizational standards, business rules and needs

		

		

		

		 



		E. Documents compliance with or changes to system administration standard operating procedures

		

		

		

		 



		F. Installs server fixes, updates and enhancements

		

		

		

		



		G. Maintains baseline system security according to organizational policies

		

		

		

		



		H. Manages accounts, network rights and access to systems and equipment

		

		

		

		



		I. Monitors and maintains server configuration

		

		

		

		



		J. Supports network components

		

		

		

		



		K. Diagnoses faulty system/server hardware; seeks appropriate support or assistance to perform server repairs

		

		

		

		



		L. Verifies data redundancy and system recovery procedures

		

		

		

		



		M. Assists in the coordination or installation of new or modified hardware, operating systems and other baseline software

		

		

		

		



		N. Provides ongoing optimization and problem-solving support

		

		

		

		



		O. Resolves hardware/software interface and interoperability problems

		

		

		

		



		P. Establishes adequate access controls based on principles of least privilege, role based access controls (RBAC) and need-to-know

		

		

		

		
























RELATED INSTRUCTION OUTLINE

CYBER SECURITY SUPPORT TECHNICIAN 

O*NET-SOC CODE:  15-1122.00	RAPIDS CODE:  2050CB



Each of the items below include instructor-led classroom training provided by qualified Step IT Up Instructors that provide apprentices with instruction on the following:



		RI 1: Configuring tools and technologies to detect, mitigate and prevent potential threats





		Classroom Instruction

		Hours 



		A. Installs and maintains cyber security detection, monitoring and threat management software

		16 hours



		B. Coordinates with network administrators to administer the updating of rules and signatures for intrusion/detection protection systems, anti-virus and network black and white list

		16 hours



		C. Manages IP addresses based on current threat environment

		16 hours



		D. Ensures application of security patches for commercial products integrated into system design

		16 hours



		E. Uses computer network defense tools for continual monitoring and analysis of system activity to identify malicious activity

		16 hours



		RI 2:  Assesses and mitigates system network, business continuity and related security risks and vulnerabilities



		Classroom Instruction

		Hours



		A. Applies security policies to meet security objectives of the system

		24 hours



		B. Performs system administration to ensure current defense applications are in place, including on Virtual Private Network devices

		16 hours



		C. Ensures that data back up and restoration systems are functional and consistent with company's document retention policy and business continuity needs

		16 hours



		D. Identifies potential conflicts with implementation of any computer network defense tools.  Performs tool signature testing and optimization

		16 hours



		E. Installs, manages and updates intrusion detection system

		16 hours



		F. Performs technical and non-technical risk and vulnerability assessments of relevant technology focus areas

		24 hours



		G. Conducts authorized penetration testing (Wi-Fi, network perimeter, application security, cloud, mobile devices) and assesses results

		16 hours



		H. Documents systems security operations and maintenance activities

		16 hours



		I. Communicates potential risks or vulnerabilities to manager. Collaborates with others to recommend vulnerability corrections

		16 hours



		J. Identifies information technology security program implications of new technologies or technology upgrades

		16 hours



		RI 3:  Reviews network utilization data to identify unusual patterns, suspicious activity or signs of potential threats



		Classroom Instruction

		Hours



		A. Identifies organizational trends with regard to the security posture of systems; identifies unusual patterns or activities

		16 hours



		B. Characterizes and analyzes network traffic to identify anomalous activity and potential threats; performs computer network defense trend analysis and reporting

		24 hours



		C. Receives and analyzes network alerts from various sources within the enterprise and determines possible causes of such alerts

		24 hours



		D. Runs tests to detect real or potential threats, viruses, malware, etc.

		16 hours



		E. Assists in researching cost-effective security controls to mitigate risks

		8 hours



		F. Helps perform damage assessments in the event of an attack

		8 hours



		G. Monitors network data to identify unusual activity, trends, unauthorized devices or other potential vulnerabilities

		16 hours



		H. Documents and escalates incidents that may cause immediate or long-term impact to the environment

		16 hours



		I. Provides timely detection, identification and alerts of possible attacks and intrusions, anomalous activities, and distinguish these incidents and events from normal baseline activities

		16 hours



		J. Uses network monitoring tools to capture and analyze network traffic associated with malicious activity

		16 hours



		K. Performs intrusion analysis

		8 hours



		L. Sets containment blockers to align with company policy regarding computer use and web access

		16 hours



		RI 4:  Responds to cyber intrusions and attacks and provides defensive strategies



		Classroom Instruction

		Hours 



		A. Assists in the development of appropriate courses of action in response to identified anomalous network activity

		24 hours



		B. Triages systems operations impact: malware, worms, man-in-the-middle attack, denial of service, rootkits, keystroke loggers, SQL injection and cross-site scripting

		24 hours



		C. Reconstructs a malicious attack or activity based on network traffic

		24 hours



		D. Correlates incident data to identify specific vulnerabilities and make recommendations that enable expeditious remediation

		24 hours



		E. Monitors external data sources to maintain currency of Computer Network Defense threat condition and determines which security issues may have an impact on the enterprise. Performs file signature analysis

		16 hours



		F. Performs analysis of log files from a variety of sources to identify threats to network security; performs file signature analysis

		16 hours



		G. Performs computer network defense incident triage to include determining scope, urgency and potential impact; identifies the specific vulnerability; provides training recommendations; and makes recommendations that enable expeditious remediation

		16 hours



		H. Receives and analyzes network alerts from various sources within the enterprise and determines possible causes of such alerts









		24 hours



		I. Tracks and documents computer network defense incidents from initial detection through final resolution

		24 hours



		J. Collects intrusion artifacts and uses discovered data to enable mitigation of potential computer network defense (CND) incidents

		24 hours



		K. Performs virus scanning on digital media

		24 hours









Related Instruction Hours:                                                      ________680 ______________
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SOFTWARE DEVELOPER 

(Existing Title:  Application Developer)

O*NET-SOC CODE:  15-1132.00	RAPIDS CODE:  1129CB



· Beginner indicates that the apprentice has completed training and observation of listed skill/task but cannot yet independently perform this task.

· Intermediate indicates that the apprentice can perform the task with coaching and assistance

· Proficient means that the apprentice consistently demonstrates proficiency in performance of the task

· Completion Date means the date apprentice completes final demonstration of competency.  Supervisor or Journeyworker will initial for completion of each competency or job task.



		JOB FUNCTION 1: Professionally communicates as a team member, adheres to company procedures, compliance, and management.



		

		Beginner 

		Intermediate

		Proficient

		Completion Date



		A.      Adhere to the organization's rules, responsibilities, policies, and basic workplace ethics. The apprentice will demonstrate basic principles of interpersonal communication and knowledge of the organization's basic structure and functions.  The apprentice will follow established safety procedures. 

		

		

		

		 



		B. Integrate organizational mission/goals and vision into work practices.  The apprentice will use benchmarking and "best practices" to improve performance.

		

		

		

		 



		C. Prepare a complete, accurate, and convincing formal report, on a technical subject, using standard formats and office tools.

		

		

		

		 



		D. Communicate effectively to convey information, concepts, and ideas; develop effective communications techniques with others, including through oral presentations, written correspondence, and other forms of communications. 

		

		

		

		 



		E. Participate as an effective member of a team and work collaboratively with team members, adjust to needs of company and projects, as needed, within scope of apprenticeship program.

		

		

		

		 



		JOB FUNCTION 2:  Design Applications



		

		Beginner

		Intermediate

		Proficient

		Completion Date



		A.     Identify and demonstrate the organization's design principles used for application development.

		

		

		

		 



		B. Identify and demonstrate the process to review and provide input for user documentation.

		

		

		

		 



		C. Identify and demonstrate the process to integrate feedback and recommendations into product development.

		

		

		

		 



		JOB FUNCTION 3: Develop Applications



		

		Beginner

		Intermediate

		Proficient

		Completion Date



		A.    Identify coding languages and standards used by the organization.

		

		

		

		 



		B. Identify and demonstrate the application development process including coding, documentation, and testing.

		

		

		

		 



		C. Review another or previous application's code as part of a peer group.

		

		

		

		 



		D. Revise and adapt existing code to meet emerging requirements.

		

		

		

		 







		JOB FUNCTION 4: Test and Validate Applications



		CORE



		

		Beginner

		Intermediate

		Proficient

		Completion Date



		A.     Demonstrate the process for developing a test plan for an application, including unit testing and integration tasks.

		

		

		

		 



		B. Perform validation testing on new Applications.

		

		

		

		 



		C. Interpret test results and make recommendations.

		

		

		

		 



		D. Demonstrate knowledge of how to support user acceptance testing.

		

		

		

		 



		JOB FUNCTION 5: Implement, Support, and Maintain Applications



		

		Beginner

		Intermediate

		Proficient

		Completion Date



		A.    Assist in the development of a release plan for an application.

		

		

		

		 



		B.    Transition an application to a new platform.

		

		

		

		 



		C. Maintain and support applications.

		

		

		

		



		D. Evaluate, implement, and document application enhancements.

		

		

		

		



		E. Perform system maintenance for application security.

		

		

		

		



		F. Identify common security risks and threats.

		

		

		

		










RELATED INSTRUCTION OUTLINE

SOFTWARE DEVELOPER   

(Existing Title:  Application Developer)  

O*NET-SOC CODE:  15-1132.00	RAPIDS CODE:  1129CB



		Classes                                                                                                                               Hours of Instruction



		1. Onboarding Apprentices			        	                             Planned Hours:  40



		2. Software Development Overview 				              Planned Hours:  5



		3. Introduction to iOS 11, Xcode 9 and Swift 4			              Planned Hours:  5



		4. Reading 1: Intro to Swift					              Planned Hours:  8



		5. Introduction to Application Design and Modeling                                          Planned Hours:  6



		6. Programming Project 1: Concentration			              Planned Hours:  4



		7. Friday Session 1: Debugging and Xcode Tips and Tricks	              Planned Hours:  4



		8. Swift Programming Language	   				              Planned Hours:  4



		9. Reading Intro to Swift						              Planned Hours:  7



		10. More Swift							              Planned Hours:  3



		11. Review Exercise						              Planned Hours:  2



		12. Programming Project 2:  Set				                             Planned Hours:  60



		13. Drawing							              Planned Hours:  3



		14. Reading Finishing Off Swift					              Planned Hours:  6



		15. Multitouch							              Planned Hours:  3



		16. Review Exercise 2                     					              Planned Hours:  3



		17. Programming Project 3:  Graphical Set				              Planned Hours:  40



		18. Multiple Model View Controllers, Timer, and Animation	             Planned Hours:  3



		19. Animation							             Planned Hours:  4



		20. Review Exercise 3					              	             Planned Hours:  2



		21. Programming Project 4:  Animated Set				             Planned Hours:  60



		22. Friday Session 2:  GitHub and Source Control Workflow	             Planned Hours:  2



		23. View Controller Lifecycle and Scroll View			             Planned Hours:  3



		24. Multithreading and Auto layout				             Planned Hours:  5



		25. Friday Session 3:  Instruments					             Planned Hours:  1



		26. Drag and Drop, Table View, and Collection View		             Planned Hours:  3



		27. Text Field							             Planned Hours:  3



		28. Review Exercise 4						             Planned Hours:  2



		29. Programming Project 5:  Image Gallery			             Planned Hours:  55



		30. Persistence and Documents					             Planned Hours:  3



		31. Persistence and Documents Demo				             Planned Hours:  3



		32. Review Exercise 5						             Planned Hours:  2



		33. Programming Project 6:  Persistence Image Gallery		             Planned Hours:  30



		34. Alerts, Notifications, Application Lifecycle		                            Planned Hours:  4



		35. More Segues							             Planned Hours:  5



		36. Core Motion and Camera					             Planned Hours:  3



		37. Review Exercise 6						             Planned Hours:  2



		38. Jira								             Planned Hours:  4



		39. Persistence Core Data & Realm				             Planned Hours: 6



		40. Call Kit								             Planned Hours:  8



		41. Bit Bucket							             Planned Hours:  4



		42. Capstone Project					                          Planned Hours:  140



		43. Final Review Capstone					                          Planned Hours:  10



		44. Company Specific Lectures					            Planned Hours:  30





TOTAL MINIMUM HOURS   									600
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